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About This Book

Welcome to MCSE Self-Paced Training Kit (Exam 70-294): Planning, Implementing,
and Maintaining a Microsoft Windows Server 2003 Active Directory Infrastructure.

This kit introduces you to Windows Server 2003 Active Directory and prepares you to
plan, configure, and administer your Active Directory infrastructure. You will learn to use
Active Directory directory service to centrally manage users, groups, shared folders, and
network resources, and to administer the user environment and software with Group
Policy. This kit shows you how to implement and troubleshoot security in a directory ser-
vices infrastructure and how to monitor and troubleshoot Active Directory performance.

Important In this book, the use of “Windows Server 2003 family” and “Windows Server
2003” refers to the family of four products: Microsoft Windows Server 2003, Standard Edi-
tion; Microsoft Windows Server 2003, Enterprise Edition; Microsoft Windows Server 2003,
Datacenter Edition; and Microsoft Windows Server 2003, Web Edition. However, Windows
Server 2003, Web Edition, only partially supports the use of Active Directory. Windows Server
2003, Web Edition, can participate as a member server in an Active Directory—enabled net-
work, but it cannot be used as an Active Directory domain controller.

See Also For more information about becoming a Microsoft Certified Professional, see the
section titled “The Microsoft Certified Professional Program” later in this introduction.

Intended Audience

This book was developed for information technology (IT) professionals who plan to
take the related Microsoft Certified Professional exam 70-294, Planning, Implementing,
and Maintaining a Microsoft Windows Server 2003 Active Directory Infrastructure as
well as IT professionals who need to install, configure, administer, monitor, and trou-
bleshoot Microsoft Windows Server 2003 Active Directory.

Note Exam skills are subject to change without prior notice and at the sole discretion of
Microsoft.



Prerequisites

This training kit requires that students meet the following prerequisites:

Experience implementing and administering a network operating system in envi-
ronments where: from 250 to 5,000 or more users are supported; three or more
physical locations are supported; typical network services and resources include
messaging, database, file and print, proxy server or firewall, Internet and intranet,
remote access, and client computer management; three or more domain control-
lers are supported; and connectivity needs include connecting branch offices and
individual users in remote locations to the corporate network and connecting cor-
porate networks to the Internet.

Experience implementing and administering a desktop operating system

Experience designing a network infrastructure

About The CD-ROM

For your use, this book includes a Supplemental CD-ROM. This CD-ROM contains a
variety of informational aids to complement the book content:

The Microsoft Press Readiness Review Suite Powered by MeasureUp. This suite of
practice tests and objective reviews contains questions of varying degrees of com-
plexity and offers multiple testing modes. You can assess your understanding of
the concepts presented in this book and use the results to develop a learning plan
that meets your needs.

An electronic version of this book (eBook). For information about using the
eBook, see the section “The eBook” later in this introduction.

Installation scripts and example files that you will use to perform the hands-on
exercises in this book. These include files that demonstrate key concepts and illus-
trate a specific point, as well as files that are there for your convenience, such as
scripts that can be used reduce the amount of time you spend setting up your sys-
tem in order to perform a particular exercise.

An eBook of the Microsoft Encyclopedia of Networking, Second Editon, and of the
Microsoft Encyclopedia of Security, which provide complete and up-to-date refer-
ence materials for networking and security.

Sample chapters from several Microsoft Press books titles give you additional
information about Windows Server 2003 and introduce you to other resources that
are available from Microsoft Press
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A second CD-ROM contains a 180-day evaluation edition of Microsoft Windows Server
2003, Enterprise Edition.

Caution The 180-day Evaluation Edition provided with this training is not the full retail prod-
uct and is provided only for the purposes of training and evaluation. Microsoft Technical Sup-
port does not support this evaluation edition.

For additional support information regarding this book and the CD-ROM (including
answers to commonly asked questions about installation and use), visit the Microsoft
Press Technical Support Web site at bttp://www.microsoft.com/mspress/support/. You
can also email tkinput@microsoft.com or send a letter to Microsoft Press, Attention:
Microsoft Press Technical Support, One Microsoft Way, Redmond, WA 98052-6399.

Features of This Book

This book is divided into two parts. Use Part 1 to learn at your own pace and practice
what you've learned with practical exercises. Part 2 contains questions and answers
that you can use to test yourself on what you've learned.

Part 1: Learn at Your Own Pace

Each chapter of Part 1 identifies the exam objectives that are covered within the chap-
ter, provides an overview of why the topics matter by identifying how the information
applies in the real world, and lists any prerequisites that must be met to complete the
lessons presented in the chapter.

The chapters are divided into lessons. Lessons contain practices made up of one or
more hands-on exercises. These exerices give you an opportunity to use the skills
being presented or explore the part of the application being described. Each lesson
also has a set of review questions to test your knowledge of the material covered in
that lesson.

After the lessons, you are given an opportunity to apply what you've learned in a case
scenario exercise. In this exercise, you work through a multi-step solution for a realistic
case scenario. You are also given an opportunity to work through a troubleshooting lab
that explores difficulties you might encounter when applying what you've learned on
the job.

Each chapter ends with a short summary of key concepts and a short section listing key
topics and terms that you need to know before taking the exam, summarizing the key
learnings with a foucs on the exam.



Real World Real World Helpful Information

You will find sidebars like this one that contain related information you might
find helpful. “Real World” sidebars contain specific information gained through
the experience of IT professionals just like you.

Part 2: Prepare for the Exam

Part II helps to familiarize you with the types of questions that you will encounter on
the MCP exam. By reviewing the objectives and the sample questions, you can focus
on the specific skills that you need to improve before taking the exam.

See Also For a complete list of MCP exams and their related objectives, go to http://
www.microsoft.com/traincert/mcp.

Part II is organized by the exam’s objectives. Each chapter covers one of the primary
groups of objectives, called Objective Domains. Each chapter lists the tested skills you
need to master to answer the exam questions and includes a list of further readings to
help you improve your ability to perfom the tasks or skills specified by the objectives.

Within each Objective Domain, you will find the related objectives that are covered on
the exam. Each objective provides you with the several practice exam questions. The
answers are accompanied by explanations of each correct and incorrect answer.

Note These questions are are also available on the Supplemental CD-ROM as a practice
text.

Informational Notes

Several types of reader aids appear throughout the training Kkit.

m Tip contains methods of performing a task more quickly or in a not-so-obvious way.
m Important contains information that is essential to completing a task.
m Note contains supplemental information.

m Caution contains valuable information about possible loss of data; be sure to read
this information carefully.

m Warning contains critical information about possible physical injury; be sure to
read this information carefully.

m See Also contains references to other sources of information.



Planning contains hints and useful information that should help you plan the
implementation.

Security Alert highlights information you need to know to maximize security in
your work environment.

Exam Tip flags information you should know before taking the certification exam.

Off the Record contains practical advice about the real-world implications of
information presented in the lesson.

Notational Conventions

The following conventions are used throughout this book.

Characters or commands that you type appear in bold type.

Italic in syntax statements indicates placeholders for variable information. Italic is
also used for book titles.

Names of files and folders appear in Title caps, except when you are to type them
directly. Unless otherwise indicated, you can use all lowercase letters when you
type a file name in a dialog box or at a command prompt.

File name extensions appear in all lowercase.
Acronyms appear in all uppercase.

Monospace type represents code samples, examples of screen text, or entries
that you might type at a command prompt or in initialization files.

Square brackets [ ] are used in syntax statements to enclose optional items. For
example, [filenamel] in command syntax indicates that you can choose to type a
file name with the command. Type only the information within the brackets, not
the brackets themselves.

Braces { } are used in syntax statements to enclose required items. Type only the
information within the braces, not the braces themselves.

Keyboard Conventions

A plus sign (+) between two key names means that you must press those keys at
the same time. For example, “Press ALT+TAB” means that you hold down ALT
while you press TAB.

A comma (, ) between two or more key names means that you must press each
of the keys consecutively, not together. For example, “Press ALT, F, X” means that
you press and release each key in sequence. “Press ALT+W, L” means that you first
press ALT and W at the same time, and then release them and press L.



Getting Started

This training kit contains hands-on exercises to help you learn about Windows
Server 2003 Active Directory. Use this section to prepare your self-paced training
environment.

To complete some of these procedures, you must have two networked computers
or be connected to a larger network. Both computers must be running Windows
Server 2003.

@ Caution Several exercises may require you to make changes to your servers. This may
have undesirable results if you are connected to a larger network. If you are connected to a

larger network, check with your network administrator before attempting these exercises.

Hardware Requirements

Each computer must have the following minimum configuration. All hardware should be
on the Microsoft Windows Server 2003 Hardware Compatibility List, and should meet
the requirements listed at bttp.//www.microsoft.com/windowsserver2003/evaluation/
sysreqs/default. mspx.

m Minimum CPU: 32-bit 133 MHz processor for x86-based computers (733 MHz
is recommended), 733 MHz processor for Itanium-based computers
Minimum RAM: 128 MB RAM

Disk space for setup: 1.5 GB hard disk for x86-based computers, 2.0 GB hard disk
for Itanium-based computers

12X or faster CD-ROM drive

Monitor capable of 800 x 600 resolution (1024 x 768 recommended)

High-density disk drive

Microsoft Mouse or compatible pointing device

Software Requirements
The following software is required to complete the procedures in this training kit:

m A copy of the Windows Server 2003 installation CD-ROM (A 180-day evaluation
edition of Microsoft Windows Server 2003, Enterprise Edition is included with this
training kit.)
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Caution The 180-day Evaluation Edition provided with this training kit is not the full retail
product and is provided only for the purposes of training and evaluation. Microsoft Technical
Support does not support these evaluation editions. For additional support information
regarding this book and the CD-ROMs (including answers to commonly asked questions about
installation and use), visit the Microsoft Press Technical Support web site at http://
mspress.microsoft.com/mspress/support/. You can also e-mail tkinput@microsoft.com or send
a letter to Microsoft Press, Attn: Microsoft Press Technical Support, One Microsoft Way, Red-
mond, WA 98502-6399.

Setup Instructions

@

Set up your computers according to the manufacturer’s instructions. Then install
Windows Server 2003, Enterprise Edition according to the instructions provided
below.

Caution If your computers are part of a larger network, you must verify with your network
administrator that the computer names, domain name, and other information used in setting
up your computers as described in Chapter 2, “Installing and Configuring Active Directory,” do
not conflict with network operations. If they do conflict, ask your network administrator to pro-
vide alternative values and use those values throughout all of the exercise in this book.

Installing Windows Server 2003

To complete the exercises in this course, you should install Windows Server 2003 on
two networked computers. During installation, you can use the Windows Server 2003
Setup program to create a partition on your hard disks, on which you should install
Windows Server 2003 as a stand-alone server in a workgroup.

Note You can use an automated installation file, Winnt.sif, on the CD-ROM in order to
install your computers. You'll find a copy of the file in the Unattended folder in the Serverl
and Server2 subfolders. If you use these automated installation files, simply copy the appro-
priate Winnt.sif file onto a floppy disk. Start your computer from the CD-ROM drive. After the
system begins to start from CD-ROM, insert the floppy disk with the Winnt.sif file. The instal-
lation should proceed without your intervention. The only thing that you must do is type the
product key when prompted. Otherwise the installation of your server is automated. Install
Serverl before you install Server2. Otherwise, follow the manual installation method
described on the next page.



P  To install Windows Server 2003

1.

10.

11.

12.

13.

14.

15.

Insert the Microsoft Windows Server 2003, Enterprise Edition CD-ROM into the
CD-ROM drive.

. On the Welcome to Microsoft Windows Server 2003 screen, select Install Windows

Server 2003, Enterprise Edition.

On the Welcome to Windows Setup page on the Windows Setup dialog box, select
New Installation in the Installation Type list, and then click Next.

On the License Agreement page on the Windows Setup dialog box, read the
license agreement. To proceed, you must select I Accept This Agreement.
Click Next.

On the Your Product Key page, type the product key that appears on the sticker
attached to the installation CD-ROM case, and then press Next.

On the Setup Options page, select the appropriate setup options for your organi-
zation, and then click Next.

On the Upgrade To The Windows NTFS File System page, select the appropriate
file system for your setup, and then click Next.

On the Get Updated Setup Files, select No, Skip This Step and Continue Installing
Windows, and then click Next. The installation procedure copies setup files and
restarts your computer in text mode.

On the Setup Notification screen, press Enter.

On the Welcome to Setup screen, press Enter. Setup searches for previously-
installed versions of Windows.

A new screen appears if Setup finds previously installed versions of Windows.
Press ESC to continue.

On the next screen, select the partition on which you want to install Windows
Server 2003, Enterprise Edition, press Enter, and then press C to continue Setup
using the selected partition. Or, to create a new partition in unpartitioned space,
just press C. Then you can install Windows Server 2003, Enterprise Edition, in the
newly partitioned space. Specify the size of the partition (at least 2 GB is recom-
mended) and press Enter to continue. Be sure to format the partition as NTFS.

Setup examines your disks, copies additional files, and then restarts your
computer.

Setup installs Windows files and displays messages about the benefits of using
Windows Server 2003. On the Regional and Language Options page, select the
appropriate settings for your organization, and then click Next.

On the Personalize Your Software page, type your name in the Name box and
your organization name in the Organization box, and then press Next.



16.
17.

18.

19.

20.

21.

22.

23.

On the Licensing Modes page, click Next.

On the Computer Name And Administrator Password page, type SERVER1 in the
Computer Name box. (Type SERVER2 in the Computer Name box if you are
installing Windows Server 2003 Enterprise Edition on your second computer.)
Then type a password in the Administrator Password and Confirm Password
boxes. Click Next.

On the Modem Dialing Information page, enter the appropriate information about
your modem, and then click Next.

On the Date And Time Settings page, enter the appropriate information about the
date and time and your time zone, and then click Next.

Setup installs Windows files and displays messages about the benefits of using
Windows Server 2003. On the Networking Settings page, ensure that Typical Set-
tings is selected and then click Next.

On the Workgroup Or Computer Domain page, ensure that No, This Computer Is
Not On a Network Or Is On A Network Without A Domain is selected and that the
workgroup name is WORKGROUP, and then click Next.

Setup installs Windows files, displays messages about the benefits of using
Windows Server 2003, and then restarts your computer. The newly installed ver-
sion of Windows Server 2003, Enterprise Edition is now running.

Remove the Windows Server 2003 installation CD-ROM from the CD-ROM drive.

The Readiness Review Suite

The Supplemental CD-ROM includes a practice test of 300 sample exam questions and
an objective review with an additional 125 questions. Use these tools to reinforce your
learning and to identify any areas in which you need to gain more experience before
taking the exam

To install the practice test

1.

2.

Insert the Supplemental CD-ROM into your CD-ROM drive.

Note If AutoRun is disabled on your machine, refer to the Readme.txt file on the Supple-
mental CD-ROM.

Click Readiness Review Suite on the user interface menu and follow the prompts.

The eBooks

The Supplemental CD-ROM includes an electronic version of this training kit, as
well as eBooks for the Microsoft Encyclopedia of Networking, Second Edition, and
the Microsoft Encyclopedia of Security. The eBooks are in portable document format
(PDF) and must be viewed using Adobe Acrobat Reader.



»  To use the eBooks
1. Insert the Supplemental CD-ROM into your CD-ROM drive.

Note If AutoRun is disabled on your machine, refer to the Readme.txt file on the CD-ROM.

2. Click Training Kit eBook on the user interface menu and follow the prompts. You
also can review any of the other eBooks that are provided for your use.

™,
Note You must have the Supplemental CD-ROM inserted in your CD-ROM drive to run the
eBook.

The Microsoft Certified Professional Program

The Microsoft Certified Professional (MCP) program provides the best method to prove
your command of current Microsoft products and technologies. The exams and corre-
sponding certifications are developed to validate your mastery of critical competencies
as you design and develop, or implement and support, solutions with Microsoft prod-
ucts and technologies. Computer professionals who become Microsoft certified are rec-
ognized as experts and are sought after industry-wide. Certification brings a variety of
benefits to the individual and to employers and organizations.

See Also For a full list of MCP benefits, go to http:;//www.microsoft.com/traincert/start/
itpro.asp.

Certifications

The Microsoft Certified Professional program offers multiple certifications, based on
specific areas of technical expertise:

m  Microsoft Certified Professional (MCP). Demonstrated in-depth knowledge of at
least one Microsoft Windows operating system or architecturally significant plat-
form. An MCP is qualified to implement a Microsoft product or technology as part
of a business solution for an organization.

m  Microsoft Certified Solution Developer (MCSD). Professional developers qualified
to analyze, design, and develop enterprise business solutions with Microsoft
development tools and technologies including the Microsoft .NET Framework.

m  Microsoft Certified Application Developer (MCAD). Professional developers qual-
ified to develop, test, deploy, and maintain powerful applications using



Microsoft tools and technologies including Microsoft Visual Studio .NET and
XML Web services.

Microsoft Certified Systems Engineer (MCSE). Qualified to effectively analyze the
business requirements, and design and implement the infrastructure for business
solutions based on the Microsoft Windows and Microsoft Server 2003 operating
system.

Microsoft Certified Systems Administrator (MCSA). Individuals with the skills to

manage and troubleshoot existing network and system environments based on the
Microsoft Windows and Microsoft Server 2003 operating systems.

Microsoft Certified Database Administrator (MCDBA). Individuals who design,
implement, and administer Microsoft SQL Server databases.

Microsoft Certified Trainer (MCT). Instructionally and technically qualified to
deliver Microsoft Official Curriculum through a Microsoft Certified Technical Edu-
cation Center (CTEC).

Requirements for Becoming a Microsoft Certified Professional

The certification requirements differ for each certification and are specific to the prod-
ucts and job functions addressed by the certification.

To become a Microsoft Certified Professional, you must pass rigorous certification
exams that provide a valid and reliable measure of technical proficiency and expertise.
These exams are designed to test your expertise and ability to perform a role or task
with a product, and are developed with the input of professionals in the industry.
Questions in the exams reflect how Microsoft products are used in actual organizations,
giving them “real-world” relevance.

Microsoft Certified Product (MCPs) candidates are required to pass one current
Microsoft certification exam. Candidates can pass additional Microsoft certification
exams to further qualify their skills with other Microsoft products, development
tools, or desktop applications.

Microsoft Certified Solution Developers (MCSDs) are required to pass three core
exams and one elective exam. (MCSD for Microsoft .NET candidates are required
to pass four core exams and one elective.)

Microsoft Certified Application Developers (MCADs) are required to pass two core
exams and one elective exam in an area of specialization.

Microsoft Certified Systems Engineers (MCSEs) are required to pass five core
exams and two elective exams.



m  Microsoft Certified Systems Administrators (MCSAs) are required to pass three core
exams and one elective exam that provide a valid and reliable measure of techni-
cal proficiency and expertise.

m  Microsoft Certified Database Administrators (MCDBAs) are required to pass three
core exams and one elective exam that provide a valid and reliable measure of
technical proficiency and expertise.

m  Microsoft Certified Trainers (MCTs) are required to meet instructional and techni-
cal requirements specific to each Microsoft Official Curriculum course they are
certified to deliver. The MCT program requires on-going training to meet the
requirements for the annual renewal of certification. For more information about
becoming a Microsoft Certified Trainer, visit bttp.//www.microsoft.com/traincert/
mcp/mct/ or contact a regional service center near you.

Technical Support

Every effort has been made to ensure the accuracy of this book and the contents of the
companion disc. If you have comments, questions, or ideas regarding this book or the
companion disc, please send them to Microsoft Press using either of the following

methods:
E-mail: tkinput@microsoft.com
Postal Mail: Microsoft Press

Attn: MCSE Self-Paced Training Kit (Exam 70-294):
Planning and Maintaining a Microsoft Windows
Server 2003 Active Directory Infrastructure, Editor

One Microsoft Way

Redmond, WA 98052-6399

For additional support information regarding this book and the CD-ROM (including
answers to commonly asked questions about installation and use), visit the Microsoft
Press Technical Support Web site at bitp://www.microsoft.com/mspress/support/. To
connect directly to the Microsoft Press Knowledge Base and enter a query, visit bttp://
www.microsoft.com/mspress/support/search.asp. For support information regarding
Microsoft software, please connect to http://support.microsoft.cony.



Evaluation Edition Software Support

@

The 180-day Evaluation Edition provided with this training is not the full retail product
and is provided only for the purposes of training and evaluation. Microsoft and
Microsoft Technical Support do not support this evaluation edition.

Caution The Evaluation Edition of Microsoft Windows Server 2003, Enterprise Edition,
included with this book should not be used on a primary work computer. The evaluation edi-
tion is unsupported. For online support information relating to the full version of Microsoft
Windows Server 2003, Enterprise Edition, that might also apply to the Evaluation Edition, you
can connect to http://support.microsoft.com.

Information about any issues relating to the use of this evaluation edition with this
training kit is posted to the Support section of the Microsoft Press Web site (hitp://
www.microsoft.com/mspress/support/). For information about ordering the full version
of any Microsoft software, please call Microsoft Sales at (800) 426-9400 or visit bitp.//
www.microsoft.com.



Part 1

Learn at Your Own Pace







1 Introduction to Active
Directory

Active Directory directory service provides a single point of network resource manage-
ment, allowing you to add, remove, and relocate users and resources easily. This chap-
ter introduces you to Active Directory concepts and administration tasks and walks you
through the steps involved in planning an Active Directory infrastructure.

Note In this book, the use of “Windows Server 2003 family” and “Windows Server 2003”
refers to the family of four products: Microsoft Windows Server 2003, Standard Edition;
Microsoft Windows Server 2003, Enterprise Edition; Microsoft Windows Server 2003, Data-
center Edition; and Microsoft Windows Server 2003, Web Edition. However, Windows Server
2003, Web Edition only partially supports the use of Active Directory. Windows Server 2003,
Web Edition can participate as a member server in an Active Directory—enabled network but

cannot be used as an Active Directory domain controller.

Why This Chapter Matters

This chapter introduces you to Active Directory. As you read through the lessons
in this chapter, keep in mind that the concepts introduced here are examined in
greater detail in later chapters as you learn how to implement and administer
Windows Server 2003 Active Directory.

Lessons in this Chapter:
m Lesson 1: Active Directory Overview . . ... ... ... ... . .. ... 1-4

m Lesson 2: Understanding Active Directory Concepts and
Administration Tasks . . . ... ... 1-21

m Lesson 3: Planning the Active Directory Infrastructure Design. . . ........ 1-36

Before You Begin

To complete this chapter, you must be familiar with basic administration concepts used
in Microsoft Windows NT or Microsoft Windows 2000.



14

Chapter 1 Introduction to Active Directory

Lesson 1: Active Directory Overview

Active Directory provides a method for designing a directory structure that meets the
needs of your organization. This lesson introduces the concept of a directory service,
the use of objects in Active Directory, and the function of each of the Active Directory
components.

After this lesson, you will be able to

m Explain the function of a directory service

m Explain the purpose of Active Directory

m Explain the purpose of the schema in Active Directory

m |dentify the components of Active Directory

m Describe the function of Active Directory components

m Explain the purpose of the global catalog in Active Directory
Estimated lesson time: 30 minutes

Understanding Directory Services

A directory is a stored collection of information about objects that are related to one
another in some way. For example, an e-mail address book stores names of users or
entities and their corresponding e-mail addresses. The e-mail address book listing
might also contain a street address or other information about the user or entity.

In a distributed computing system or a public computer network such as the Internet,
there are many objects stored in a directory, such as file servers, printers, fax servers,
applications, databases, and users. Users must be able to locate and use these objects.
Administrators must be able to manage how these objects are used. A directory service
stores all the information needed to use and manage these objects in a centralized loca-
tion, simplifying the process of locating and managing these resources. A directory ser-
vice differs from a directory in that it is both the source of the information and the
mechanism that makes the information available to the users.

A directory service acts as the main switchboard of the network operating system. It is
the central authority that manages the identities and brokers the relationships between
distributed resources, enabling them to work together. Because a directory service sup-
plies these fundamental operating system functions, it must be tightly coupled with the
management and security mechanisms of the operating system to ensure the integrity
and privacy of the network. It also plays a critical role in an organization’s ability to
define and maintain the network infrastructure, perform system administration, and
control the overall user experience of a company’s information systems.
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Why Have a Directory Service?

A directory service provides the means to organize and simplify access to resources of
a networked computer system. Users and administrators might not know the exact
name of the objects they need. However, they might know one or more characteristics
of the objects in question. As illustrated in Figure 1-1, they can use a directory service
to query the directory for a list of objects that match known characteristics. For exam-
ple, “Find all color printers on the third floor” queries the directory for all color printer
objects that are associated with the third floor characteristic (or maybe a location char-
acteristic that has been set to “third floor”). A directory service makes it possible to find
an object based on one or more of its characteristics.

User

Server 1 **
—

2 Directory
’ server
Name: Server 1
0S: Windows 2000
Type: File server
Location: 1st floor
Name: Server 2
0OS: Novell NetWare 4.0
Type: File server

Printer 1

< Location: 2nd floor
Server 2 Printer
Name: Printer 1
Type HP-4Si
Color: No
Duplex: Yes

Location: 3rd floor

Figure 1-1 Using a directory service

A directory service is both an administration tool and an end user tool. As a network
becomes larger, more objects must be managed and the directory service becomes a
necessity.

The Windows Server 2003 Directory Service

Active Directory is the directory service included in the Windows Server 2003 family.
Active Directory includes the directory, which stores information about network
resources, as well as all the services that make the information available and useful.
Active Directory is also the directory service included in Windows 2000.
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Active Directory Services Features

Active Directory in the Windows Server 2003 family is a significant enhancement over
the flat domain model provided in Windows NT. Active Directory is integrated within
the Windows Server 2003 family and offers the following features:

m Centralized data store All data in Active Directory resides in a single, distrib-
uted data repository, allowing users easy access to the information from any loca-
tion. A single distributed data store requires less administration and duplication
and improves the availability and organization of data.

m Scalability Active Directory enables you to scale the directory to meet business
and network requirements through the configuration of domains and trees and the
placement of domain controllers. Active Directory allows millions of objects per
domain and uses indexing technology and advanced replication techniques to
speed performance.

m Extensibility The structure of the Active Directory database (the schema) can
be expanded to allow customized types of information.

m Manageability In contrast to the flat domain model used in Windows NT, Active
Directory is based on hierarchical organizational structures. These organizational
structures make it easier for you to control administrative privileges and other
security settings, and to make it easier for your users to locate network resources
such as files and printers.

m Integration with the Domain Name System (DNS) Active Directory uses
DNS, an Internet standard service that translates easily readable host names to
numeric Internet Protocol (IP) addresses. Although separate and implemented dif-
ferently for different purposes, Active Directory and DNS have the same hierarchi-
cal structure. Active Directory clients use DNS to locate domain controllers. When
using the Windows Server 2003 DNS service, primary DNS zones can be stored in
Active Directory, enabling replication to other Active Directory domain controllers.

= Client configuration management Active Directory provides new technolo-
gies for managing client configuration issues, such as user mobility and hard disk
failures, with a minimum of administration and user downtime.

m Policy-based administration In Active Directory, policies are used to define
the permitted actions and settings for users and computers across a given site,
domain, or organizational unit. Policy-based management simplifies tasks such
as operating system updates, application installation, user profiles, and desktop-
system lock down.

m Replication of information Active Directory provides multimaster replication
technology to ensure information availability, fault tolerance, load balancing, and
other performance benefits. Multimaster replication enables you to update the
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directory at any domain controller and replicates directory changes to any other
domain controller. Because multiple domain controllers are employed, replication
continues, even if any single domain controller stops working.

Flexible, secure authentication and authorization Active Directory authen-
tication and authorization services provide protection for data while minimizing
barriers to doing business over the Internet. Active Directory supports multiple
authentication protocols, such as the Kerberos version 5 protocol, Secure Sockets
Layer (SSL) version 3, and Transport Layer Security (TLS) using X.509 version 3
certificates. In addition, Active Directory provides security groups that span
domains.

Security integration Active Directory is integrated with Windows Server 2003
security. Access control can be defined for each object in the directory and on
each property of each object. Security policies can be applied locally, or to a spec-
ified site, domain, or organizational unit.

Directory-enabled applications and infrastructure Features within Active
Directory make it easier for you to configure and manage applications and other
directory-enabled network components. In addition, Active Directory provides a
powerful development environment through Active Directory Service Interfaces
(ADSD).

Interoperability with other directory services Active Directory is based on
standard directory access protocols, including Lightweight Directory Access Proto-
col (LDAP) version 3, and the Name Service Provider Interface (NSPI), and can
interoperate with other directory services employing these protocols. Because the
LDAP directory access protocol is an industry-standard directory service protocol,
programs can be developed using LDAP to share Active Directory information
with other directory services that also support LDAP. The NSPI protocol, which is
used by Microsoft Exchange Server 4 and 5.x clients, is supported by Active Direc-
tory to provide compatibility with the Exchange directory.

Signed and encrypted LDAP traffic By default, Active Directory tools in Win-
dows Server 2003 sign and encrypt all LDAP traffic by default. Signing LDAP traffic
guarantees that the packaged data comes from a known source and that it has not
been tampered with.

See Also For those readers already familiar with the features of Active Directory for
Windows 2000, a detailed listing of the new Active Directory features available in the Windows
Server 2003 family is located in Appendix A, “New Active Directory Features in the
Windows Server 2003 Family.”
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Active Directory Objects

The data stored in Active Directory, such as information about users, printers, servers,
databases, groups, computers, and security policies, is organized into objects. An object
is a distinct named set of attributes that represents a network resource. Object attributes
are characteristics of objects in the directory. For example, the attributes of a user
account object might include the user’s first name, last name, and logon name, while
the attributes of a computer account object might include the computer name and
description (see Figure 1-2).

Objects Active Directory
R —
ﬂ Attributes CUERCEE

Compl
/ Computer name P

Description

(=
(e}

Computers - Comp2
= v

Attribute

' Attributes value
. Jane Doe
* * First name — *

Last name
John Doe
Logon name .' """ '

Figure 1-2 Active Directory objects and attributes

Users

Some objects, known as containers, can contain other objects. For example, a domain
is a container object that can contain objects such as user and computer accounts. In
Figure 1-2, the Users folder is a container that contains user account objects.

Active Directory Schema

The Active Directory schema defines objects that can be stored in Active Directory. The
schema is a list of definitions that determines the kinds of objects and the types of
information about those objects that can be stored in Active Directory. Because the
schema definitions themselves are stored as objects, they can be administered in the
same manner as the rest of the objects in Active Directory.

The schema is defined by two types of objects: schema class objects (also referred to
as schema classes) and schema attribute objects (also referred to as schema attributes).
As shown in Figure 1-3, class objects and attribute objects are defined in separate lists
within the schema. Schema class objects and attribute objects are collectively referred
to as schema objects or metadata.
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Partial list of Partial list of
schema class objects schema attribute objects
N J AN J

Y v
) Computer
class object definition .
—_ accountExpires
M Description accountNameHistory
Common name aCSAggregateTokenRatePerUser
Computer X.500 0ID
Class type
Category
categorylD catalogs
Group attribute object definition | «— | categories
categorylD
Description gory
Common name
X.500 OID
User Syntax range limits

Figure 1-3 Schema class objects and attribute objects

Schema class objects describe the possible Active Directory objects that can be created.
A schema class functions as a template for creating new Active Directory objects. Each
schema class is a collection of schema attribute objects. When you create a schema
class, the schema attributes store the information that describes the object. The User
class, for example, is composed of many schema attributes, including Network Address
and Home Directory. Every object in Active Directory is an instance of a schema class
object.

Schema attribute objects define the schema class objects with which they are associ-
ated. Each schema attribute is defined only once and can be used in multiple schema
classes. For example, the Description attribute is used in many schema classes, but is
defined only once in the schema, which ensures consistency.

A set of basic schema classes and attributes is shipped with Active Directory. Experi-
enced developers and network administrators can dynamically extend the schema by
defining new classes and attributes for existing classes. For example, if you need to
provide information about users that is not currently defined in the schema, you must
extend the schema for the User class. However, extending the schema is an advanced
operation that could have serious consequences. Because schema cannot be deleted,
but only deactivated, and a schema is automatically replicated, you must plan and pre-
pare carefully before extending the schema.
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Active Directory Components

Various Active Directory components are used to build a directory structure that meets
the needs of your organization. The following Active Directory components represent
logical structures in an organization: domains, organizational units (OUs), trees, and
forests. The following Active Directory components represent physical structures in an
organization: sites (physical subnets) and domain controllers. Active Directory com-
pletely separates the logical structure from the physical structure.

Logical Structures

In Active Directory, you organize resources in a logical structure—a structure that mir-
rors organizational models—using domains, OUs, trees, and forests. Grouping
resources logically allows you to easily find a resource by its name rather than by
remembering its physical location. Because you group resources logically, Active
Directory makes the network’s physical structure transparent to users. Figure 1-4 illus-
trates the relationship of the Active Directory domains, OUs, trees, and forests.

Forest
(
Domain Domain
L )
v
Tree

Figure 1-4 The relationship of Active Directory domains, OUs, trees, and forests

Domains The core unit of logical structure in Active Directory is the domain, which
can store millions of objects. Objects stored in a domain are those considered vital to
the network. These vital objects are items the members of the networked community
need in order to do their jobs: printers, documents, e-mail addresses, databases, users,
distributed components, and other resources. All network objects exist within a
domain, and each domain stores information only about the objects it contains. Active
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Directory is made up of one or more domains. A domain can span more than one
physical location. Domains share the following characteristics:

m  All network objects exist within a domain, and each domain stores information
only about the objects that it contains.

m A domain is a security boundary. Access to domain objects is governed by access
control lists (ACLs), which contain the permissions associated with the objects.
Such permissions control which users can gain access to an object and what type
of access they can gain. In the Windows Server 2003 family, objects include files,
folders, shares, printers, and other Active Directory objects. None of the security
policies and settings—such as administrative rights, security policies, and ACLs—
can cross from one domain to another. You, as the domain administrator, have
absolute rights to set policies only within your domain.

The domain functional level (known as domain mode in Windows 2000) provides a
way to enable domain-wide Active Directory features within your network environ-
ment. Four domain functional levels are available: Windows 2000 mixed (default),
Windows 2000 native, Windows Server 2003 interim, and Windows Server 2003. The
Windows 2000 mixed functional level allows a Windows Server 2003 domain control-
ler to interact with domain controllers in the same domain running Windows NT 4,
Windows 2000, or the Windows Server 2003 family. The Windows 2000 native func-
tional level allows a Windows Server 2003 domain controller to interact with
domain controllers in the domain running Windows 2000 or Windows Server 2003.
The Windows Server 2003 interim functional level allows a Windows Server 2003 domain
controller to interact with domain controllers in the domain running Windows NT 4 or
Windows Server 2003. The Windows Server 2003 functional level allows a Windows
Server 2003 domain controller to interact only with domain controllers in the domain
running Windows Server 2003. You can raise the functional level of a domain only if the
domain controllers in the domain are running the appropriate version of Windows. See
Chapter 3, “Administering Active Directory,” for details about raising domain functional
levels.

As an administrator, you must create a domain structure to reflect your company’s orga-
nization. See Lesson 3, “Planning the Active Directory Infrastructure Design,” to learn
the basics of domain design. See Chapter 4, “Installing and Managing Domains, Trees,
and Forests,” for details about creating domains.

OUs An OU is a container used to organize objects within a domain into a logical
administrative group. OUs provide a means for handling administrative tasks, such as
the administration of users and resources, as they are the smallest scope to which you
can delegate administrative authority. An OU can contain objects such as user
accounts, groups, computers, printers, applications, file shares, and other OUs from the
same domain. The OU hierarchy within a domain is independent of the OU hierarchy



112

Chapter 1 Introduction to Active Directory

structure of other domains—each domain can implement its own OU hierarchy. By
adding OUs to other OUs, or nesting, you can provide administrative control in a hier-
archical fashion.

As an administrator, you must create an OU structure to reflect your company’s orga-
nization. See Lesson 3, “Planning the Active Directory Infrastructure Design,” to learn
the basics of OU design. See Chapter 6, “Implementing an OU Structure,” to learn
about implementing an OU structure.

In Figure 1-5, the microsoft.com domain mirrors the organization of a shipping com-
pany and contains three OUs: US, Orders, and Disp, where Orders and Disp are nested
within the US OU. In the summer months the number of shipping orders taken
increases, and management has requested the addition of a subadministrator for the
Orders department. The subadministrator must have permission only to create user
accounts and provide users with access to Orders department files and shared printers.
Rather than creating another domain, the request can be met by assigning the subad-
ministrator the appropriate permissions within the Orders OU.

Orders OU microsoft.com

Printers

Figure 1-5 Using an OU to handle administrative tasks

If the subadministrator is later required to create user accounts in the US, Orders, and
Disp OUs, you could grant the administrator the appropriate permissions separately
within each OU. However, because the Orders and Disp OUs are nested in the US OU,
a more efficient method is to assign permissions once in the US OU, and allow them
to be inherited by the Orders and Disp OUs. By default, all child objects (the Orders
and Disp OUs) within Active Directory inherit permissions from their parents (the US
OU). Granting permissions at a higher level and using inheritance capabilities can
reduce administrative tasks.

Trees A tree is a grouping or hierarchical arrangement of one or more Windows
Server 2003 domains that you create by adding one or more child domains to an exist-
ing parent domain. Domains in a tree share a contiguous namespace and a hierarchical
naming structure. Namespaces are covered in detail in the next lesson. Following DNS
standards, the domain name of a child domain is the relative name of that child
domain appended with the name of the parent domain. In Figure 1-6, microsoft.com
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is the parent domain and us.microsoft.com and uk.microsoft.com are its child domains.
The child domain of uk.microsoft.com is sis.uk.microsoft.com. By creating a hierarchy
of domains in a tree, you can retain security and allow for administration within an OU
or within a single domain of a tree. The tree structure easily accommodates organiza-
tional changes.

microsoft.com

uk.microsoft.com us.microsoft.com

sls.uk.microsoft.com

Figure 1-6 A domain tree

As an administrator, you must create a tree structure to reflect your company’s organi-
zation. See Lesson 3, “Planning the Active Directory Infrastructure Design,” to learn the
basics of tree design. See Chapter 4, “Installing and Managing Domains, Trees, and For-
ests,” for details about creating trees.

Forests A forest is a grouping or hierarchical arrangement of one or more sepa-
rate, completely independent domain trees. As such, forests have the following
characteristics:

m All domains in a forest share a common schema.

m All domains in a forest share a common global catalog.

m All domains in a forest are linked by implicit two-way transitive trusts.

m Trees in a forest have different naming structures, according to their domains.

m Domains in a forest operate independently, but the forest enables communication
across the entire organization.

In Figure 1-7, the microsoft.com and msn.com trees form a forest. The namespace is
contiguous only within each tree.
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microsoft.com msn.com
uk.microsoft.com us.microsoft.com us.msn.com
uk.msn.com
sls.uk.microsoft.com sls.uk.msn.com

Figure 1-7 A forest of trees

The forest functional level provides a way to enable forest-wide Active Directory fea-
tures within your network environment. Three forest functional levels are available:
Windows 2000 (default), Windows Server 2003 interim, and Windows Server 2003. The
Windows 2000 functional level allows a Windows Server 2003 domain controller to
interact with domain controllers in the domain running Windows NT 4,
Windows 2000, or Windows Server 2003. The Windows Server 2003 interim functional
level allows a Windows Server 2003 domain controller to interact with domain control-
lers in the domain running Windows NT 4 or Windows Server 2003. The Windows
Server 2003 functional level allows a Windows Server 2003 domain controller to inter-
act only with domain controllers in the domain running Windows Server 2003. You can
raise the functional level of a forest only if the domain controllers in the forest are run-
ning the appropriate version of Windows. See Chapter 3, “Administering Active
Directory,” for details about raising forest functional levels.

As an administrator, you must create a forest structure to reflect your company’s orga-
nization. See Lesson 3, “Planning the Active Directory Infrastructure Design,” to learn
the basics of forest design. See Chapter 4, “Installing and Managing Domains, Trees,
and Forests,” for details about creating forests.

Physical Structures

The physical components of Active Directory are sites and domain controllers. As an
administrator, you use these components to develop a directory structure that mirrors
the physical structure of your organization.

Sites A site is a combination of one or more IP subnets connected by a highly reliable
and fast link to localize as much network traffic as possible. Typically, a site has the
same boundaries as a local area network (LAN). When you group subnets on your net-
work, you should combine only subnets that have fast, cheap, and reliable network
connections with one another. “Fast” network connections are at least 512 kilobits per
second (Kbps). An available bandwidth (the average amount of bandwidth that is
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available for use after normal network traffic is handled) of 128 Kbps and higher is suf-
ficient for a site.

With Active Directory, sites are not part of the namespace. When you browse the log-
ical namespace, you see computers and users grouped into domains and OUs, not
sites. Sites contain only computer objects and connection objects used to configure
replication between sites. As shown in Figure 1-8, a single domain can span one or
more geographical sites, and a single site can include user accounts and computers
belonging to multiple domains.

A single domain with a single site

A single domain with multiple sites

Multiple domains with a single site

O O
OO0 OO
OO\ /OO

Figure 1-8 The relationship of site and domain structures

As an administrator, you must create a site structure to reflect your company’s organi-
zation. See Lesson 3, “Planning the Active Directory Infrastructure Design,” to learn the
basics of site design. See Chapter 5, “Configuring Sites and Managing Replication,” for
details about configuring sites.
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Domain Controllers A domain controller is a computer running Windows Server 2003
that stores a replica of the domain directory (local domain database). Because a
domain can contain one or more domain controllers, each domain controller in a
domain has a complete replica of the domain’s portion of the directory. A domain con-
troller can service only one domain. A domain controller also authenticates user logon
attempts and maintains the security policy for a domain.

The following list describes the functions of domain controllers:

Each domain controller stores a complete copy of all Active Directory information
for that domain, manages changes to that information, and replicates those
changes to other domain controllers in the same domain.

Domain controllers in a domain automatically replicate directory information for
all objects in the domain to each other. When you perform an action that causes
an update to Active Directory, you are actually making the change at one of the
domain controllers. That domain controller then replicates the change to all other
domain controllers within the domain. You can control replication of traffic
between domain controllers in the network by specifying how often replication
occurs and the amount of data that each domain controller replicates at one time.

Domain controllers immediately replicate certain important updates, such as the
disabling of a user account.

Active Directory uses multimaster replication, in which no one domain controller
is the master domain controller. Instead, all domain controllers within a domain
are peers, and each domain controller contains a copy of the directory database
that can be written to. Domain controllers can hold different information for short
periods of time until all domain controllers have synchronized changes to Active
Directory.

Although Active Directory supports multimaster replication, some changes are
impractical to perform in multimaster fashion. One or more domain controllers
can be assigned to perform single-master replication (operations not permitted to
occur at different places in a network at the same time). Operations master roles
are special roles assigned to one or more domain controllers in a domain to per-
form single-master replication.

Domain controllers detect collisions, which can occur when an attribute is modi-
fied on a domain controller before a change to the same attribute on another
domain controller is completely propagated. Collisions are detected by comparing
each attribute’s property version number, a number specific to an attribute that is
initialized upon creation of the attribute. Active Directory resolves the collision by
replicating the changed attribute with the higher property version number.
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m Having more than one domain controller in a domain provides fault tolerance. If
one domain controller is offline, another domain controller can provide all
required functions, such as recording changes to Active Directory.

= Domain controllers manage all aspects of users’ domain interaction, such as locat-
ing Active Directory objects and validating user logon attempts.

As an administrator, you must place domain controllers in sites to reflect your organi-
zation’s physical structure and optimize replication and authentication. See Lesson 3,
“Planning the Active Directory Infrastructure Design,” to learn the basics of domain
controller placement. See Chapter 2, “Installing and Configuring Active Directory,” for
details about creating domain controllers.

Catalog Services—The Global Catalog

Active Directory allows users and administrators to find objects such as files, printers,
or users in their own domain. However, finding objects outside of the domain and
across the enterprise requires a mechanism that allows the domains to act as one
entity. A catalog service contains selected information about every object in all
domains in the directory, which is useful in performing searches across an enterprise.
The global catalog is the catalog service provided by Active Directory.

The global catalog is the central repository of information about objects in a tree or for-
est. By default, a global catalog is created automatically on the initial domain controller
in the first domain in the forest. A domain controller that holds a copy of the global cat-
alog is called a global catalog server. You can designate any domain controller in the
forest as a global catalog server. Active Directory uses multimaster replication to repli-
cate the global catalog information between global catalog servers in other domains. It
stores a full replica of all object attributes in the directory for its host domain and a par-
tial replica of all object attributes contained in the directory for every domain in the for-
est. The partial replica stores attributes most frequently used in search operations (such
as a user’s first and last names, logon name, and so on). Attributes are marked or
unmarked for replication in the global catalog when they are defined in the Active
Directory schema. Object attributes replicated to the global catalog inherit the same
permissions as in source domains, ensuring that data in the global catalog is secure.

Global Catalog Functions
The global catalog performs the following two key functions:

m It enables a user to log on to a network by providing universal group membership
information to a domain controller when a logon process is initiated.

m It enables finding directory information regardless of which domain in the forest
actually contains the data.
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When a user logs on to the network, the global catalog provides universal group mem-
bership information for the account to the domain controller processing the user logon
information. If there is only one domain controller in a domain, the domain controller
holds the global catalog server. If there are multiple domain controllers in the network,
one domain controller is configured to hold the global catalog. If a global catalog is not
available when a user initiates a network logon process, the user is able to log on only
to the local computer unless the site has been specifically configured to cache univer-
sal group membership lookups when processing user logon attempts.

Tip If a user is a member of the Domain Admins group, he or she is able to log on to the
network even when the global catalog is not available.

The global catalog is designed to respond to user and programmatic queries about
objects anywhere in the domain tree or forest with maximum speed and minimum net-
work traffic. Because a single global catalog contains information about all objects in
all domains in the forest, a query about an object that is not contained in the local
domain can be resolved by a global catalog server in the domain in which the query is
initiated. Thus, finding information in the directory does not produce unnecessary
query traffic across domain boundaries.

The Query Process

A query is a specific request made by a user to the global catalog in order to retrieve,
modify, or delete Active Directory data. The following steps, illustrated in Figure 1-9,
describe the query process:

1. The client queries its DNS server for the location of the global catalog server.

2. The DNS server searches for the global catalog server location and returns the IP
address of the domain controller designated as the global catalog server.

3. The client queries the IP address of the domain controller designated as the global
catalog server. The query is sent to port 3268 on the domain controller; standard
Active Directory queries are sent to port 389.

4. The global catalog server processes the query. If the global catalog contains the
attribute of the object being searched for, the global catalog server provides a
response to the client. If the global catalog does not contain the attribute of the
object being searched for, the query is referred to Active Directory.

You can configure any domain controller or designate additional domain controllers as
global catalog servers. When considering which domain controllers to designate as glo-
bal catalog servers, base your decision on the ability of your network structure to han-
dle replication and query traffic.
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As an administrator, you must place global catalog servers in sites to provide quick
responses to user inquiries, as well as redundancy. See Lesson 3, “Planning the Active
Directory Infrastructure Design,” to learn the basics of designing global catalog server
placement. See Chapter 5, “Configuring Sites and Managing Replication,” for details
about configuring global catalog servers.

Domain A Domain B

Client

DC3

DC1

1 2
4 DC2
DC3
catalog \_/o
server DC2 N——
Global / Global
catalog Multimaster replication catalog

server

Global
catalog

Figure 1-9 The query process

Lesson Review

The following questions are intended to reinforce key information presented in this
lesson. If you are unable to answer a question, review the lesson and then try the ques-
tion again. Answers to the questions can be found in the “Questions and Answers”
section at the end of this chapter.

1. How is a directory service different from a directory?

2. How is Active Directory scalable?
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3. What is multimaster replication?

Name the Active Directory components used to represent an organization’s logical
structure.

Name the physical components of Active Directory.

What is the function of the global catalog?

Lesson Summary

A directory service stores all the information needed to use and manage system
objects in a centralized location, simplifying the process of locating and managing
these resources.

Data stored in Active Directory is organized into objects, which have attributes.
The Active Directory schema defines objects that can be stored in Active Directory.
Schema classes and attributes define the Active Directory schema.

The logical structures in an organization are represented by the following Active
Directory components: domains, OUs, trees, and forests.

The physical components of Active Directory are sites and domain controllers.

The global catalog is the central repository of information about objects in a tree
or forest.
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Lesson 2: Understanding Active Directory Concepts
and Administration Tasks

In the Windows Server 2003 family and Active Directory, there are several new con-
cepts and some changes to the concepts used in Windows NT. These concepts include
replication, trust relationships, change and configuration management, group policies,
DNS, and object naming. It is important that you understand the meaning of these con-
cepts as they apply to Active Directory. In addition, you should also familiarize yourself
with the Active Directory administration tasks, which correspond to the chapters in this
training Kit.

After this lesson, you will be able to
m Explain Active Directory replication
m Explain the security relationships between domains in a tree (trusts)
m Explain the components of change and configuration management
m Explain the purpose and function of Group Policy
m Describe how DNS is used by Active Directory
m Describe how objects are named in Active Directory
m Describe the tasks required for Active Directory administration

Estimated lesson time: 20 minutes

Replication

Users and services should be able to access directory information at any time from any
computer in the domain tree or forest. Replication ensures that changes to a domain
controller are reflected in all domain controllers within a domain. Directory informa-
tion is replicated to domain controllers both within and among sites.

What Information Is Replicated

The information stored in the directory (in the Ntds.dit file) is logically partitioned into
four categories. Each of these information categories is referred to as a directory parti-
tion. A directory partition is also referred to as a naming context. These directory par-
titions are the units of replication. The directory contains the following partitions:

m Schema partition This partition defines the objects that can be created in the
directory and the attributes those objects can have. This data is common to all
domains in a forest and is replicated to all domain controllers in a forest.

m Configuration partition This partition describes the logical structure of the
deployment, including data such as domain structure or replication topology. This
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data is common to all domains in a forest and is replicated to all domain control-
lers in a forest.

Domain partition This partition describes all of the objects in a domain. This
data is domain-specific and is not replicated to any other domains. However, the
data is replicated to every domain controller in that domain.

m Application Directory partition This partition stores dynamic application-

specific data in Active Directory without significantly affecting network perfor-
mance by enabling you to control the scope of replication and the placement of
replicas. The application directory partition can contain any type of object except
security principals (users, groups, and computers). Data can be explicitly rerouted
to administrator-specified domain controllers within a forest in order to prevent
unnecessary replication traffic, or it can be set to replicate everything to all domain
controllers in the same fashion as the schema, configuration, and domain partitions.

A domain controller stores and replicates:

The schema partition data for a forest.

The configuration partition data for all domains in a forest.

The domain partition data (all directory objects and properties) for its domain.
This data is replicated to additional domain controllers in the domain. For the pur-

pose of finding information, a partial replica containing commonly used attributes
of all objects in the domain is replicated to the global catalog.

A global catalog stores and replicates:

The schema partition data for a forest
The configuration partition data for all domains in a forest

A partial replica containing commonly used attributes for all directory objects in
the forest (replicated between global catalog servers only)

A full replica containing all attributes for all directory objects in the domain in
which the global catalog is located

Caution Extensions to schema in a global catalog should be approached carefully. Schema
extensions can have disastrous effects on large networks because the extensions cannot be
deleted (only disabled) and because of the large amount of network traffic generated as the
extensions are synchronized throughout the forest.
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How Information Is Replicated

Active Directory replicates information in two ways: intrasite (within a site) and inter-
site (between sites). The need for up-to-date directory information is balanced with the
limitations imposed by available network bandwidth.

Intrasite Replication Within a site, a Windows Server 2003 service known as the
knowledge consistency checker (KCC) automatically generates a topology for replica-
tion among domain controllers in the same domain using a ring structure. The KCC is
a built-in process that runs on all domain controllers. The topology defines the path for
directory updates to flow from one domain controller to another until all domain con-
trollers in the site receive the directory updates. The KCC determines which servers are
best suited to replicate with each other, and designates certain domain controllers as
replication partners on the basis of connectivity, history of successful replication, and
the matching of full and partial replicas. Domain controllers can have more than one
replication partner. The KCC then builds connection objects that represent replication
connections between the replication partners.

The ring structure ensures that there are at least two replication paths from one domain
controller to another; if one domain controller is down temporarily, replication still
continues to all other domain controllers, as shown in Figure 1-10.

Replication topology links
DC1
Failure on domain
controller 3

DC4 DC2

7/
7/
7
s
-

- -7 Replication ring
is broken

\
N\
N

~
~

Replication ring  ~ ~~
is broken

DC3
Figure 1-10 Intrasite replication topology
The KCC analyzes the replication topology within a site every 15 minutes to ensure that

it still works. If you add or remove a domain controller from the network or a site, the
KCC reconfigures the topology to reflect the change.
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When more than seven domain controllers are added to a site, the KCC creates addi-
tional connection objects across the ring structure so that if a change occurs at any one
domain controller, replication partners are available to ensure that no domain control-
ler is more than three replication hops from another domain controller, as shown in
Figure 1-11. These optimizing connections are created at random and are not necessar-
ily created on every domain controller.
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Figure 1-11 A maximum of three replication hops between domain controllers, due to the addition
of connection objects by the KCC

Intersite Replication To ensure replication between sites, you must connect them
manually by creating site links. Site links represent network connections and allow rep-
lication to occur. A single KCC per site generates all connections between sites. Active
Directory uses the network connection information to generate connection objects that
provide efficient replication and fault tolerance, as shown in Figure 1-12.

You provide information about the replication transport used, cost of a site link, times
when the link is available for use, and how often the link should be used. Active Direc-
tory uses this information to determine which site link is used to replicate information.
Customizing replication schedules so replication occurs during specific times, such as
when network traffic is light, makes replication more efficient.

As an administrator, you must configure sites and replication to ensure that the most
up-to-date information is available to users. Replication and site link configuration are
discussed in more detail in Chapter 5, “Configuring Sites and Managing Replication.”
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Site A

Site link AB Site link CA
Site B Site C
Site link BC
DC1 DC2

Figure 1-12 Intersite replication topology

Trust Relationships

A trust relationship is a link between two domains in which the trusting domain honors
the logon authentication of the trusted domain, as shown in Figure 1-13. Users and
applications are authenticated in the Windows Server 2003 family using one of two
trust protocols: Kerberos version 5 or NT LAN Manager (NTLM). The Kerberos version 5
protocol is the default protocol for computers running Windows Server 2003. If any
computer involved in a transaction does not support Kerberos version 5, the NTLM
protocol is used. A trust relationship is also permitted with any MIT Kerberos version 5
realm. There are two domains in a trust relationship—the trusting and the trusted
domain.

Direction of access

N

Direction of trust

Trusting (Resource) Trusted (Account)
Domain A Domain B

Figure 1-13 Trusting and trusted domains linked with a one-way trust
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Trusts have the following characteristics:

m Method of creation Trusts can be created manually (explicitly) or automatically

(implicitly). Not all trusts can be created both ways.

Transitivity Trusts can be not bound by the domains in the trust relationship
(transitive), or they can be bound by the domains in the trust relationship (non-
transitive). For example, a transitive trust means that if a Domain A trusts
Domain B and Domain B trusts Domain C, then Domain A trusts Domain C. Sim-
ilarly, a nontransitive trust means that if Domain A trusts Domain B and Domain B
trusts Domain C, there is no trust relationship between Domain A and Domain C.

Direction Trusts can be one-way or two-way. A one-way trust is a single trust
relationship, where Domain A trusts Domain B, as shown in Figure 1-13. One-way
relationships can be nontransitive or transitive depending on the type of trust
being created. In a two-way trust, Domain A trusts Domain B and Domain B trusts
Domain A. This means that authentication requests can be passed between the
two domains in both directions.

In the Windows Server 2003 family, Active Directory supports the following forms of
trust relationships:

m Tree-root trust A tree-root trust is implicitly established when you add a new

tree root domain to a forest. For example, in Figure 1-14, a tree-root trust is estab-
lished between Domain A and Domain 1 when Domain 1, a new tree root
domain, is added to the forest. The trust is created between the domain you are
creating (the new tree root) and the existing forest root domain. A tree-root trust
can be set up only between the roots of two trees in the same forest. The trust is
transitive and two-way.

Parent-child trust A parent-child trust relationship is implicitly established
when you create a new child domain in a tree. For example, in Figure 1-14, a par-
ent-child trust is established between Domain 1 and Domain 2 when Domain 2, a
new child domain, is added to the tree. The Active Directory installation process
automatically creates a trust relationship between the new domain and the domain
that immediately precedes it in the namespace hierarchy (for example,
uk.microsoft.com is created as the child of microsoft.com). As a result, a domain
joining a tree immediately has trust relationships established with every domain in
the tree. These trust relationships make all objects in the domains of the tree avail-
able to all other domains in the tree. The trust is transitive and two-way.
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Forest with Two Trees

Domain A i t i t

f \ Domain 1 \

—A A A

f Domain D \ Domain 2
Domain C Domain E

Figure 1-14 Domain structure showing tree-root and parent-child trusts

m Shortcut trust A shortcut trust must be explicitly created by a systems adminis-
trator between two domains in a forest. This trust is used to improve user logon
times, which can be slow when two domains are logically distant from each other
in a forest or tree hierarchy. The trust is transitive and can be one-way or two-way.

m External trust An external trust must be explicitly created by a systems admin-
istrator between Windows Server 2003 domains that are in different forests, or
between a Windows Server 2003 domain and a domain whose domain controller
is running Windows NT 4 or earlier. This trust is used when users need access to
resources located in a Windows NT 4 domain or in a domain located within a sep-
arate forest, which cannot be joined by a forest trust. The trust is nontransitive and
can be one- or two-way.

m Forest trust A forest trust must be explicitly created by a systems administrator
between two forest root domains. This trust allows all domains in one forest to
transitively trust all domains in another forest. A forest trust is not transitive across
three or more forests. For example, forest A trusts forest B and forest B trusts
forest C. There is no trust relationship between forest A and forest C. The trust is
transitive between two forests only and can be one-way or two-way. Forest trusts
are only available when the forest is at the Windows Server 2003 functional level.

m Realm trust A realm trust must be explicitly created by a systems administrator
between a non-Windows Kerberos realm and a Windows Server 2003 domain.
This trust provides interoperability between the Windows Server 2003 domain and
any realm used in Kerberos version 5 implementations. The trust can be transitive
or nontransitive and one-way or two-way.

As an administrator, you must plan trust relationships to provide users with the access
to resources they require. See Chapter 4, “Installing and Managing Domains, Trees, and
Forests,” for details about planning trust relationships.
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Change and Configuration Management

Change and configuration management is a set of Windows Server 2003 features that
simplify computer management tasks such as

Managing the configuration of each user’s desktop

Managing how software is deployed and installed on personal computers to
ensure that users have the software that they require to perform their jobs

Installing an initial operating system on a new computer

Replacing computers

Change and configuration management includes the User Data Management, Software
Installation and Maintenance, User Settings Management, and Computer Settings Man-
agement features, which are collectively known as the IntelliMirror management tech-
nologies. Change and configuration management also includes the Remote Operating
System (OS) Installation technologies.

Change and Configuration Management Features

The IntelliMirror Management Technologies can be described as follows:

User Data Management Data and documents follow the users so they can
access the data they need to do their jobs. Technologies used include Active
Directory, Group Policy, Offline Files, Synchronization Manager, Disk Quotas, and
Roaming user profiles.

Software Installation and Maintenance Software follows the users so they
have the software they need to do their jobs. Technologies used include Active Direc-
tory, Group Policy, Windows Installer, and Add/Remove Programs in Control Panel.

User Settings Management User settings follow users and the users can see
their preferred desktop arrangements. Technologies used include Active Directory
and Roaming user profiles.

Computer Settings Management Administrators can define how computers
are customized and restricted on the network. Technologies used include Active
Directory user and computer accounts and Group Policy.

Remote Installation Services Administrators can enable remote installation of
Microsoft Windows XP; Windows Server 2003, Standard Edition; Windows Server
2003, Enterprise Edition; Microsoft Windows 2000 Professional; Microsoft Windows
2000 Server; and Windows 2000 Advanced Server on new or replacement com-
puters without pre-installation or on-site technical support. Technologies used
include Active Directory, Group Policy, and Remote Installation Services.

IntelliMirror is a set of Windows 2000 features that assist with managing user and com-
puter information, settings, and applications. When IntelliMirror is used in both server
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and client, the users’ data, applications, and settings follow them when they move to
another computer. IntelliMirror uses Active Directory and Group Policy to manage
users’ desktops based on users’ business roles, group memberships, and locations. You
can configure desktops to meet a new user’s requirements each time that user logs on
to the network.

Group Policies

Group policies are collections of user and computer configuration settings that can be
linked to computers, sites, domains, and OUs to specify the behavior of users’ desk-
tops. For example, using group policies, you can set the programs that are available to
users, the programs that appear on the user’s desktop, and Start menu options.

To create a specific desktop configuration for a particular group of users, you create
Group Policy Objects (GPOs). GPOs are collections of Group Policy settings. Each
computer running Windows Server 2003 has one local GPO and might, in addition, be
subject to any number of nonlocal (Active Directory—based) GPOs. Local GPOs are
overridden by nonlocal GPOs. Nonlocal GPOs are linked to Active Directory objects
(sites, domains, or OUs). Nonlocal GPOs can be applied to either users (regardless of
which computer they log on to) or computers (regardless of who logs on to them). Fol-
lowing the inheritance properties of Active Directory, nonlocal GPOs are applied hier-
archically from the least restrictive group (site) to the most restrictive group (OU) and
are cumulative.

How GPOs Are Applied

Because nonlocal GPOs are applied hierarchically, the user or computer’s configura-
tion is a result of the GPOs linked to its site, domain, and OU. GPOs are applied in the
following order:

1. Local GPO Each server running Windows Server 2003 has exactly one GPO
stored locally.

2. GPOs linked to sites Any GPOs that have been linked to the site are applied
next. GPO application is synchronous; the administrator specifies the order of
GPOs linked to a site.

3. GPOs linked to domains Multiple domain-linked GPOs are applied synchro-
nously; the administrator specifies the order of GPOs linked to a domain.

4. GPOs linked to OUs GPOs linked to the OU highest in the Active Directory
hierarchy are applied first, followed by GPOs linked to its child OU, and so on.
Finally, the GPOs linked to the OU that contains the user or computer are applied.
At the level of each OU in the Active Directory hierarchy, one, many, or no GPOs
can be linked. If several group policies are linked to an OU, then they are applied
synchronously in an order specified by the administrator.
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Figure 1-15 shows how Group Policy is applied for the example Marketing and

Servers OUs.
/ Domain “ Group Policy Objects
microsoft.com “

OUs
Resources
Head- :
quarters Marketing Desktops

Servers OU GPOs applied = A3, A1, A2, A4, A6
Figure 1-15 How Group Policy is applied

Marketing OU GPOs applied = A3, A1, A2, A5

The default order of processing Group Policy settings can be subject to exceptions if
the computer is a member of a workgroup or if any of the No Override, Block Policy
Inheritance, or Loopback settings are invoked for a GPO.

The Resultant Set of Policy (RSoP) Wizard is provided to make policy implementation
and troubleshooting easier. The RSoP Wizard is a query engine that works in two
modes: logging mode and planning mode. In logging mode, the wizard polls existing
policies and any applications associated with a particular user or computer, and then
reports the results of the query. In planning mode, the wizard asks questions about a
planned policy implementation, and then reports the results of the query.

As an administrator, you must be able to administer Group Policy to provide users with
the access to resources they require. See Chapter 10, “Implementing Group Policy,”
Chapter 11, “Administering Group Policy,” and Chapter 12, “Deploying Software with
Group Policy,” for details about Group Policy administration.
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DNS is a service used in Transmission Control Protocol/Internet Protocol (TCP/IP) net-
works, such as the Internet, to locate computers and services through user-friendly
names. DNS provides a method of naming computers and network services using a
hierarchy of domains. When a user enters a user-friendly DNS name in an application,
DNS services can resolve the name to other information associated with the name, such
as an IP address. For example, it’s easy for most users who want to locate a computer
on a network to remember and learn a friendly name such as example.microsoft.com.
However, computers communicate over a network by using numeric addresses. DNS
provides a way to map the user-friendly name for a computer or service to its numeric
address. If you have used a Web browser, you have used DNS.

Active Directory uses DNS as its domain naming and location service. DNS provides
the following benefits:

m DNS names are user-friendly, which means they are easier to remember than IP
addresses.

m DNS names remain more constant than IP addresses. An IP address for a server
can change, but the server name remains the same.

m  DNS allows users to connect to local servers using the same naming convention as
the Internet.

See Also To read more about DNS, launch an Internet search engine and run a search for
RFC 1034 and RFC 1035. Requests For Comments (RFCs) are the official documents of the
Internet Engineering Task Force (IETF) that specify the details for new Internet specifications
or protocols. RFC 1034 is entitled “Domain Names—Concepts and Facilities,” and RFC 1035
is entitled “Domain Names—Implementation and Specification.”

Object Naming

Because Active Directory is an LDAP-compliant directory service, network clients use
LDAP to query the Active Directory database. Every object in Active Directory is iden-
tified by a name, and LDAP standards determine how the objects are named. Active
Directory uses a variety of object naming conventions: distinguished names, relative
distinguished names, globally unique identifiers, and user principal names.

See Also To read more about LDAP launch an Internet search engine and run a search for
RFC 1779, RFC 2247, and RFC 2251. RFC 1779 is entitled “A String Representation of Distin-
guished Names,” RFC 2247 is entitled “Using Domains in LDAP/X.500 Distinguished Names,”
and RFC 2251 is entitled “Lightweight Directory Access Protocol (v3).”
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Distinguished Name

Every object in Active Directory has a distinguished name (DN) that uniquely identifies
the object and contains sufficient information for a client to retrieve the object from the
directory. The DN includes the name of the domain that holds the object, as well as the
complete path through the container hierarchy to the object. For example, the follow-
ing DN identifies the user object Scott Cooper in the microsoft.com domain:

CN=Scott Cooper,0U=Promotions,0OU=Marketing,DC=Microsoft,DC=Com

In the DN, three LDAP abbreviations, CN, OU, and DC, are used for the naming
attribute. CN indicates the object’s common name, OU indicates the organizational unit
name, and DC indicates the domain component name. DNs must be unique, because
Active Directory does not allow duplicate DNs.

Relative Distinguished Name

Active Directory supports querying by attributes, so you can locate an object even if
the exact DN is unknown or has changed. The relative distinguished name (RDN) of an
object is the part of the name that is an attribute of the object itself. In the preceding
example, the RDN of the Scott Cooper user object is Scott Cooper. The RDN of the par-
ent object is Promotions.

Note Active Directory does not display the LDAP abbreviations for the naming attributes
common name (CN), organizational unit (OU), and domain component (DC). These abbrevia-
tions are shown here only to illustrate how LDAP recognizes the portions of the distinguished
name. Most Active Directory tools display object names in canonical form, which lists the
RDNs from the root, or the DNS domain name, downwards.

Globally Unique ldentifier

A globally unique identifier (GUID) is a 128-bit hexadecimal number that is guaranteed
to be unique within the enterprise. GUIDs are assigned to objects when the objects are
created. The GUID never changes, even if you move or rename the object. Applica-
tions can store the GUID of an object and use the GUID to retrieve that object regard-
less of its current DN.

In Windows NT, each domain resource was associated with a security identifier (SID)
that was generated within the domain. This meant that the SID was guaranteed to be
unique only within the domain. A GUID is unique across all domains, meaning that you
can move objects from domain to domain and they will still have a unique identifier.
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User Principal Name

Each user account has a “friendly” name, known as the user principal name (UPN).
The UPN consists of a user account name (sometimes referred to as the user logon
name) and a domain name identifying the domain in which the user account is
located. For example, the user object Scott Cooper in the microsoft.com tree might
have a UPN of ScottC@microsoft.com (using the full first name and the first letter of the
last name).

Active Directory Administration Tasks

Administering Windows Server 2003 Active Directory involves both configuration and
day-to-day maintenance tasks. Administrative tasks can be grouped into the categories
described in Table 1-1. These administrative categories roughly correspond to chapters
in this training Kkit.

Table 1-1 Active Directory Administration Tasks

Administrative Category Specific Tasks
Planning the Active Directory Assemble a design team. Analyze the business and
infrastructure design technical environment. Create a forest plan. Create

a domain plan. Create an OU plan. Create a site
topology plan.
Installing and configuring Active Gather pre-installation information. Install Active
Directory Directory. Verify the Active Directory installation.
Remove Active Directory. Use tools to troubleshoot
the Active Directory installation.

Administering Active Directory Use Active Directory administration tools. Use and
customize Microsoft Management Consoles (MMCs).
Back up and restore Active Directory.

Installing and managing domains, trees, Plan and create additional domains, trees, and for-

and forests ests. Transfer operations master roles. Seize opera-
tions master roles. Plan and implement trust
relationships.

Configuring sites and managing Plan, create, and configure sites. Configure intersite

replication replication. Configure global catalog servers. Use
tools to manage, monitor, and troubleshoot
replication.

Implementing an OU structure Plan, create, and manage an OU structure.

Administering user accounts Create user accounts, user profiles, and home direc-

tories. Maintain user accounts.

Administering group accounts Plan, create, and manage group accounts.
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Table 1-1 Active Directory Administration Tasks (Continued)

Administrative Category

Specific Tasks

Administering Active Directory objects

Implementing Group Policy

Administering Group Policy

Deploying software with Group Policy

Administering Active Directory security

Managing Active Directory performance

Locate Active Directory objects. Publish resources
in Active Directory. Control access to Active Direc-
tory objects. Delegate administrative control of
Active Directory objects. Move Active Directory
objects. Use scripting to manage Active Directory
objects.

Plan and create GPOs. Link GPOs to sites, domains,
and OUs.

Use the RsoP Wizard to check the results of GPOs.
Redirect special folders with Group Policy. Use
tools to manage and troubleshoot Group Policy.

Deploy software using Group Policy. Deploy a soft-
ware upgrade or security patch using Group Policy.
Use tools to manage and troubleshoot the software
deployment.

Implement software restriction policies. Implement
an audit policy to log security events. Administer
the security log and view security events. Manage
security templates. Use the Security Configuration
and Analysis tool to analyze system security.

Use Active Directory performance monitoring tools
to monitor Active Directory performance. Optimize
and troubleshoot Active Directory performance.

Lesson Review

The following questions are intended to reinforce key information presented in this
lesson. If you are unable to answer a question, review the lesson and then try the
question again. Answers to the questions can be found in the “Questions and Answers”

section at the end of this chapter.

1. List the four directory partitions of the Active Directory database.

2. What is the function of the KCC?
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List the six types of trusts used in Active Directory.

What is change and configuration management? What is IntelliMirror?

Explain the function of group policies.

Define each of the following names: DN, RDN, GUID, UPN.

Lesson Summary

The information stored in the directory is logically partitioned into four units of
replication in the following partitions: schema partition, configuration partition,
domain partition, and application partition.

Active Directory replicates information in two ways: intrasite (within a site), and
intersite (between sites).

A trust relationship is a link between two domains in which the trusting domain
honors the logon authentication of the trusted domain. Windows Server 2003 sup-
ports the following trust relationships: tree-root trust, parent-child trust, shortcut
trust, external trust, forest trust, and realm trust.

Group policies are collections of user and computer configuration settings that can
be linked to computers, sites, domains, and OUs to specify the behavior of users’
desktops. GPOs are collections of Group Policy settings.

DNS is a service used in TCP/IP networks, such as the Internet, to locate comput-
ers and services through user-friendly names. Active Directory uses DNS as its
domain naming and location service.
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Lesson 3: Planning the Active Directory
Infrastructure Design

This lesson introduces you to the Active Directory infrastructure design. It also explains
the tools you need to create an infrastructure design and provides an overview of the
design process. In each stage of the design process, the basic reasons for defining each
component of Active Directory in the design are discussed. It is important that you
understand the value of planning your Active Directory infrastructure before you
attempt implementation. You should also have basic knowledge of the reasons for
defining Active Directory components in a design.

After this lesson, you will be able to
m State the function of an Active Directory infrastructure design
m Name the resources necessary to create an Active Directory infrastructure design
m Name the steps in the Active Directory infrastructure design process
m Discuss the reasons for using multiple forests
m Discuss the reasons for using multiple domains
m Discuss the reasons for defining OUs
m Discuss the reasons for defining sites
m Discuss the reasons for placing domain controllers in sites
Estimated lesson time: 30 minutes

What Is an Active Directory Infrastructure Design?

Before you implement Active Directory in your organization, you need to devise some
type of plan. An Active Directory infrastructure design is a plan you create that repre-
sents your organization’s network infrastructure. You use this plan to determine how
you will configure Active Directory to store information about objects on your network
and make the information available to users and network administrators.

Because your Active Directory infrastructure design is key to the success of your
Windows Server 2003 deployment, you must thoroughly gather information for,
develop, and test your design before deployment. A significant amount of rethinking,
redevelopment, and retesting might also be necessary at various points during the
design process to ensure that your design meets the needs of your organization. An
effective infrastructure design helps you provide a cost-effective deployment, eliminat-
ing the need to spend time and money reworking your infrastructure.
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Design Tools

To develop an effective Active Directory infrastructure design, you must assemble the
following tools:

m Design team
m Business and technical analyses

m  Test environment

Assembling a Design Team

Before you begin designing your Active Directory infrastructure, you must identify the
people in your organization who should be involved in the design process and assem-
ble them into a design team. To ensure that all aspects of your organization are
addressed in your Active Directory implementation, you might want to employ a multi-
level team design consisting of the following three panels:

m Infrastructure designers The key personnel involved in designing your Active
Directory infrastructure

m Staff representatives The personnel throughout the organization who are
responsible for carrying out daily operations

= Management representatives The management level personnel who are
responsible for approving business decisions within the organization

The design team members selected for each panel must be willing and be permitted to
commit their time and talents throughout the design process to ensure that the infra-
structure design effectively meets the requirements of their organization.

Analyzing Business and Technical Environments

After you've assembled a design team, the next design tools you need to assemble are
analyses of your organization’s business and technical environments. An analysis of an
organization’s business environment defines how it organizes and manages its non-
technical resources, such as its products and customers, business structure, business
processes, company strategies, and the information technology (IT) management orga-
nization. An analysis of an organization’s technical environment defines how it orga-
nizes and manages its technical resources, such as its network architecture, hardware,
software, technical standards, DNS environment (if applicable), and Windows NT envi-
ronment (if applicable). Most often, your organization will have a business infrastructure
or network already in place; it's up to you as an infrastructure designer to call on members
of the design team to help you assemble documentation about these environments.
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Testing Environment

After you complete your infrastructure design, you should be prepared to test it in a
test environment. A test environment is a simulation of your production environment
that allows you to test parts of your Windows Server 2003 deployment, such as your
Active Directory infrastructure design, without risk to your organization’s network. To
ensure the success of your organization’s Windows Server 2003 deployment, your
organization should establish a test environment.

By setting up your infrastructure design in a test environment, you can see how the
design actually works and determine whether any changes are necessary for improve-
ment. Setting up your design in a test environment is an invaluable tool in the devel-
opment of an effective design.

The Design Process

After you've assembled your design team, gathered business and network analyses,
and established a test environment, you’re ready to begin planning your infrastructure
design. The Active Directory infrastructure design process consists of the following
four stages:

Creating a forest plan
Creating a domain plan

Creating an OU plan

AN

Creating a site topology plan

During each stage, you consult your business and technical analysis documents and
assess your organization’s requirements. You also assess any changes planned to
address growth and scalability issues.

Stage One—Creating a Forest Plan

After analyzing your organization’s requirements, the first step in creating a forest plan
is to determine the number of Active Directory forests required. Because using more
than one forest requires administrators to maintain multiple schemas, configuration
containers, global catalogs, and trusts, and requires users to take complex steps to use
the directory, you should strive to create only one forest for your organization. How-
ever, you might need to consider using multiple forests in the following situations:

m Network administration is separated into autonomous groups that do not trust
each other.

m Business units are politically separated into autonomous groups.



Lesson 3 Planning the Active Directory Infrastructure Design 1-39

m Business units must be maintained separately.
m There is a need to isolate the schema, configuration container, or global catalog.

m There is a need to limit the scope of the trust relationship between domains or
domain trees.

In this stage you also create a schema modification policy, a plan that outlines who has
control of the schema and how modifications that affect the entire forest are adminis-
tered. Adhering to the schema modification policy, you assess an organization’s
schema needs and determine whether to modify the schema. If it is necessary to mod-
ify the schema, you design a schema modification plan.

Stage Two—Creating a Domain Plan

After analyzing your organization’s requirements, the first step in creating a domain
plan is to determine the number of domains required. Because adding domains to the
forest increases management and hardware costs, you should minimize the number of
domains. Once you’ve created a domain, the domain cannot be easily moved or
renamed. However, you might need to consider using multiple domains in the follow-
ing situations:

m To meet required security policy settings, which are linked to domains

m To meet special administrative requirements, such as legal or privacy concerns
m To optimize replication traffic

m To retain Windows NT domains

m To establish a distinct namespace

The second step in creating a domain plan is to define the forest root domain. You can
choose an existing domain for the forest root or designate a new domain to serve as a
dedicated forest root domain. Using a dedicated forest root domain provides advan-
tages in security administration, replication traffic, and scalability. Define your forest
root domain with caution, because once you’ve named the forest root domain you can-
not change it without renaming and reworking the entire Active Directory tree.

The third step in creating a domain plan is to define a domain hierarchy and name
domains. To define the domain hierarchy, you must perform the following actions:

m Determine the number of domain trees
m Designate tree root domains for each of the trees

m  Arrange the remaining subdomains in a hierarchy under the root domains
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To name domains, you must perform the following actions:

m  Assign a DNS name to the forest root domain for each forest in the organization
m  Assign a DNS name to each tree root domain
m  Assign DNS names to each remaining subdomain, according to its position in the

hierarchy

Finally, you determine the placement of DNS servers. You also plan additional zones,
determine the existing DNS services employed on DNS servers, and determine the
zone replication method to use. The end result of a domain plan is a domain hierarchy
diagram that includes domain names and planned zones.

Stage Three—Creating an OU Plan

After analyzing your organization’s requirements, to create an OU plan you must define
an OU structure. There are three reasons for defining an OU:

m To delegate administration

m To hide objects

m To administer Group Policy
The primary reason for defining an OU is to delegate administration. Delegating adminis-

tration is the assignment of IT management responsibility for a portion of the namespace,
such as an OU, to an administrator, a user, or a group of administrators or users.

After you’ve determined the OU structure, you must place user accounts in the appro-
priate OUs. The end result of an OU plan is a diagram of OU structures for each
domain and a list of users in each OU.

Stage Four—Creating a Site Topology Plan

After analyzing your organization’s requirements, the first step in creating a site topol-
ogy plan is to define sites. The main purpose of a site is to physically group computers
to optimize network traffic. In Active Directory, site structure mirrors the location of
user communities. You must define a site for each of the following:

m  Each LAN or set of LANs that are connected by a high-speed backbone

m Each location that does not have direct connectivity to the rest of the network and
is reachable only by using SMTP mail

The second step in creating a site topology plan is to place domain controllers. Because
the availability of Active Directory depends on the availability of domain controllers, a
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domain controller must always be available so users can be authenticated. For optimum
network response time and application availability, you must place at least

m  One domain controller in each site

= Two domain controllers in each domain
In addition, you might need to place additional domain controllers in a site if

m There are a large number of users in a site and the link to the site is slow or near
capacity

m The link to a site is historically unreliable or only intermittently available

The third step in creating a site topology plan is to define a replication strategy. An
effective replication strategy ensures efficient replication and fault tolerance. In this
step you configure site links, which includes designating the method of replication
transport, site link cost, replication frequency, and replication availability. You also
have the option to specify preferred bridgehead servers.

The final step in creating a site topology plan is to place global catalog servers and
operations masters within a forest. The end result of a site topology plan is a site dia-
gram that includes site links and a site link table that provides details about site link
configurations, as well as locations of domain controllers and operations masters roles.
Depending on the needs of the organization, a site topology plan might also include a
table that provides details about site link bridges and preferred bridgehead servers.

Lesson Review

The following questions are intended to reinforce key information presented in this
lesson. If you are unable to answer a question, review the lesson and then try the ques-
tion again. Answers to the questions can be found in the “Questions and Answers” sec-
tion at the end of this chapter.

1. What three tools are necessary to develop an effective Active Directory infrastruc-
ture design?

2. List the four stages in the Active Directory design process.
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3. Why should you strive to create only one forest for your organization?

4. Why should you try to minimize the number of domains in your organization?

5. Why should you define the forest root domain with caution?

6. What is the primary reason for defining an OU?

Lesson Summary

The Active Directory infrastructure design process consists of four stages: (1) creating
a forest plan, (2) creating a domain plan, (3) creating an OU plan, and (4) creating
a site topology plan.

Strive to create only one forest for an organization to avoid administering multiple
schemas, configuration containers, global catalogs, and trusts, and requiring users
to take complex steps to use the directory.

Minimize the number of domains to avoid increased management and hardware
costs. Once you've named the forest root domain you cannot change it without
rebuilding the entire Active Directory tree.

There are three reasons for defining an OU: (1) to delegate administration, (2) to
hide objects, and (3) to administer Group Policy. The primary reason for defining
an OU is to delegate administration.

The main purpose of a site is to physically group computers to optimize network
traffic. In Active Directory, site structure mirrors the location of user communities.
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Chapter Summary

The logical structures in an organization are represented by the following Active
Directory components: domains, OUs, trees, and forests.

The physical components of Active Directory are sites and domain controllers.

The global catalog is the central repository of information about objects in a tree
or forest.

The information stored in the directory is logically partitioned into four units of
replication in the following partitions: schema partition, configuration partition,
domain partition, and application partition.

Active Directory replicates information in two ways: intrasite (within a site), and
intersite (between sites).

Windows Server 2003 supports the following trust relationships: tree-root trust,
parent-child trust, shortcut trust, external trust, forest trust, and realm trust.

Group policies are collections of user and computer configuration settings that can
be linked to computers, sites, domains, and OUs to specify the behavior of users’
desktops.

The Active Directory infrastructure design process consists of four stages: (1) creating
a forest plan, (2) creating a domain plan, (3) creating an OU plan, and (4) creating
a site topology plan.

Exam Highlights

Before taking the exam, review the key points and terms that are presented in this
chapter. You need to know this information.

Key Points

The logical structures in an organization are represented by the following Active
Directory components: domains, OUs, trees, and forests.

The physical components of Active Directory are sites and domain controllers.

Active Directory replicates information in two ways: intrasite (within a site), and
intersite (between sites).
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m  Group policies are collections of user and computer configuration settings that can
be linked to computers, sites, domains, and OUs to specify the behavior of users’
desktops.

m  The primary reason for defining an OU is to delegate administration.

m The main purpose of a site is to physically group computers to optimize network
traffic.

Key Terms

Active Directory A Windows-based directory service. Active Directory stores infor-
mation about objects on a network and makes this information usable to users and
network administrators. Active Directory gives network users access to permitted
resources anywhere on the network using a single logon process. It provides net-
work administrators with an intuitive, hierarchical view of the network and a sin-
gle point of administration for all network objects.

domain A collection of computer, user, and group objects defined by the administra-
tor. These objects share a common directory database, security policies, and secu-
rity relationships with other domains.

forest One or more Active Directory domains that share the same class and attribute
definitions (schema), site, and replication information (configuration), and forest-
wide search capabilities (global catalog). Domains in the same forest are linked
with two-way, transitive trust relationships.

organizational unit (OU) An Active Directory container object used within
domains. An OU is a logical container into which users, groups, computers, and
other OUs are placed. It can contain objects only from its parent domain. An OU
is the smallest scope to which a GPO can be linked, or over which administrative
authority can be delegated.

site  One or more well-connected (highly reliable and fast) TCP/IP subnets. A site

allows administrators to configure Active Directory access and replication topol-
ogy to take advantage of the physical network.
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Questions and Answers

Page Lesson 1 Review
119

1. How is a directory service different from a directory?

A directory service differs from a directory in that it is both the source of the information and
the mechanism that makes the information available to the users.

2. How is Active Directory scalable?

Active Directory enables you to scale the directory to meet business and network requirements
through the configuration of domains and trees, and the placement of domain controllers.
Active Directory allows millions of objects per domain and uses indexing technology and
advanced replication techniques to speed performance.

3. What is multimaster replication?

Multimaster replication is a replication model in which any domain controller accepts and rep-
licates directory changes to any other domain controller. Because multiple domain controllers
are employed, replication continues, even if any single domain controller stops working.

4. Name the Active Directory components used to represent an organization’s logical
structure.

The Active Directory components used to represent an organization’s logical structure are
domains, organizational units (OUs), trees, and forests.

5. Name the physical components of Active Directory.
The physical components of Active Directory are sites and domain controllers.
6. What is the function of the global catalog?

The global catalog has two main functions: (1) it enables a user to log on to a network by pro-
viding universal group membership information to a domain controller when a logon process is
initiated, and (2) it enables finding directory information regardless of which domain in the for-
est actually contains the data.

Page Lesson 2 Review
134

1. List the four directory partitions of the Active Directory database.

The four directory partitions of the Active Directory database are schema partition, configura-
tion partition, domain partition, and application partition.

2. What is the function of the KCC?

The KCC is a built-in process that runs on all domain controllers. The KCC configures connection
objects between domain controllers. Within a site, each KCC generates its own connections.
For replication between sites, a single KCC per site generates all connections between sites.

3. List the six types of trusts used in Active Directory.

The six types of trusts used in Active Directory are tree-root trust, parent-child trust, shortcut
trust, external trust, forest trust, and realm trust.
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4.

What is change and configuration management? What is IntelliMirror?

Change and configuration management is a set of Windows Server 2003 features that sim-
plify computer management tasks. IntelliMirror is a set of Windows Server 2003 features
that assist with managing user and computer information, settings, and applications. When
IntelliMirror is used in both server and client, the users’ data, applications, and settings
follow them when they move to another computer.

. Explain the function of group policies.

Group policies are collections of user and computer configuration settings that can be linked to
computers, sites, domains, and OUs to modify computer settings and specify the behavior of
users’ desktops.

Define each of the following names: DN, RDN, GUID, UPN.

The distinguished name (DN) uniquely identifies the object and contains the name of the
domain that holds the object, as well as the complete path through the container hierarchy to
the object. The relative distinguished name (RDN) is the part of an object’s DN that is an
attribute of the object itself. The globally unique identifier (GUID) is a 128-bit hexadecimal num-
ber that is guaranteed to be unique within the enterprise. The user principal name (UPN) con-
sists of a user account name (sometimes referred to as the user logon name) and a domain
name identifying the domain in which the user account is located.

Lesson 3 Review

1.

What three tools are necessary to develop an effective Active Directory infrastruc-
ture design?

The following tools are necessary to develop an effective Active Directory infrastructure design:
design team, business and technical analyses, and test environment.

List the four stages in the Active Directory design process.

The stages in the design process are creating a forest plan, creating a domain plan, creating an
OU plan, and creating a site topology plan.

Why should you strive to create only one forest for your organization?

Using more than one forest requires administrators to maintain multiple schemas, configura-
tion containers, global catalogs, and trusts, and requires users to take complex steps to use
the directory.

Why should you try to minimize the number of domains in your organization?

Adding domains to the forest increases management and hardware costs.

. Why should you define the forest root domain with caution?

Define your forest root domain with caution, because once you've named the forest root
domain you cannot change it without renaming and reworking the entire Active Directory tree.

What is the primary reason for defining an OU?

The primary reason for defining an OU is to delegate administration.
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Exam Objectives in this Chapter:
m Implement an Active Directory directory service forest and domain structure
m Create the forest root domain

m Install and configure an Active Directory domain controller

Why This Chapter Matters

The information in this chapter shows you how to install, remove, and verify
Active Directory, and troubleshoot an Active Directory installation. Determining
whether to install a new forest, domain tree, or domain are some of the first deci-
sions you’ll have to make when installing Active Directory. Understanding exactly
what is involved when you make these choices is critical to the success of your
installation. Planning the Active Directory structure and Domain Name System
(DNYS) structure is essential.

It's important to be familiar with the various installation methods so you can
choose the one that best meets your needs. Once you've installed Active Direc-
tory, you should expect that some changes might still be necessary. This could
involve the installation of additional domain controllers or the removal of others.
You must be able to remove Active Directory if you find that a particular server no
longer needs to be a domain controller. Verifying proper Active Directory instal-
lation is important to ensure the installation turned out the way you intended
before you continue with your Active Directory deployment. Finally, as an admin-
istrator, you must be able to use tools to troubleshoot problems you may encoun-
ter during the Active Directory installation and removal processes.

Lessons in this Chapter:

m Lesson 1: Preparing for Active Directory Installation. . . ... .......... ... 2-3
m Lesson 2: Installing and Removing Active Directory . ... .............. 2-17
m Lesson 3: Verifying Active Directory Installation . . . .................. 2-37
m Lesson 4: Troubleshooting Active Directory Installation and Removal . . . . . 2-43

21
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Before You Begin
To complete the lessons in this chapter, you must:

m Have a general understanding of Active Directory components and concepts as
discussed in Chapter 1, “Introduction to Active Directory.”

m Prepare your test environment according to the descriptions given in the “Getting
Started” section of “About This Book.”
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Lesson 1: Preparing for Active Directory Installation

There are a number of prerequisites you must consider before you begin installing
Active Directory. These prerequisites include the design of your organization’s domain
structure and domain name; the storage location of the database, log, and shared sys-
tem volume files; and the method of DNS configuration. This lesson shows you how to
prepare for Active Directory installation.

After this lesson, you will be able to

m Describe the Active Directory installation prerequisites
Estimated lesson time: 15 minutes

Active Directory Installation Prerequisites

Before you can install Active Directory, you should take some time to be sure that you
are prepared by determining in advance:

m The domain structure

m The domain name

m The storage location of the database and log files
m The location of the shared system volume folder
m The DNS configuration method

m The DNS configuration

You must determine all of these installation prerequisites because they are required to
complete the Active Directory installation process.

Determining the Domain Structure

To determine the domain structure, you must assess your company’s physical environ-
ment, determine the forest root domain, determine the number of domains, and orga-
nize domains in a hierarchy.

Assessing the Physical Environment

The physical environment of your organization’s network includes
m The current location of points on the network
m The current number of users at each location

m The current network type used at each location

m The current location, link speed, and percentage of available bandwidth of remote
network links
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& Note Available bandwidth is the amount of bandwidth that remains when you take the total
bandwidth available for a link and subtract the amount of network traffic that occurs on the
link during peak traffic.

m The current Transmission Control Protocol/Internet Protocol (TCP/IP) subnets at
each location

m The current speed of local network links
m The current location of domain controllers
m The current list of servers at each location and the services that run on them

m The current location of firewalls in the network

For example, Figure 2-1 shows the physical environment for Contoso Pharmaceuticals.
Employees are distributed fairly evenly among the four locations. In the next five years,
growth for all locations is estimated at 3 percent. The Chicago office is the hub of the
Contoso Pharmaceuticals’ wide area network (WAN). Network connections are utilized
moderately; however the Kansas City—Chicago connection has a high degree of utilization.

I ; EE E
I H Partial T1 connection

St. Paul 512 Kbps
8500 employees \60% utilized

0 Partial T1 connection
I E 512 Kbps
40% utilized
Chicago
9000 employees I q Ei E

1] T1 connection
1.544 Mbps
I E 90% utilized Columbus

Kansas City 7000 employees
7500 employees

Figure 2-1 Physical environment for Contoso Pharmaceuticals

In addition to your assessment of the organization’s physical environment, you should
also consider other infrastructures currently employed in the organization. For exam-
ple, if your organization has already invested in a DNS structure, you should probably
retain this structure. Similarly, if your organization is using a large Microsoft Exchange
operation, you might want to base your domain structure on the same model. Before
you change existing infrastructures, you must weigh the cost of the change against the
potential benefits.
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Real World Integrating DNS Structures

Most organizations have existing DNS structures they must maintain. This is espe-
cially true for any organization that already has a Windows 2000 Active Directory
installation. Further, companies that manage medium to large TCP/IP networks
usually have existing DNS servers. In these organizations, you’ll probably need to
integrate the Windows 2003 Server Active Directory domain and any DNS config-
uration into the existing environment.

Organizations that already have Windows 2000 Active Directory implementations
should be the easiest to integrate because the DNS structure will likely remain the
same when the domain is upgraded to the Windows 2003 Server Active Directory
domain. Organizations that do not have an existing Active Directory implementa-
tion are likely to have a lot more planning to do. For example, the most prevalent
non-Windows DNS implementation is the Berkeley Internet Name Domain
(BIND), which is maintained by the Internet Software Consortium (ISC). If an
organization chooses to keep their BIND DNS servers, there are three main meth-
ods for integrating an existing BIND and Active Directory:

m Configure BIND DNS to handle all DNS records for Active Directory. In this
case, you'd ensure that the BIND DNS server version could support SRV
records (BIND 4.9.7 and later versions work properly for this purpose). Also,
it is highly desirable to use a BIND server that supports Dynamic DNS (BIND
versions 8.2.2 and later will do so).

m Configure BIND DNS to delegate an Active Directory specific subdomain.
For example, if the company uses contoso.com, the Active Directory name
space might be ad.contoso.com. This is a very popular choice for many
companies.

m Configure the BIND DNS server to delegate the _msdcs, _sites, tcp, and _udp
portions of the DNS namespace to your Windows 2003 Server configured as
a DNS server.

For more information on this subject, search the Microsoft Web site for “DNS
Server Top Support Articles” or “Integrating Active Directory with an Existing DNS
Infrastructure.” Also, anyone using BIND DNS should visit bttp:/www.isc.org to
review the latest notes and updates for BIND.

Determining the Forest Root Domain

As you learned in Chapter 1, the forest root domain is the first domain you create in an
Active Directory forest. The forest root domain must be centrally managed by an IT
organization that is responsible for making domain hierarchy, naming, and policy
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decisions. When planning a domain structure, you should start with a dedicated forest
root domain. A forest root domain is dedicated when it is set up exclusively to admin-
ister the forest infrastructure. A dedicated forest root domain is recommended for the
following reasons:

m You can control the number of administrators allowed to make forest-wide
changes. By limiting the number of administrators in the forest root domain, you
reduce the likelihood that an administrative error will impact the entire forest.

m  You can easily replicate the forest root across the enterprise. Because a dedicated
root domain is small, it can be easily replicated anywhere on your network to pro-
vide protection against catastrophes.

m The forest root never becomes obsolete. Because the only purpose of the forest
root domain is to serve as the root, there is little chance of it becoming obsolete.

m  You can easily transfer ownership of the root. Transferring ownership of the root
domain does not involve migrating production data or resources.

The role of a dedicated forest root domain is to define and manage the infrastructure.
Therefore, when you plan domains, you should reserve the dedicated forest root
domain for forest administration only. Avoid including users or resources not dedicated
to forest administration in the forest root domain.

Determining the Number of Domains

After you've planned the dedicated forest root domain, you should begin planning
your domain structure with a single child domain under the root, and add more
domains only when the single child domain model no longer meets your needs. One
domain can span multiple sites and contain millions of objects. Keep in mind that site
and domain structures are separate and flexible. A single domain can span multiple
geographical sites, and a single site can include users and computers belonging to mul-
tiple domains. Planning your site structure is covered in Chapter 5, “Configuring Sites
and Managing Replication.”

You should not create separate domains to reflect your company’s organization of divi-
sions and departments. Because functional structures such as divisions, departments,
or project teams are always subject to change, defining domains based on these struc-
tures in the organization is strongly discouraged. Within each domain, you can model
your organization’s management hierarchy for delegation or administration using orga-
nizational units (OUs) for this purpose. You can then assign Group Policy and place
users, groups, and computers into the OUs. Planning OU structure is covered in
Chapter 6, “Implementing an OU Structure.”
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If you are upgrading from Microsoft Windows NT, it is likely that you will need to con-
solidate domains. The principles for defining multiple domains in Windows NT no
longer apply in Windows Server 2003. These principles are the following:

Security Accounts Manager (SAM) size limitations In Windows NT, the SAM
database had a limitation of about 40,000 objects per domain. In Windows Server
2003, each domain can contain more than one million objects, so it is no longer
necessary to define a new domain just to handle more objects.

Primary domain controller (PDC) availability requirements In
Windows NT, only one computer in a domain, the PDC, could accept updates to
the domain database. In Windows Server 2003, all domain controllers accept
updates, eliminating the need to define new domains just to provide fault toler-
ance.

Limited delegation of administration within domains In Windows NT,
domains were the smallest units of administrative delegation. In Windows Server
2003, OUs allow you to partition domains to delegate administration, eliminating
the need to define domains just for delegation.

Reasons to create more than one child domain under the forest root include the
following:

To meet required security policy settings that are linked to domains

To meet special administrative requirements, such as legal or privacy concerns
To optimize replication traffic

To retain Windows NT domains

To establish a distinct namespace

Exam Tip Make sure you know why using a dedicated root domain is important. Also,
make sure you know the reasons for creating more than one child domain.

In the example, Contoso Pharmaceuticals requires stricter password requirements at
the Chicago office, and there is a need to control replication traffic on the highly uti-
lized Chicago—Kansas City network connection. In addition, the company plans to add
a new office in Winnipeg, Canada within two years and anticipates having to address
requirements of the government of Canada. Therefore, the Active Directory infrastruc-
ture designers have planned to implement a dedicated forest root domain and a
domain for each of the company’s present locations; a total of five domains, as shown
in Figure 2-2.
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Figure 2-2 The domains planned for Contoso Pharmaceuticals

Defining a Domain Hierarchy

If you've determined that your company requires more than one domain, you must
organize the domains into a hierarchy that fits the needs of your organization. Recall
that domains in a forest share the same configuration, schema, and global catalog. As
domains are placed in a hierarchy, the two-way transitive trust relationship allows the
domains to share resources.

The primary difference between domain trees and forests is in their DNS name struc-
ture. All domains in a domain tree have a contiguous DNS namespace. Unless your
organization operates as a group of several entities, such as a partnership or conglom-
erate, your network probably lends itself to a contiguous DNS namespace and you
should set up multiple domains in a single domain tree in a forest. If you need to com-
bine organizations with unique domain names, create an additional forest. You can
also create additional forests to separate DNS zones. Each tree in the forest has its own
unique namespace.

In the example, the Contoso Pharmaceuticals physical structure maps to a group of
domains in a domain tree. Contoso Pharmaceuticals is not a part of any other entity,
nor are there any known plans for creating multiple entities in the future. There is one
dedicated root domain. Therefore, Contoso Pharmaceuticals will set up its multiple
domains in a single tree in a single forest, as shown in Figure 2-2.

See Also The “Best Practices Design Guide” is an excellent guide for developing an Active
Directory design to manage Windows networks, and is available on the Microsoft TechNet
Web site at: http;//www.microsoft.com/technet/treeview/default.asp?url=/technet/prodtechnol/
ad/windows2000/plan/bpaddsgn.asp. This guide provides a step-by-step methodology for
Active Directory design based on practices learned from customers who have already
deployed Active Directory in their organizations.
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Determining the Domain Name

In Windows Server 2003 and Active Directory, a domain name is a name given to a col-
lection of networked computers that share a common directory. Because Active Directory
uses DNS as its domain naming and location service, Windows Server 2003 domain
names are also DNS names. When logging on to the network, Active Directory clients
query their DNS servers to locate domain controllers.

In DNS, names are arranged in a hierarchy and can be partitioned according to the
hierarchy. The hierarchy allows parent-child relationships where the name of the child
domain is designated by the name of the parent domain, preceded by a label for the
child domain. For example, uk.microsoft.com is a child domain of the microsoft.com
domain; for the child name the “uk” label is placed before the name of the parent
domain, microsoft.com. Thus, a domain’s name identifies its position in the hierarchy.

In the example shown in Figure 2-3, the root domain is named contoso.com, while
each of the child domains have been named for the physical locations that represent
the domains.

r " Replication Mot Available

I ' Replication Available

Thurzday
Friday

Saturday

Sunday through 5 aturday from 12:00 AM to 12:00 Abkd

Figure 2-3 Domain naming for Contoso Pharmaceuticals

Because domain names designated in Active Directory are employed by users as they
navigate the forest, the names you select are very important. Select an easily identifi-
able name for the forest root domain, which is the basis for its child and grandchild
domains. If you adhere to some basic guidelines, you should be able to determine
domain names that meet the needs of your organization. The following are guidelines
for naming domains:

m  Use only the Internet standard characters. Internet standard characters are defined
as: A-Z, a—z, 0-9, and the hyphen (-). Although Windows Server 2003 DNS sup-
ports the use of almost any Unicode character in a name, by using only Internet
standard characters you ensure that your Active Directory domain names will be
compatible with other versions of DNS.

m Differentiate between internal and external namespaces. Because most organiza-
tions have an Internet presence, you should use different names for the internal
and external root domains to clearly delineate public resources from private
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resources and prevent unauthorized users from accessing resources on the inter-
nal network. For example, Microsoft is represented on the Internet by the DNS
name microsoft.com. However, the organization might use corp.microsoft.com to
represent their Active Directory forest root domain name.

m Base the internal DNS name on the Internet DNS name. If you use an internal DNS
name that is related to the Internet DNS name, it will be easier for users to under-
stand the navigational structure. Consider using the Internet DNS name as a suffix
for Active Directory domain names. For example, corp.microsoft.com is easily
understandable as an extension to microsoft.com.

m Never use the same domain name twice. For example, Microsoft should not use
the name microsoft.com for both its Internet and intranet root domains. If a
microsoft.com client attempts to connect to either the Internet or the intranet
microsoft.com site, the domain that answers first is the one to which the client is
connected.

m Use only registered domain names. Register all second-level domain names,
whether they are internal or external namespaces, with the InterNIC or other
authorized naming authority. For example, Microsoft should register its second-
level domain name as microsoft.com. The company does not need to register
corp.microsoft.com because it is not a second-level domain name. Internal names
that are second-level domain names should be registered to ensure access from
outside the corporate firewall. You can find more information about registering
domain names at bitp.//www.internic.net.

Q Tip Be sure to register and receive verification for domain names before creating your
Active Directory domain nhamespace to avoid having to change domain names. Changing a

domain name can take time and waste resources.

m  Use short, distinct, meaningful names. Use domain names that are easy to use and
are representative of your organization’s identity.

m Use names that have been reviewed internationally. Review domain names to
ensure that they are not derogatory or offensive in other languages.

m  Use names that will remain static. Use generic names rather than specific ones. For
example, Microsoft might use hq.corp.microsoft.com for its Redmond headquar-
ters domain rather than redmond.corp.microsoft.com to avoid the need for change
if the headquarters is moved.

m Use the International Organization for Standardization (ISO) standards for names
that include countries and U.S. states. The ISO defines two-letter country codes
and U.S. state codes, as presented in ISO 3166. You can find more information
about ISO 3166 at bttp://www.iso.org/iso/en/prods-services/iso3166may/index.btml.
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Determining the Storage Location of the Database and Log Files

Installing Active Directory creates the database and database log files. The Active
Directory database is the directory for the new domain. The default location for the
database and database log files is %Systemroot%\Ntds, where %Systemroot% is the path
and folder name where the Microsoft Windows Server 2003 system files are located,
typically, C:\Windows. However, you can specify a different location when installing
Active Directory using the Active Directory Installation Wizard. For best performance
and fault tolerance, it’s recommended that you place the database and the log file on
separate hard disks that are NTFS file system (NTFS) drives, although NTFS is not
required. It’s also recommended that you have 1 gigabyte (GB) of space to install
Active Directory, although the Active Directory Installation Wizard requires only a
minimum of 200 megabytes (MB) of disk space for the Active Directory database and
50 MB for the log files.

The directory database is stored in a file named Ntds.dit, which contains all of the infor-
mation stored in the Active Directory data store. The directory database is an Extensible
Storage Engine (ESE) database that contains the schema, global catalog, and objects
stored on a domain controller. When Active Directory is installed, Ntds.dit is copied
from the %Systemroot%\System32 directory into the directory you specify. Active
Directory services are started from the new copy of the file, and if there are other
domain controllers present, the replication process updates the file to the other domain
controllers.

Determining the Location of the Shared System Volume Folder

Installing Active Directory creates the shared system volume, a folder structure that
exists on all Windows Server 2003 domain controllers. It stores public files that must be
replicated to other domain controllers, such as logon scripts and some of the Group
Policy Objects (GPOs), for both the current domain and the enterprise. The default
location for the shared system volume is %Systemroot%\Sysvol. However, you can
specify a different location during Active Directory installation. The shared system vol-
ume must be located on a partition or volume formatted with NTFS.

Replication of the shared system volume occurs on the same schedule as Active Direc-
tory replication. As a result, you might not notice file replication to or from the newly
created system volume until two replication periods have elapsed (typically, 10 min-
utes). This is because the first file replication period updates the configuration of other
system volumes so that they are aware of the newly created system volume.

Determining the DNS Configuration Method

You can configure your Windows Server 2003 DNS server manually or you can allow
it to be configured automatically during Active Directory installation. Manual configu-
ration of DNS to support Active Directory is required if you are using a non—-Windows
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Server 2003 DNS server or if you want to set up a configuration other than the default
configuration set up during Active Directory installation. You can configure DNS man-
ually using the DNS console. For details about manually configuring DNS for Active
Directory, refer to the MCSA/MCSE Self-Paced Training Kit (Exam 70-291): Implement-
ing, Managing, and Maintaining a Microsoft Windows Server 2003 Network Infrastruc-
ture (Microsoft, Press, 2003).

Although Active Directory requires that the DNS service be installed on your network,
you can install DNS implementations other than Microsoft Windows Server 2003 DNS
service. However, these other implementations might not have all of the features of
Windows Server 2003 DNS. Therefore, you might not be able to take advantage of full
DNS integration with Active Directory. For details about Active Directory interoperabil-
ity with other DNS services, refer to the MCSA/MCSE Self-Paced Training Kit (Exam 70-
291): Implementing, Managing, and Maintaining a Microsoft Windows Server 2003
Network Infrastructure.

Determining the DNS Configuration

If you allow DNS to be configured automatically during Active Directory installation,
the server is automatically set to meet the DNS requirements for joining Active Direc-
tory. However, if you have installed DNS manually or if your DNS solution does not
support dynamic update, you must ensure that your configuration meets the DNS
requirements for joining an Active Directory domain as described in this section.

Computers joining an Active Directory domain must satisfy the following DNS
requirements:

m The computer must be configured with a static Internet Protocol (IP) address and
the IP address of a preferred DNS server.

m The _ldap._tcp.dc._msdcs.DNSDomainName service (SRV) resource record must
exist in DNS. DNSDomainName is the DNS name of the Active Directory domain
the computer is attempting to join.

m  The host (A) resource record for the DNS name of the domain controllers speci-
fied in the data field of the _ldap._tcp.dc._msdcs.DNSDomainName service (SRV)
resource record must exist in DNS.

Configuring a Static IP Address and Preferred DNS Server

Before you install Active Directory on a server, you should configure a static IP address
for the server and designate a preferred DNS server. To configure a static IP address for
a server and designate a preferred DNS server, complete the following steps:

1. Click Start, point to Connect To, and then click Show All Connections.

2. Right-click Local Area Connection and then click Properties.
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3. Click Internet Protocol (TCP/IP) and then click Properties.
4. In the Internet Protocol (TCP/IP) Properties dialog box, shown in Figure 2-4, click

Use The Following IP Address. To specify a static IP address for the DNS server,
type the IP address, subnet mask, and default gateway IP addresses in the IP

Address, Subnet Mask, and Default Gateway boxes, respectively.

Internet Protocol (TCP/IP) Properties 2=l

General |

‘fou can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

IP address: 192,168, 0 . 1
Subnet mask: I 255,255,255, 0
Defaulk gateway: I . . .

€ Obtain DRS server address autamatizally:

—{* Use the following DNS server addresses:
Preferred DMS server: 192,168, 0 . 1

Alternate DMS server: I . . .
Advanced... |

[8]4 I Cancel |

Figure 2-4 The Internet Protocol (TCP/IP) Properties dialog box, showing configuration for a
static IP address

. Click the Use The Following DNS Server Addresses button and type the IP address

of the preferred DNS server in the Preferred DNS Server box. It is a best practice
to use a preferred DNS server in the same site. Optionally, you can specify the IP
address of an alternate DNS server that this server will use if the preferred DNS

server does not respond.

6. Click OK.

Off the Record You should always configure a Preferred and Alternate DNS server for all
client computers, member servers, and domain controllers whenever possible. Without DNS,
domain member computers are unable to find domain controllers. If you only configure a Pre-
ferred DNS server on (a) domain member computer(s) and that DNS server is unavailable for
any reason, those domain member computers will be unable to locate a domain controller. If
a client computer is unable to locate a domain controller, a large variety of connectivity and
logon issues can occur.
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Configuring the Required DNS Resource Records

Computers joining an Active Directory domain require the following resource records
in DNS to locate an Active Directory domain controller:

_ldap._tep.de._msdcs.DNSDomainName service (SRV) resource record, which
identifies the names of the domain controllers that serve the Active Directory
domain. DNSDomainName is the DNS name of the Active Directory domain the
computer is attempting to join.

A corresponding address (A) resource record that identifies the IP addresses for
the domain controllers listed in the _ldap._tcp.dc._msdcs. DNSDomainName SRV
resource record.

To verify the presence of DNS resource records needed to join an Active Directory
domain, complete the following steps:

o NoE

Practice:

Click Start, and then click Command Prompt.
Type nslookup and press Enter.
At the Nslookup (“>”) prompt, type q=srv and press Enter.

At the next prompt, type _ldap._tcp.dc._msdcs.DNSDomainName. The DNS
query for resource records specified in the Nslookup command set q=srv returns
both SRV and A resource records.

Review the output and determine if all domain controllers in the Active Directory
domain that this computer is attempting to join are included and registered using
valid TP addresses. In some cases, you might need to manually add or verify reg-
istration of the service (SRV) resource records used to support Windows Server
2003 domain controllers.

If you need to add the SRV resource records that have been created for a domain
controller, open and view the Netlogon.dns file, created by the Active Directory
Installation Wizard when a server computer is promoted to a domain controller.
Netlogon.dns can be found at the following location on a domain controller:
%Systemroot9%\System32\Config\Netlogon.dns. If you have installed DNS manu-
ally or if your DNS solution does not support dynamic update, you must manually
enter these records on your DNS server(s).

Configuring a Static IP Address and Preferred DNS Server

In this practice, you configure a static IP address and preferred DNS Server for your
two practice servers, Serverl and Server2. You will use these servers to complete exer-
cises throughout this training kit.
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@\l Caution The exercises in this training kit are designed to be completed on servers set up
on their own practice network. The exercises require you to make changes to your server con-
figuration and can produce undesirable results if you are connected to a larger network. If you
are connected to a larger network, check with your administrator before attempting these
exercises.

Exercise: Configuring a Static IP Address and Preferred DNS Server

In this exercise, you configure a static IP address and a preferred DNS server to prepare
your servers for Active Directory service installation in Lesson 2.

» To configure a static IP address and preferred DNS server

1. Log on to both servers as Administrator using password as your password.

% Security Alert In a real-world environment, always be sure to use a complex password.
o g
N Microsoft recommends mixing uppercase and lowercase letters, numbers, and symbols (for

example, Lp6*g9F2).

2. Use the procedure provided earlier in this lesson to configure a static IP address
for Serverl. Configure Serverl as its own preferred DNS server. See your network
administrator for valid IP addresses or use 192.168.1.1.

3. Use the procedure provided earlier in this lesson to configure a static IP address
for Server2. Configure Serverl as the preferred DNS server. See your network
administrator for valid IP addresses or use 192.168.1.2.

Lesson Review

The following questions are intended to reinforce key information presented in this
lesson. If you are unable to answer a question, review the lesson and then try the ques-
tion again. Answers to the questions can be found in the “Questions and Answers” sec-
tion at the end of the chapter.

1. What are the reasons to create more than one child domain under a dedicated root
domain?

2. What is a forest root domain?
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3.

4.

5.

For best performance and fault tolerance, where should you store the database
and log files?

What is the function of the shared system volume folder and where is the default
storage location of the folder?

Which of the following is not a valid reason for creating an additional domain?
a. To meet SAM size limitations
b. To meet required security policy settings, which are linked to domains
c. To meet special administrative requirements, such as legal or privacy concerns

d. To optimize replication traffic

Lesson Summary

Before you can install Active Directory, you must determine the domain structure,
domain names, storage location of the database and log files, location of the
shared system volume folder, and the DNS configuration method.

Begin your domain structure with a single dedicated root domain, and add child
domains only to meet required security policy settings, which are linked to
domains; to meet special administrative requirements, such as legal or privacy
concerns; to optimize replication traffic; to retain Windows NT domains; or to
establish a distinct namespace.

A forest root domain is the first domain you create in an Active Directory forest.
The forest root domain must be centrally managed by an IT organization that is
responsible for making domain hierarchy, naming, and policy decisions.

The default location for the database and database log files is %Systemroot%\Ntds,
although you can specify a different location during Active Directory installation.
For best performance and fault tolerance, place the database and the log file on
separate hard disks that are NTFS drives.

The default location for the shared system volume is %Systemroot%\Sysvol,
although you can specify a different location during Active Directory installation.
The shared system volume must be located on a partition or volume formatted
with NTFS.
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Lesson 2: Installing and Removing Active Directory

After you’ve completed your preparation work with the installation prerequisites
described in Lesson 1, you're ready to install Active Directory. Removing Active Direc-
tory follows a process similar to installation. This lesson shows you how to install and
remove Active Directory.

After this lesson, you will be able to

m Install Active Directory using the Active Directory Installation Wizard
m Install Active Directory using an unattended installation

m Install Active Directory using the network or backup media

m Install Active Directory using the Configure Your Server Wizard

m Remove Active Directory

Estimated lesson time: 40 minutes

Installing Active Directory

There are four ways to install Active Directory:

Using the Active Directory Installation Wizard (to install Active Directory in most
situations)

Using an answer file to perform an unattended installation (to install Active Direc-
tory remotely)

Using the network or backup media (to install Active Directory on additional
domain controllers in the network using media)

Using the Configure Your Server Wizard (an additional way to install the first
domain controller in a network only)

All these methods promote the computer to the role of domain controller, install Active
Directory, and, if desired, install and configure the DNS server.

Installing Active Directory Using the Active Directory Installation Wizard

The Active Directory Installation Wizard is the main tool used to install Active Direc-
tory. The wizard presents a set of pages, on which you must input the following:

Domain controller type—either the first domain controller for a new domain or a
new domain controller added to an existing domain

Domain type—a new domain in a new forest, a child domain in an existing
domain tree, or a new domain tree in an existing forest
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= Domain name

m  NetBIOS name for the domain

m Active Directory database and log folder location
m Shared system volume folder location

m Default permissions for user and group objects

m Directory services restore mode administrator password

After you input this information, the wizard installs Active Directory, creates the full
domain name, assigns the NetBIOS name for the domain, sets the Active Directory
database and log folder location, sets the shared system volume folder location, and
installs DNS and a preferred DNS server if you requested automatic DNS installation.
The Active Directory Installation Wizard does not install Dynamic Host Configuration
Protocol (DHCP), assign the static IP address, assign the subnet mask, create a DHCP
scope, or set up an application naming context in Active Directory for use by Tele-
phony Application Programming Interface (TAPD client applications.

As you begin installing Active Directory using the Active Directory Installation Wizard,
you must choose whether to create the first domain controller for a new domain or add
the new domain controller to an existing domain. You portray the domain structure by
making these choices as they are presented in the wizard.

Creating the First Domain Controller for a New Domain If you choose to create the
first domain controller for a new domain, you create both the domain controller and a
new domain. You can then specify whether you want to create a new domain in a new
forest, a child domain in an existing domain tree, or a new domain tree in an existing
forest, as illustrated in Figure 2-5.

When you create a new domain in a new forest, either the new domain is the first
domain in the organization or it is a new domain that you want to be completely inde-
pendent from your existing forest. When you create a new child domain in an existing
domain tree, the new domain is a child domain of an existing domain. Recall that
domains in a tree share a contiguous namespace and a hierarchical naming structure.
When you create a new domain tree in an existing forest, the new domain is not part
of an existing domain. Recall that trees in a forest have different naming structures,
according to their domains, but the forest enables communication across the entire
organization.



Lesson 2 Installing and Removing Active Directory 219

Domain controller for a new domain

microsoft.com

noam.microsoft.com \europe.microsoft.com/ noam.microsoft.com

New domain in New child domain New domain tree in
a new forest in an existing tree an existing forest

Additional domain controller for an existing domain

. microsoft.com .

Existing domain Peer domain
controller controller

Figure 2-5 Domain controller roles and domain structure selections available during Active
Directory installation

Adding a New Domain Controller to an Existing Domain If you choose to add a
domain controller to an existing domain, you create a peer domain controller, as
shown in Figure 2-5. Peer domain controllers provide redundancy and reduce the load
on the existing domain controllers. Peer domain controllers are often placed in differ-
ent geographic locations to minimize Active Directory access traffic.

Off the Record Whenever you configure Active Directory, it’s very important to consider
two domain controllers per domain the absolute minimum. If you only have one domain con-
troller, you can lose the entire domain and all accounts if a serious hardware issue occurs. Of
course, if you take the time to back up your Active Directory domain, the domain is not lost
entirely, but it can still cause a significant problem. For example, users may not be able to log
on properly and no new accounts can be created until Active Directory is restored. Further,
you’ll only have the data that is current as of your last backup of Active Directory. Any
accounts created since that backup will be lost. To avoid this issue, always install a minimum
of two domain controllers for each domain.



2-20 Chapter 2 Installing and Configuring Active Directory

Using the Active Directory Installation Wizard The Active Directory Installation Wiz-
ard is started by typing depromo in the Run dialog box.

@ Exam Tip Know how to invoke the Active Directory Installation Wizard.

To install Active Directory for a new domain using the Active Directory Installation
Wizard, complete the following steps:

1. Click Start and then click Run. In the Run dialog box, type depromo in the Open
box and click OK.

2. On the Welcome To The Active Directory Installation Wizard page, click Next.

3. On the Operating System Compatibility page, click Next.

4. On the Domain Controller Type page, shown in Figure 2-6, select Domain Con-
troller For A New Domain, and then click Next.

Active Directory Installation Wizard x|

Domain Controller Type /
Specify the role you want thiz server to have.

Do you want thiz server to become a domain controller for a new domain or an
additional domain contraller for an existing domain’?

& Diomain controller for a new domairé

Select this option to create a new child domain, new domain tree, or new forest.
This server will become the first domain controller in the new domain.

" additional domain controller for an existing domain
@ Proceeding with thiz option will delete all local accounts on this server.

All cryptographic keys will be deleted and should be exported before
continuing.

All encrypted data, such as EFS-enciypted files or e-mail, should be decrypted
before continuing or it will be permanently inaccessible.

< Back I Mest » I Cancel |

Figure 2-6 Active Directory Installation Wizard, Domain Controller Type page

5. On the Create New Domain page, shown in Figure 2-7, ensure that Domain In A
New Forest is selected, and then click Next.
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Active Directory Installation Wizard x|

Create New Domain /
Select which type of domain to create.

Create a new:

pl iz the first domain in your organization or if you want the new
domain to be completely independent of your curent forest,

" Child domair in an existing domain tree

If you want the new domain to be a child of an existing domain, select this option.
For example, vou could create a new domain named
headquarters. example. microsoft. com as a child domain of the domain

example. microsoft. com.

" Domain bree in an existing forest

If you don't want the new domain to be a child of an existing domain, select this
option. Thig will create a new domain tree that is separate from any existing trees.

< Back I Mest » I Cancel |

Figure 2-7 Active Directory Installation Wizard, Create New Domain page

6. On the New Domain Name page, shown in Figure 2-8, in the Full DNS Name For
New Domain box, type the name of the domain and then click Next.

Active Directory Installation Wizard

New Domain Mame
Specify a name for the new domain.

Type the full DMS name for the new domain
[for example: headquarters. example. microzoft. com].

Eull DMS name for new domain:

Icontoso.con’l

< Back I Mest » I Cancel |

Figure 2-8 Active Directory Installation Wizard, New Domain Name page

7. After a few moments, the NetBIOS Domain Name page appears, as shown in
Figure 2-9. It's recommended that you use the default NetBIOS name. Click Next.



2-22 Chapter 2 Installing and Configuring Active Directory

Active Directory Installation Wizard x|

NetBIOS Domain Name /
Specify a MetBIOS name for the new domain.

Thiz iz the name that users of earlier versions of “Windows will use to identify the new
domain. Click Mext to accept the name shown, or type a new name.

Domain MetBIOS name:

< Back I Mest » I Cancel |

Figure 2-9 Active Directory Installation Wizard, NetBIOS Domain Name page

8. On the Database and Log Folders page, shown in Figure 2-10, type the location of
the Active Directory database in the Database Folder box and the Active Directory
log in the Log Folder box. It’s recommended that you place the database and the
log file on separate hard disks that are NTFS drives. Click Next.

Active Directory Installation Wizard x|

Database and Log Folders /
Specify the folders to contain the Active Directory databaze and log files.

For best performance and recoverability, store the databaze and the log on separate
hard digks.

‘Where do you want to store the Active Directory databaze?

Databaze folder:

Browse... |

‘Where do you want to stare the Active Directory log?

Log falder:

[WwWINDOWSAHTDS Browse... |

< Back I Mest » I Cancel |

Figure 2-10 Active Directory Installation Wizard, Database And Log Folders page
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9. On the Shared System Volume page, shown in Figure 2-11, type the location of the
Sysvol folder in the Folder Location box. The shared system volume must be
located on a partition or volume formatted with NTFS. Click Next.

Active Directory Installation Wizard x|

Shared System Yolume /
Specify the folder to be shared as the system volume.

The 5%SYOL folder stores the server's copy of the domain's public files. The contents
of the SY'SWOL folder are replicated to all domain contrallers in the domain,

The 5vSWOL folder rmust be located on an MTFS volume.
Enter a lacation for the SY5YOL folder.

Folder location:

Browse... |

< Back I Mest » I Cancel |

Figure 2-11 Active Directory Installation Wizard, Shared System Volume page

10. On the DNS Registration Diagnostics page, shown in Figure 2-12, view the details
of the diagnostic test. Then select the appropriate option, as follows:

—If you have configured DNS but there is a problem and you have fixed it,
select I Have Corrected The Problem. Perform The DNS Diagnostic Test
Again, and then click Next.

[If you have not yet configured DNS and you want the wizard to configure
it, select Install And Configure The DNS Server On This Computer, and
then click Next.

—If you have configured DNS but there is a problem and you would like to cor-
rect the problem later, select I Will Correct The Problem Later By Configuring
DNS Manually, and then click Next.
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Active Directory Installation Wizard x|
DHS Registration Diagnostics /
Werify DNS support, or install DMS on this computer.

Diagnostic Results -

The registration diagnostic haz been run 1 time.

Mone of the DMS servers uzed by this computer responded within the timeout
interval

Foor mare information, including steps to cammect this problem, see Help.

Details
The 504 query for _|dap._tep.de._msdes contozo.com ta find the primary DHS LI
| have comected the problem. Perform the DNS diagnostic test again.

& |nztall and configure the DMS server on this computer, and set this computer to use
thiz DMS server as its prefered DNS server.

| will comect the problem later by configuing DNS manually. [4dvanced)

< Back I Mest » I Cancel |

Figure 2-12 Active Directory Installation Wizard, DNS Registration Diagnostics page
11. On the Permissions page, shown in Figure 2-13, select the appropriate default per-

missions for user and group objects, and then click Next.

Active Directory Installation Wizard |

Permissions /
Select default permizsions for uger and group objects.

Some server programs, such as Windows NT Remote Access Service, read information
stored on domain controllers.

" Pemissions compatible with pre-windows 2000 server operating systems

Select thiz option if you run server programs on pre-windows 2000 server operating
zyztems or on Windows 2000 or Windows Server 2003 operating systems that are
members of pretwindows 2000 domains.

@ Anonymous ugers can read information on this domain,

o)

Permissions compatible only with Windows 2000 ar Windaws Server 2003
inperating systems

Select thiz option if you rn gerver programs only on 'Windows 2000 or Windows
Server 2003 operating systems that are members of Active Directory domainz, Only
authenticated users can read information on this domain.

< Back I Mest » I Cancel |

Figure 2-13 Active Directory Installation Wizard, Permissions page

12. On the Directory Services Restore Mode Administrator Password page, shown in
Figure 2-14, type the password you want to assign to this server’s Administrator
account in the event the computer is started in directory services restore mode in
the Restore Mode Password box. Confirm the password in the Confirm Password
box. Click Next.
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Active Directory Installation Wizard

Directory Services Rest Mode Admini: P d
Thiz password iz used when you start the computer in Directory Services Restore
Mode.

Type and confirm the pazsword you want to azzign to the Administrator account uzed
when thiz server is started in Directory Services Restore Mode.

The restare mode Administrator account is different from the domain Administrator
account. The passwords for the accounts might be different, so be sure ta remember

bath.
Festore Mode Password: quuu
LConfirm pazzword: Iﬂuuu

For more information about Directory Services Restore Mode, see Active Directory Help,

< Back I Mest » I Cancel |

Figure 2-14 Active Directory Installation Wizard, Directory Services Restore Mode Administra-
tor Password page

13. On the Summary page, shown in Figure 2-15, the options that you selected are
listed. Review the contents of the Summary page, and then click Next. The wizard
takes a few minutes to configure Active Directory components. If you have not
configured a static Internet Protocol (IP) address for the server, you will be
prompted to do so.

Active Directory Installation Wizard x|

Summary /
Fieview and confirm the options pou selected.

ou choze b
Configure this server az the first domain controller in a new forest of domain trees.

The new domain name is contoso.com. This is also the name of the new forest.
The MetBI0S name of the domain is CONTOSO

D atabase folder: D:AWINDOWSSNTDS

Log file folder: D:NWINDOWSYNTDS

STSVOL folder: D:AWINDOWSASYSVOL

The DMS zervice will be installed and configured on this computer. This computer
will be configured to use thiz DMNS server ag its preferred DMS server.

I]

To change an option, click Back. To begin the operation, click MNext.

< Back I Mest » I Cancel |

Figure 2-15 Active Directory Installation Wizard, Summary page

14. When the Completing The Active Directory Installation Wizard page appears, click
Finish, and then click Restart Now.
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15. On the This Server Is Now A Domain Controller page, click Finish. Active Direc-
tory is now installed on the server.

Note Before you attempt to install Active Directory on a server, you must have an edition of
Windows Server 2003 family installed and a static IP address configured for the server. Refer
to Lesson 1 for instructions on configuring a static IP address for a server.

Installing Active Directory Using an Answer File

You can create an answer file to run the Active Directory Installation Wizard without
having to respond to the screen prompts. An answer file is a file that contains answers
to questions that should be automated during installation. The answer file must contain
all of the parameters that the Active Directory Installation Wizard needs to install Active
Directory. An answer file that is used to install Windows Server 2003 can also include
the installation of Active Directory, or you can create an answer file that installs only
Active Directory and is run after the Windows Server 2003 setup is complete and you
have logged on to the system.

To create the answer file, refer to the instructions located in the “Microsoft Windows
Preinstallation Reference,” viewable by opening the Ref.chm compiled HTML help file
on the Windows Server 2003 CD-ROM. The Ref.chm file is located in the Deploy.cab
file in the \Support\Tools folder on the CD. The parameters required for the Active
Directory setup answer file are described in Appendix B, “Active Directory Setup
Answer File Parameters.”

To install Active Directory using an answer file, complete the following steps:

1. Restart your computer and log on as Administrator.

2. Click Start and then click Run. In the Run dialog box, type dcpromo /answer:
answer file, where answer file is the name of the answer file, in the Open box
and click OK.

Installing Active Directory Using the Network or Backup Media

In Windows 2000, promoting a member server to become an additional domain con-
troller in an existing domain, required replicating the entire directory database to the
new domain controller. In case of low network bandwidth or a large directory database,
this replication could take hours or even days to complete. Servers running Windows
Server 2003 can be promoted using a restored backup taken from a Windows Server
2003 domain controller. This backup can be stored on any backup media (Tape, CD, or
DVD) or a network share. You can find more information about backing up Active
Directory in Chapter 3, “Administering Active Directory.”
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Using backup media to create an additional domain controller in your domain reduces
the amount of replication required to copy the directory database across your LAN or
WAN and will create an additional domain controller faster. This is because Active
Directory only needs to replicate the changes that occurred after that backup was
taken. The amount of replication that transpires depends on the age of the backup.
The backup cannot be older than the tombstone lifetime of the domain, which is set to
a default value of 60 days. Therefore, it is always recommended to use the most recent
backup available.

If the domain controller that was backed up contained an application directory parti-
tion, it will not be restored on the new domain controller. For information about cre-
ating an application directory partition on a new domain controller, refer to Chapter 5,
“Configuring Sites and Managing Replication.”

Although network bandwidth requirements will be greatly reduced by using this mech-
anism, network connectivity is still necessary so that

m  All critical objects are replicated to the new domain controller

m Non-critical objects created after the backup was taken and other changes can be
replicated to the new domain controller

m Data stored in the Sysvol folder is replicated to the new domain controller

To install Active Directory using the network or backup media, complete the following
steps:

1. Click Start, click Run, and then type depromo /adv in the Open box and click OK.
2. On the Operating System Compatibility page, click Next.

3. On the Domain Controller Type page, select Additional Domain Controller For An
Existing Domain, and then click Next.

4. On the Copying Domain Information page, select one of the following options:
[—DOver The Network to copy domain information to this server over the network.

[—From These Restored Backup Files and type the path to the backup files in
the box to copy domain information to this server from backup files.

Note To copy domain information to the server from backup files, you must first back up
the system state of a domain controller belonging to the domain in which this server will
become an additional domain controller. Second, the system state backup must be restored
locally on the server you are promoting. To do this using Windows Server 2003 backup,
choose the option Restore Files To: Alternate Location.

If the domain controller you restored the system state from was also a global catalog, the
Active Directory Installation Wizard will ask if you would like this domain controller to become
a global catalog as well.
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See Also For more information about backing up Active Directory, refer to Chapter 3.

5. On the Network Credentials page, specify your user name and password in the
User Name and Password boxes, respectively. In the Domain box, type in the
domain name and then click Next.

6. On the Database and Log Folders page, ensure that the correct locations for the
database folder and the log folder appear in the Database Folder box and the Log
Folder box, respectively. Click Next.

7. On the Shared System Volume page, ensure that the correct location for the shared
system volume folder appears in the Folder Location box. Click Next.

8. On the Directory Services Restore Mode Administrator Password page, type the
password you want to assign to this server’s Administrator account in the event the
computer is started in directory services restore mode in the Restore Mode Pass-
word box. Confirm the password in the Confirm Password box. Click Next.

9. On the Summary page, review your selections. Click Next to proceed with the
installation. Restart the computer when prompted.

Installing Active Directory Using the Configure Your Server Wizard

The Configure Your Server Wizard provides a central location for you to install many
services, including Active Directory, on a computer running Windows Server 2003. The
Configure Your Server Wizard is available from the Manage Your Server screen, which
opens automatically the first time you log on to a server by using administrative per-
missions. You can use the Configure Your Server Wizard to install Active Directory only
if the computer is the first server on the network and has not yet been configured. Oth-
erwise, if you attempt to use the Configure Your Server Wizard to install additional
domain controllers on the network, the wizard simply accesses the Active Directory
Installation Wizard to perform the actual installation.

If the computer is the first server on the network and has not yet been configured, the
Configure Your Server Wizard provides the Configuration Options page to promote the
server to a domain controller and install Active Directory. The Configuration Options
page configures your server in the following ways:

m  Promotes the computer to domain controller.
m Creates a full domain name for your network.
m  Assigns a static IP address.

m Installs Active Directory, DNS server, DHCP server, and Routing and Remote
Access.
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Assigns a subnet mask, if none has been configured on this server. By default, the
Configure Your Server Wizard assigns a subnet mask of 255.255.255.0.

Assigns a preferred DNS server, if none has been configured on this server. By
default, the Configure Your Server Wizard assigns a preferred DNS server with the
same IP address as the one specified for this server.

Assigns a DNS forwarder that you specify.
Configures and activates a DHCP scope.
Authorizes a DHCP server in Active Directory.

Sets up an application-naming context on the domain controller in Active Directory
for use by TAPI client applications.

Note Unlike the Active Directory Installation Wizard, the Configure Your Server Wizard does
not allow you to set the Active Directory database and log folder location or set the shared
system volume folder location. It also does not allow you to select a Directory Services
Restore Mode Administrator Password.

When you use the Configure Your Server Wizard, the Configuration Options page is
not available if the following points are true:

The computer is already configured as a DNS or DHCP server.

The computer has been set up to receive a dynamically configured IP address
from a DHCP server on the network.

The current session is a remote session.

The computer is running Routing and Remote Access.

No IP-enabled network adapters are installed.

More than one IP-enabled network adapter has been installed.
The computer does not have at least one NTFS partition.

The computer is joined to a domain.

The computer is already a domain controller.

The computer is not a domain controller yet, but the Active Directory Installation
Wizard has already been started.

The computer is a certificate authority (CA).
There is another computer on the network running the Windows Server 2003 family.
The computer is running Windows Server 2003, Datacenter Edition.

The computer is running Windows Server 2003, Web Edition.
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Note If the Configuration Options page is not available and you attempt to use the Config-

ure Your Server Wizard to install Active Directory, the wizard simply starts the Active Directory
Installation Wizard. Refer to the “Installing Active Directory Using the Active Directory Installa-
tion Wizard” section earlier in this chapter for details.

If the Configuration Options page is available, the Configure Your Server Wizard pre-
sents a set of pages, on which you must input:

m Domain name
m  NetBIOS name

m [P address of a forwarder, if desired

Removing Active Directory Services from a Domain Controller

Running Dcpromo on an existing domain controller allows you to remove Active
Directory from the domain controller and demotes it to either a stand-alone server or
a member server. If the domain controller is the last domain controller in the domain,
it will become a stand-alone server. If other domain controllers will remain in the
domain, it will become a member server. A stand-alone server is a computer that runs
the Windows Server 2003 operating system but does not participate in a domain. It
does not share account information with any other computer and cannot provide
access to domain accounts. A member server is a computer that runs the Windows
Server 2003 operating system and participates in a domain, but does not store a copy
of the directory database. For a member server, permissions can be set on resources
that allow users to connect to the server and use its resources.

If you remove Active Directory from all domain controllers in a domain, you also delete
the directory database for the domain, and the domain no longer exists. Computers
joined to this domain can no longer log on to the domain or use domain services.

To remove Active Directory, you must have administrative credentials as follows:

m To remove Active Directory from a domain controller that is the last domain con-
troller in a tree-root or a child domain, you must provide enterprise administrator
credentials or be a member of the Enterprise Admins group.

m To remove Active Directory from a domain controller that is the last domain con-
troller in the forest, you must log on to the domain as Administrator or as a mem-
ber of the Domain Admins group.

m To remove Active Directory from a domain controller that is not the last domain
controller in the domain, you must be logged on as a member of either the
Domain Admins group or the Enterprise Admins group.
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To remove Active Directory from a domain controller, complete the following steps:

1. Log on as the appropriate administrator.

2. Click Start, click Run, and then type dcpromo in the Open box and then click
OK.

3. On the Welcome To The Active Directory Installation Wizard page, click Next.

4. If the domain controller is a global catalog server, a message appears telling you
to make sure other global catalogs are accessible to users of the domain before
removing Active Directory from this computer. Click OK.

5. On the Remove Active Directory page, select the check box if the server is the last
domain controller in the domain. Click Next.

6. If the server is the last domain controller in the domain, the Application Directory
Partitions page appears. If you want to remove all application directory partitions
listed on this page, click Next. Otherwise, click Back. If you clicked Next, the Con-
firm Deletion page appears. Select the check box if you want the wizard to delete all
the application directory partitions on the domain controller, and then click Next.

Note Because removing the last replica of an application directory partition will result in
the permanent loss of any data contained in the partition, the Active Directory Installation
Wizard will not remove application directory partitions unless you confirm the deletion. You
must decide when it is safe to delete the last replica of a particular partition. If the domain
controller holds a TAPI application directory partition, you may need to use the Tapicfg.exe
command-line tool to remove the TAPI application directory partition. For more information on
using Tapicfg.exe, refer to Windows Server 2003 help.

7. On the Administrator Password page, type and confirm the administrator pass-
word, and then click Next.

8. On the Summary page, click Next. The Configuring Active Directory progress indi-
cator appears as Active Directory is removed from the server. This process will
take several minutes. Click Finish.

9. On the Active Directory Installation Wizard dialog box, click Restart Now to restart
the computer and complete the removal of Active Directory from the computer.

Practice: Installing and Removing Active Directory

In this practice, you install and remove Active Directory on your two practice servers,
Serverl and Server2.

Note To complete this practice successfully, you must have completed the practice in
Lesson 1.
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Exercise 1: Installing Active Directory

In this exercise, you install Active Directory on Serverl, a stand-alone server, making it
the first domain controller in a new domain.

To install Active Directory

1.

On Serverl, click Start, point to Control Panel, click Add Or Remove Programs,
and then click Add/Remove Windows Components. The Windows Components
Wizard opens.

In the Components box in the Windows Components window, scroll down and
clear Networking Services, and then click Next.

In the Completing the Windows Components Wizard window, click Finish.
Close the Add or Remove Programs window.

Restart Serverl and log on as Administrator.

Tip Ensure that the IP address for Serverl is the preferred DNS server as specified in
Lesson 1.

10.

11.

Use the procedure provided earlier in this lesson for installing Active Directory
using the Active Directory Installation Wizard to install Active Directory on
Serverl. Use the Active Directory domain name contoso.com. Ensure that the Net-
BIOS name is contoso.

On the Database and Log Folders page, ensure that the correct locations for the
database folder and the log folder appear in the Database Folder box and the Log
Folder box, respectively. Click Next.

On the Shared System Volume page, ensure that the correct location for the shared
system volume folder appears in the Folder Location box. Click Next.

On the Directory Services Restore Mode Administrator Password page, type the
password you want to assign to this server’s Administrator account in the Restore
Mode Password box in the event the computer is started in directory services
restore mode. Confirm the password in the Confirm Password box. Click Next.

Use the default entries for the remaining wizard pages. On the Summary page,
review your selections. Click Next to proceed with the installation.

Restart Serverl when the wizard prompts you.



Lesson 2 Installing and Removing Active Directory 2-33

Real World Verifying DNS Configuration Settings

DNS configuration errors are one of the most common Active Directory installa-
tion issues. Issues such as the DNS client pointing to the wrong IP address will
prevent you from installing Active Directory. If you have difficulty installing
Active Directory, you should verify your DNS settings on both the client and the
server, especially if you see a message that indicates the domain or domain con-
troller could not be contacted.

Practice:

Fixing a DNS Configuration and Installing Active Directory

In this practice, you configure DNS server settings on Server2 so that you can install
Active Directory, and then uninstall Active Directory from the server.

Exercise 1: Fixing a DNS Configuration

In this exercise, you'll incorrectly configure your DNS server settings for Server2. Then,
you'll attempt to install Active Directory on Server2. Finally, you’ll correct the DNS
server settings so you can properly install Active Directory on Server2.

P To fix a DNS configuration and install Active Directory

1.
2.

Log on to Server2 as Administrator.

Click Start, point to Control Panel, point to Network Connections, and then click
Local Area Connection.

n the Local Area Connection Status dialog box, click Properties.

n the Local Area Connection Properties dialog box, select Internet Protocol (TCP/
IP), and then click Properties.

Ensure DNS is not installed by clicking Start, pointing to Administrative Tools, and
then checking for DNS in the tree.

n the Internet Protocol (TCP/IP) Properties dialog box, set Preferred DNS Server
setting to 127.0.0.1.

7. Clear all IP Addresses in the Alternative DNS server setting box, and then click OK.

8. Log off Administrator.

9. Log on using the local administrator’s user name and password. In the Log On To

10.

Windows dialog box, ensure that you have the Log On To box set to SERVER2
(this computer). You may need to click Options in order to see the Log On To box.
Click OK.

Click Start, and then click Run. Type dcpromo in the Open dialog box. Click OK.
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11

12.
13.

14.

15.

16.

17.

18.

19.

20.
21.

When the Active Directory Installation Wizard starts, click Next to begin installing
Active Directory.

Read the Operating System Compatibility page, and then click Next.

On the Domain Controller Type page, select Additional Domain Controller For An
Existing Domain, and then click Next.

On the Network Credentials page, type the user name and password of the
domain administrator account. Type contoso.com as the domain, and then click
Next.

You should see an Active Directory Installation Wizard message box indicating an
error. The message box tells you that the domain controller for Contoso.com can-
not be located. This is because your Preferred DNS server is incorrectly config-
ured. Click Details to read more about this error, and then click OK.

On the Network Credentials screen, click Cancel to cancel the Active Directory
installation, and then click Yes to confirm the cancellation.

To correct your DNS configuration, click Start, point to Control Panel, point to Net-
work Connections, and then click Local Area Connection.

In the Local Area Connection Properties dialog box, select Internet Protocol (TCP/
IP) and click Properties.

In the Internet Protocol (TCP/IP) Properties dialog box, set the Preferred DNS
Server setting to the TP Address of Serverl. Click OK.

Click OK to close the Local Area Connection Properties dialog box.

Install Active Directory on Server2 as described earlier in this exercise.

Exercise 2: Removing Active Directory from a Domain Controller

In this exercise, you remove Active Directory from Server2, a domain controller, mak-
ing it a member server for a domain.

To remove Active Directory from a domain controller

1.

2.

On Server2, use the procedure provided earlier in this lesson to remove Active
Directory from a domain controller.

Restart Server2 when the wizard prompts you.
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Lesson Review

The following questions are intended to reinforce key information presented in this
lesson. If you are unable to answer a question, review the lesson and then try the
question again. Answers to the questions can be found in the “Questions and Answers”
section at the end of this chapter.

1. What command must you use to install Active Directory using the Active Directory
Installation Wizard?

2. What items are installed when you use the Active Directory Installation Wizard to
install Active Directory?

3. Explain the two ways you can use an answer file to install Active Directory.

4. What command must you use to install Active Directory using the network or
backup media?

5. Which of the following commands is used to demote a domain controller?
a. Dcdemote
b. Dcinstall
¢. Dcpromo

d. Dcremove
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Lesson Summary

You can install Active Directory using the Active Directory Installation Wizard by
using an answer file to perform an unattended installation, by using the network
or backup media, or by using the Configure Your Server Wizard.

The Active Directory Installation Wizard is the main tool used to install Active
Directory. You use the Dcpromo command to start the Active Directory Installa-
tion Wizard.

You can create an answer file to run the Active Directory Installation Wizard. The
answer file can be a part of the answer file used to install Windows Server 2003,
or it can install only Active Directory and run after Windows Server 2003 Setup is
complete.

You can use the network or backup media to install Active Directory on additional
domain controllers for an existing domain. Using backup media reduces band-
width requirements for Active Directory installation.

You can remove Active Directory from an existing domain controller and demote it
to either a stand-alone server or a member server by using the Dcpromo command.
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Lesson 3: Verifying Active Directory Installation

Verifying Active Directory installation involves verifying the domain configuration, DNS
configuration, DNS integration with Active Directory, installation of the shared system
volume, and operation of the Directory Services Restore Mode boot option. This lesson
shows you how to verify your Active Directory installation.

After this lesson, you will be able to

m Verify Active Directory installation
Estimated lesson time: 15 minutes

Verifying an Active Directory Installation

After you have completed the installation of Active Directory, you must verify that Active
Directory has been correctly installed. You can do this by verifying the following:

m Domain configuration

m  DNS configuration

m  DNS integration with Active Directory

m Installation of the shared system volume

m  Operation of the Directory Services Restore Mode boot option

Verifying Domain Configuration

After the domain controller is installed, various Active Directory administrative tools are
added to the administrative tools menu. You can verify that Active Directory is func-
tioning properly and that your domain controller is placed properly by opening the
Active Directory Users And Computers console and checking for the presence of the
domain and domain controller.

To verify domain configuration, complete the following steps:

1. Click Start, point to Administrative Tools, and then click Active Directory Users
And Computers.

2. On the Active Directory Users And Computers console, verify that your domain is
correctly named by finding it in the console tree.

3. Double-click the domain. Click the Domain Controllers container. Verify that your
domain controller appears and is correctly named by finding it in the details pane.

4. Double-click the server. Verify that all information is correct on the tabs in the
Properties dialog box for the server.
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Verifying the DNS Configuration

If you allow the Active Directory Installation Wizard to configure DNS for you, and
your DNS solution supports dynamic update, the Netlogon service registers a set of
default SRV resource records on the DNS server, as shown in Figure 2-16. SRV records
are required for clients to find hosts that provide required services.
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Figure 2-16 Set of default SRV records on Serverl and Server2
To verify the DNS configuration, complete the following steps:

1. Click Start, point to Programs, point to Administrative Tools, and then click DNS.

2. In the DNS console tree, double-click the DNS server, double-click Forward
Lookup Zones, double-click the zone. Expand the _msdcs, _sites, _tcp, and _udp
folders to view the default resource records.

Notice that the set of default SRV resource records is registered in multiple layers. The
structure shown in Figure 2-16 is for two domain controllers; more complex environ-
ments will appear as such, with multiple records in the multiple layers. Records are
provided for the global catalog, Kerberos, Kpasswd (Kerberos password change), and
Lightweight Directory Access Protocol (LDAP) services.

The Netlogon service creates a log file that contains all the SRV resource records and
places the log file in %Systemroot%\System32\Config\Netlogon.dns. An example Net-
logon.dns file is shown in Figure 2-17. If your DNS solution does not support dynamic
update, you must manually enter these records on your DNS server(s).
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Figure 2-17 Example Netlogon.dns file

Verifying DNS Integration with Active Directory

2-39

If you allow the Active Directory Installation Wizard to configure a basic DNS setup for
you, and your DNS solution supports dynamic update, the wizard configures an Active
Directory—integrated forward lookup zone with the name of the domain. The configu-
ration of this zone changes the storage location of zone data from the zone file to
Active Directory on the server. You can verify DNS integration by viewing the proper-

ties for the DNS zone and the DNS server.

To verify DNS integration with Active Directory, complete the following steps:

1. Click Start, point to Administrative Tools, and then click DNS.

2. In the DNS console tree, double-click the DNS server, double-click Forward
Lookup Zones, right-click the zone and select Properties from the menu. The

Properties dialog box for the zone appears.

3. In the General Tab, verify that Active Directory—Integrated appears after Type. Verify
that Nonsecure And Secure appears in the Dynamic Updates box. Notice that the
Security tab now exists to set the security for secure dynamic update. Click OK.

4. In the DNS console tree, right-click the DNS server and then select Properties from

the menu. The Properties dialog box for the DNS server appears.

5. In the Advanced tab, verify that the Load Zone Data On Startup box is set to From

Active Directory And Registry. Click OK.
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Verifying Installation of the Shared System Volume

The Active Directory Installation Wizard builds the shared system volume, Sysvol, dur-
ing the creation of a domain controller. Sysvol is a tree of folders containing files that
need to be available and synchronized between domain controllers in a domain or for-
est, including

m Sysvol shared folder
m Netlogon shared folder

m  Microsoft Windows 95, Microsoft Windows 98, Microsoft Windows Millennium
Edition (Windows Me), and Microsoft Windows NT 4 system policies

m  Windows 2000 and Windows Server 2003 Group Policy settings

m  User logon and logoff scripts

For example, the default folder structure contains the following folders for policies or
scripts used by network clients:

%Systemroot%\Sysvol\Sysvol\domain_name\Policies
%Systemroot%\Sysvol\Sysvol\domain_name\Scripts

You can verify the installation of the shared system volume by viewing the Sysvol fold-
ers in the location you specified during Active Directory installation.

To verify installation of the shared system volume, complete the following steps:

1. Open My Computer.

2. Open %Systemroot%\Sysvol or the location you specified during Active Directory
installation.

3. Verify that the Sysvol folder contains a shared Sysvol folder. Verify that the shared
Sysvol folder contains a folder for the domain, which contains a shared Scripts and
a Policies folder.

Verifying Operation of the Directory Services Restore Mode Boot Option

The Directory Services Restore Mode boot option allows restores of Active Directory on
a domain controller. This option is not available on member servers. You should verify
that this boot option is operational and runs with the password you specified during
Active Directory installation to ensure its availability if needed during troubleshooting
or restore operations.
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To verify operation of the directory services restore mode boot option, complete the
following steps:

1. Restart your computer and press F8 when you see the Boot menu.

2. On the Windows Advanced Options menu, use the arrow keys to select Directory
Services Restore Mode, and then press Enter.

3. The Boot menu is displayed again, with the words “Directory Services Restore
Mode” displayed in color at the bottom. Select the operating system installation
that you want to start, and then press Enter. The computer restarts in directory ser-
vices restore mode. This can take a few minutes.

4. On the Welcome To Windows screen, press Ctrl+Alt+Delete. Log on to the local
computer using the server’s Administrator account name (specified during server
setup) and directory services restore mode administrator password (specified dur-
ing Active Directory installation). Click OK.

$ Note You cannot use the name and password of the Active Directory administrator because
Active Directory is offline and account verification cannot occur. Rather, the SAM database is
used to control access to Active Directory on the local computer while Active Directory is
offline.

5. In the Windows Is Running In Safe Mode warning message box, click OK to run
the domain controller in safe mode.

6. To return to normal Active Directory operation, restart the computer.

Practice: Verifying Active Directory Installation

In this practice, you verify Active Directory installation on the domain controller you
created in Lesson 2.

$ Note To complete this practice successfully, you must have completed the practices in
Lessons 1 and 2.

Exercise: To Verify Active Directory Installation

In this exercise, you verify Active Directory installation by verifying the domain config-
uration, the DNS configuration, DNS integration with Active Directory, installation
of the shared system volume, and operation of the Directory Services Restore Mode
boot option.
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P To verify Active Directory installation
1. Log on to Serverl as Administrator using password as your password.
2. Use the procedures provided earlier in this lesson to verify the following:
[ Domain configuration
[DNS configuration
[DNS integration with Active Directory
Installation of the shared system volume

[ DOperation of the Directory Services Restore Mode boot option

Lesson Review

The following questions are intended to reinforce key information presented in this
lesson. If you are unable to answer a question, review the lesson and then try the
question again. Answers to the questions can be found in the “Questions and Answers”
section at the end of this chapter.

1. After Active Directory has been installed, how can you verify the domain configuration?

2. After Active Directory has been installed, how can you verify the DNS configuration?

3. After Active Directory has been installed, how can you verify DNS integration with
Active Directory?

4. After Active Directory has been installed, how can you verify installation of the
shared system volume?

Lesson Summary

m You can verify that Active Directory has been correctly installed by verifying
domain configuration, DNS configuration, DNS integration with Active Directory,
installation of the shared system volume, and the operation of the Directory Ser-
vices Restore Mode boot option.
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Lesson 4: Troubleshooting Active Directory
Installation and Removal

In order to install or remove Active Directory you must be able to troubleshoot Active
Directory installation and removal. Troubleshooting Active Directory installation and
removal involves using the Directory Service log; the Netdiag, Dcdiag, and Ntdsutil
command-line tools; and the Dcpromoxx.log files to solve Active Directory installation
and removal-related problems. This lesson shows you how to troubleshoot the instal-
lation and removal of Active Directory.

After this lesson, you will be able to

m Troubleshoot the installation and removal of Active Directory
Estimated lesson time: 20 minutes

Troubleshooting Active Directory Installation

Some of the common problems you might encounter when installing and removing
Active Directory include the following:

m  You cannot reach the server from which you are installing, perhaps because the
DNS name is not registered yet.

m The name of the domain you are authenticating against is incorrect or not avail-
able yet.

m The user name and password you supplied are incorrect.
m The DNS server settings are not configured correctly.

m  You are unable to remove data in Active Directory after an unsuccessful removal
of Active Directory.

Windows Server 2003 provides the following tools to diagnose and resolve problems
encountered during Active Directory installation and removal:

m Directory Service log

m Netdiag.exe: Network Connectivity Tester

m Dcdiag.exe: Domain Controller diagnostic tool

m  Dcpromoui.log, Dcpromos.log, and Dcpromo.log files

m Ntdsutil.exe: Active Directory diagnostic tool
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Troubleshooting with the Directory Service Log

Active Directory records events, including errors, warnings, and information that Active
Directory generates, in the Directory Service log in Event Viewer. You can use the log
to monitor the activity level of Active Directory or to investigate problems.

To view the Directory Service log, complete the following steps:

1. Click Start, point to Administrative Tools, and then click Event Viewer.

2. In the console tree, select Directory Service. In the details pane, Event Viewer dis-
plays a list of events and summary information for each item, as shown in Figure
2-18. Information events appear with an “i” icon, warnings appear with a yellow
triangle icon, and errors appear with a red circle and white “x” icon.
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Figure 2-18 Example directory service log

3. To view additional information for any event, double-click the event.

Troubleshooting with Netdiag.exe: Network Connectivity Tester

The Network Connectivity Tester (Netdiag) is a command-line, diagnostic tool included
with the Windows Support Tools on the Windows Server 2003 Setup CD-ROM that
helps isolate networking and connectivity problems by performing a series of tests to
determine the state of a network client. Netdiag diagnoses network problems by
checking all aspects of a host computer’s network configuration and connections.
These tests and the network information they provide give support personnel a more
direct means of identifying and isolating network problems. In addition, because this
tool does not require parameters or switches to be specified, support personnel can
focus on analyzing the output, rather than using the tool.
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Netdiag has the following syntax:

netdiag [/q] [/v] [/1] [/debug] [/d:DomainName] [/fix] [/DcAccountEnum]
[/test:testname] [/skip:testnamel] [/?]

Each of the command parameters is explained in Table 2-1.

Table 2-1 Netdiag Command Switches

Parameter Function

/q Lists only tests that return errors

/v More extensive listing of test data as tests are performed

/1 Stores output in Netdiag.log, in the default directory

/debug Complete list of test data with reasons for success or failure

/d:DomainName Finds a domain controller in the specified domain

/fix Fixes minor problems

/DcAccountEnum Enumerates domain controller computer accounts

/test:testname Runs only the test specified by ftestname. For a complete list, type
netdiag /?

/skip:testname Skips the named test

/? Displays the netdiag syntax, including a list of tests.

Run Netdiag whenever a computer is having network problems. The utility tries to
diagnose the problem and can even flag problem areas for closer inspection. It can fix
simple DNS problems with the optional /fix switch.

To use Windows Support Tools, including Netdiag, you must first install them on your
computer. To install the Windows Support Tools, complete the following steps:

1. Start Windows Server 2003. You must log on as a member of the Administrators
group to install the support tools.

2. Insert the Windows Server 2003 CD into your CD-ROM drive.
3. Click Start, then select Run.

4. In the Run dialog box, type E:\Support\Tools\suptools.msi, where E: is the
drive letter of your CD-ROM drive. Click OK.

5. Follow the instructions that appear on your screen.
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Note The Setup program requires a maximum of 22 megabytes (MB) of free space to
install all Windows Support Tools files onto your hard disk. Setup creates a Support Tools
folder within the Program Files folder on the system drive. Support Tools are available from
the Start Menu by selecting All Programs followed by the Windows Support Tools option. For
detailed information about individual tools, click the Support Tools Help menu item. Graphical
user interface (GUI) tools can be invoked from the Tools menu. Command-line tools must be
invoked at the command prompt.

See Also You can find more information about Windows Support Tools in Chapter 3,
“Administering Active Directory.”

To use Netdiag to check domain controller connectivity, complete the following steps:

1. Click Start, and then click Command Prompt.

2. At the command prompt, type netdiag /debug and press Enter. The test runs and
displays the results in the command-prompt window.

For more information about Netdiag, see Windows Support Tools Help.

Troubleshooting with Dcdiag.exe: Domain Controller Diagnostic Tool

The Domain Controller Diagnostic tool (Dcdiag) is a command-line, diagnostic tool
included with the Windows Support Tools on the Windows Server 2003 Setup CD-ROM
that analyzes the state of domain controllers in a forest or enterprise and reports any
problems. Dcdiag runs a series of tests to verify different functional areas of Active
Directory. The user specifies which domain controllers are tested, such as all domain
controllers within an enterprise or site, or just a single domain controller. The user can
also select domain controllers holding a directory partition. In the default mode, mini-
mum output is displayed—a confirmation of each test. In the verbose mode, the col-
lected data for each test is displayed.

Dcdiag is a read-only tool that does not affect the state of the enterprise, and performs
an automatic analysis of the domain controller with little user intervention. Although
the Dcdiag tool has many other uses, you can use it to perform a test that diagnoses
domain controller connectivity, which is a common Active Directory installation trou-
bleshooting issue. The test for connectivity in the Dcdiag tool verifies that

m  DNS names for the server are registered.

m The server can be reached by means of IP at its IP address, LDAP, and a remote
procedure call (RPO).
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Dcdiag has the following syntax:

dcdiag /s:DomainController [/n:NamingContext] [/u:Domain\Username /p: {* | Password |
""}] [{/a | /e}] [{/q | /v}] [/i] [/f:LogFilel [/ferr:ErrLog]l [/c [/skip:Testl] [/
test:Test] [/fix1 [{/h|/?}]

Each of the command parameters is explained in Table 2-2.

Table 2-2 Dcdiag Command Switches

Parameters

Function

/s:DomainController
/n:NamingContext

/u:Domain\Username /p:
{* | Password | "}

/a
/e
/q
/v
/i
/f:LogFile
/ferr:ErrLog

/c

/skip:Test

/test: Test

/fix

{/h|/?}

Uses DomainController as a home server. This is a required
parameter.

Uses NamingContext as the naming context to test. Domains can
be specified in NetBIOS, DNS, or distinguished name format.

Uses Domain\ Username credentials for binding, with Password as
the password. "" is an empty or null password. * prompts for the
password.

Tests all the servers on this site.

Tests all the servers in the entire enterprise. Overrides /a.

(Quiet) Prints only error messages.

(Verbose) Prints extended information.

Ignores superfluous error messages.

Redirects all output to LogFile. /f: operates independently of /ferr:.

Redirects fatal error output to a separate file ErrLog. /ferr: operates
independently of /f:.

(Comprehensive) Runs all tests except DCPromo and Register-
InDNS, including nondefault tests. Optionally, can be used with
/skip to skip specified tests. The following tests are not run by
default: Topology, CutoffServers, and OutboundSecureChannels.

Skips the specified Test. Must be used with /c. Should not be run
in the same command line with /test.
The only 7est that cannot be skipped is Connectivity.

Runs only this test. The non-skippable Connectivity test is also
run. Should not be run in the same command line with /skip. For
a complete list, type dcdiag /?.

Fixes the Service Principal Names (SPNs) on the domain control-
ler’s Machine Account Object. Affects only the MachineAccount
test.

Displays a syntax screen at the command prompt.
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Note To use Windows Support Tools, including Dcdiag, you must first install them on your
computer. You can find the complete installation procedure in Chapter 3, “Administering
Active Directory.”

To use Dcdiag to check domain controller connectivity, complete the following steps:

1. Click Start, and then click Command Prompt.

2. At the command prompt, type: dcdiag /s:domain_controller_name
/test:connectivity and press Enter. The connectivity test runs and displays the
results in the command-prompt window.

See Also For more information about Dcdiag, see the Windows Support Tools Help.

Troubleshooting with the Dcpromo Log Files

Windows Server 2003 maintains Dcpromo log files that pertain to Active Directory
installation. When installing or removing Active Directory using the Active Direc-
tory Installation Wizard, the following log files are created in the %System-
root%\Debug folder:

m  Dcpromoui.log
m  Dcpromos.log

m  Dcpromo.log

You need to be familiar with the information provided in these log files because they
provide facts about Active Directory installation and removal performance and services.

Dcpromoui.log The Dcpromoui.log file contains a detailed progress report of the
Active Directory installation and removal processes from a graphical interface perspec-
tive. Logging begins when the Active Directory Installation Wizard is opened and con-
tinues until the summary page appears; regardless of whether it terminated
prematurely or completed successfully. If the installation or removal fails, detailed error
messages appear in the log immediately after the step that caused the failure. When the
installation or removal process is successful, the log provides positive confirmation of
that fact. The Dcpromoui.log file includes the following information about the installa-
tion or removal of Active Directory:

m The name of the source domain controller for replication

m The directory partitions that were replicated to the target server

m The number of items that were replicated in each directory partition
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m The services configured on the target domain controller

m The access control entries (ACEs) set on the registry and files
m The Sysvol directories

m  Applicable error messages

m Applicable selections that were entered by the Administrator during the installa-
tion or removal process

Dcpromos.log The Dcpromos.log file is similar to Dcpromoui.log. Dcpromos.log is
created by the user interface during the graphical user interface mode setup when a
Microsoft Windows 3.x-based or Microsoft Windows 4-based domain controller is pro-
moted to a Windows 2000 domain controller.

Dcpromo.log The Dcpromo.log file records settings used for promotion or demotion,
such as the site name, the path for the Active Directory database and log files, time syn-
chronization, and information about the computer account. The Dcpromo.log file cap-
tures the creation of the Active Directory database, Sysvol trees and the installation,
modification, and removal of services. This file is created by using the Active Directory
Installation Wizard.

To view the dcpromo logs, complete the following steps:

1. Open My Computer.
2. Open %Systemroot%\Debug. Double-click the desired log file.

Troubleshooting with Ntdsutil.exe: Active Directory Diagnostic Tool

The Active Directory diagnostic tool (Ntdsutil) is a command-line tool that provides
management facilities for Active Directory. By default, the Ntdsutil.exe file is installed
in the %Systemroot%\System32 folder. If you are an experienced administrator, you
can use Ntdsutil to remove metadata left behind by domain controllers that were
removed from the network without being properly uninstalled.

Caution Ntdsutil is intended for use by experienced administrators only. Improper use of
Ntdsutil can result in partial or complete loss of Active Directory functionality. In a production
environment, it's recommended that you have a current backup of the system state data
before using Ntdsutil. For information on backups, refer to Chapter 3, “Administering Active
Directory.”

As part of the removal of Active Directory from a domain controller, the Active Direc-
tory Installation Wizard removes the configuration data for the domain controller from
Active Directory. This data takes the form of the NTDS Settings object, which exists as
a child of the server object. You can view these objects in the Sites container in the
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Active Directory Sites And Services console. The attributes of the NTDS Settings object
include data that represent how the domain controller is identified to its replication
partners, the directory partitions that are maintained on the computer, and whether or
not the domain controller is a global catalog server. The NTDS Settings object is also a
container that can have child objects that represent the domain controller’s direct rep-
lication partners. This data is required for the domain controller to operate within the
environment, but the NTDS Settings object is removed upon the removal of Active
Directory.

Removing Orphaned Metadata If the NTDS Settings object is not properly removed
during the process of removing Active Directory, you can use Ntdsutil with the Meta-
data Cleanup option to manually remove the NTDS Settings object. Before manually
removing the NTDS Settings object from any server, you must also check if replication
has occurred because of the removal of Active Directory.

Note You can learn more about using Ntdsutil to manage orphaned metadata in Chapter 3,
“Administering Active Directory.” For more information about using Ntdsutil, refer to the
Microsoft Windows Server 2003 Resource Kit, located on the Microsoft Web site at
http://microsoft.com/windowsserver2003/techinfo/reskit/resourcekit.mspx

Removing the Domain Controller Object After you remove Active Directory from a
domain controller, the object that represents the server in the Active Directory Sites
And Services console remains. This condition occurs because the server object is a con-
tainer object that can hold child objects that represent configuration data for other ser-
vices installed on your computer. For this reason, the wizard does not automatically
remove the server object.

If the server object contains any child objects named NTDS Settings, these objects rep-
resent the server as a domain controller and must be removed automatically when
Active Directory is removed. If these objects are not removed automatically, or if
removal of Active Directory cannot be performed (for example, if a computer has mal-
functioning hardware), these objects must be removed by using Ntdsutil before you
can delete the server object. You can safely delete the server object in the Active Direc-
tory Sites And Services console only after all services have been removed and no child
objects exist.

To remove the domain controller object, complete the following steps:

1. Click Start, point to Administrative Tools, and then click Active Directory Sites and
Services.

2. In the Active Directory Sites And Services console, double-click the Sites container
to expand it, and then double-click the appropriate site object (the site in which
the server resides) to expand the site object.
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3. Double-click the Servers container, right-click the server object, and then click
Delete.

4. When you are prompted to confirm deleting the object, click Yes. This process
might not complete successfully for either of the following reasons:

[If you receive a message that states the server is a container that contains
other objects, verify that the appropriate services have been stopped before
you continue.

[If you receive a message that states the NTDS Settings object cannot be
deleted, you might be attempting to delete an active domain controller. How-
ever, this message would only occur if the NTDS Settings object is the com-
puter that you are trying to delete. Otherwise, the delete operation will
succeed.

Troubleshooting Scenarios

Table 2-3 describes some Active Directory installation and removal troubleshooting
scenarios.

Table 2-3 Active Directory Installation and Removal
Troubleshooting Scenarios

Cause Solution

Error: The computer successfully resolved the DNS service (SRV) resource record
required to locate a domain controller, but it failed to locate a domain controller for
the Active Directory domain.

The required A (address) resource records Verify that the required A resource records
that map the name of the domain controlle  exist in DNS by using Nslookup.
to its IP address do not exist in DNS.

The domain controller advertised in DNS Verify connectivity using ping and then verify
might not be connected to the network or that the domain controller is running.

is connected to the network but is

not running.

Error: The server could not dynamically register Domain Controller Locator records
because the DNS servers it uses for name resolution did not find a primary authorita-
tive zone for these resource records.

The preferred or alternate DNS servers used — Update the root hints for the DNS servers.
by this computer for name resolution contain
incorrect root hints.

There are incorrect delegations in the DNS Verify DNS zone delegations by using
zones starting at the root and descending to  Nslookup.

the zone with same name as the Active Direc-

tory domain name you specified.
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Table 2-3 Active Directory Installation and Removal
Troubleshooting Scenarios (Continued)

Cause Solution

Error: The computer receives “Domain not found,” “Server not found,” or “RPC server
is unavailable” messages.

Name registration or name resolution is not  Run Netdiag /debug on the server that is expe-
functioning correctly. This could be caused  riencing the problem to evaluate NetBIOS,

by a NetBIOS or DNS name registration or DNS, registration, and services. Run Dcdiag on
resolution problem, or a network connectivity the domain controller to evaluate network
problem. connectivity.

Error: This computer could not locate a domain controller for the Active Directory
domain displayed in the error message because the DNS servers used by this com-
puter for name resolution failed to look up the service (SRV) resource record.

The DNS SRV resource record is not Verify that the service (SRV) resource record

registered in DNS. for the requested domain and service type
exists in DNS by using Nslookup on a domain
controller for the Active Directory domain you
entered.

One or more of the zones listed in the error  Verify DNS zone delegations by using

message do not include a delegation to its Nslookup.
child zone.

Practice: Using Active Directory Installation Troubleshooting Tools

In this practice, you use Active Directory installation troubleshooting tools to perform
routine troubleshooting tasks on the domain controller you created in Lesson 2.

& Note To complete this practice successfully, you must have completed the practices in
Lesson 1 and Lesson 2.

Exercise 1: Performing Routine Troubleshooting Tasks

In this exercise, you perform routine troubleshooting tasks, including viewing the
directory service log, using Netdiag to check domain controller connectivity, using
Dcdiag to check domain controller connectivity, and viewing the Dcpromo logs.

» To perform routine troubleshooting tasks
1. Log on to Serverl as Administrator using password as your password.
2. Use the procedure provided earlier in this lesson to
[ View the directory service log

[ Use Netdiag to check domain controller connectivity
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[ Use Dcdiag to check domain controller connectivity

[—WView the Dcpromo logs

Off the Record In Lesson 3 of this chapter, you learned how to verify the installation of
Active Directory using a variety of tools in the interface. Now that you've seen Dcdiag in
action, you probably realize that it can also be used to verify the installation of Active Direc-
tory as well as check the system'’s status. If you try to run Dcdiag on a non-domain controller,
the utility will fail, telling you that the computer is not a domain controller. You should con-
sider the utilities that are part of the Windows Support Tools a primary troubleshooting
resource. Windows XP and Windows 2000 also include Support Tools that are useful in
troubleshooting client, server, and domain controller computers.

Lesson Review

The following questions are intended to reinforce key information presented in this
lesson. If you are unable to answer a question, review the lesson and then try the ques-
tion again. Answers to the questions in the “Questions and Answers” section can be
found at the end of this chapter.

1. What information is recorded in the directory service log?

2. How can you fix data left behind after an unsuccessful removal of Active Directory?

3. Which of the following tools are best used to evaluate network connectivity?
Choose all that apply.

a. Dcpromoui.log file
b. Dcpromo.log file
Ntdsutil

&0

Netdiag
e. Dcdiag
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Lesson Summary

The Directory Service log records events, including errors, warnings, and informa-
tion generated by Active Directory.

The Network Connectivity Tester (Netdiag) is a command-line, diagnostic tool that
helps isolate networking and connectivity problems by performing a series of tests
to determine the state of a network client.

The Domain Controller Diagnostic tool (Dcdiag) is a command-line, diagnostic
tool that analyzes the state of domain controllers in a forest or enterprise and
reports any problems.

The Dcpromoui.log, Dcpromos.log, and Dcpromo.log files are created when
installing or removing Active Directory using the Active Directory Installation Wiz-
ard.

The Active Directory diagnostic tool (NtdsutiD) is a command-line tool that pro-
vides management facilities for Active Directory. Ntdsutil is designed to be run by
an experienced administrator.

Case Scenario Exercise -

You are a network consultant. You are consulting for an educational institution called
Graphic Design Institute. The institute has four different departments: Information
Technology Services (ITS), Administration, Marketing, and Research. The ITS depart-
ment maintains the institute’s Web site (htip.//www.grapbicdesigninstitute.com) and
connection to the Internet. The Administration department primarily handles student
services, such as the enrollment and transcript management and student user account
creation and maintenance. The Marketing department is responsible for public aware-
ness, sales, and advertising for the institute. Table 2-4 describes the significant details
concerning the Graphic Design Institute’s network infrastructure.

Table 2-4 Graphic Design Institute Network Description

Number of Number of
Department Users Computers Operating Systems Used
ITS 10 25 UNIX
Administration 5,000 5,030 Windows 2000 Advanced Server,
Windows 2000 Professional, and
Windows XP
Marketing 15 20 Windows NT 4 Workstation

and Windows NT 4 Server
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The Research department is newly formed. The Research department has only two
employees, Mary Baker, VP of Research, and Bob Gage, Manager of Research. The
Research department currently has four computers. Two of the computers are running
Windows XP Professional. The other two are expected to run Windows Server 2003.
Mary and Bob use the Windows XP Professional computers as their personal worksta-
tions. This department is expected to grow significantly in the near future. The ITS
department has already installed a sufficient network infrastructure to support up to
200 computers. Bob plans to hire 25 new employees in the next month and another 75
in the next several months. Mary expects that her department will grow only to about
100 to 150 computers. Mary would like to centralize the department’s network admin-
istrative services and hire two people to manage the network.

The network structure for the Graphic Design Institute is outlined in Figure 2-19.

UNIX DNS

ITS Department ) 52 yhicdesigninstitute.com

Marketing Research

Windows NT 4
domain

Windows XP

workgroup
Administration

Windows 2000 domain
Windows 2000 DNS
admin.graphicdesigninstitute.com

Figure 2-19 Network structure for the Graphic Design Institute

The Director of the Graphic Design Institute, Laura Steele, asks you to assist Mary with
the implementation of an Active Directory infrastructure in the Research department.
She tells you that the company as a whole is not ready to even consider moving to
Active Directory right now. Laura wants you to consider setting up Active Directory
using Windows Server 2003 for only the Research department at this time. If that goes
well, she says she’ll discuss doing further upgrades that involve other departments.

Given this information, answer the following questions:

1. Before you install Active Directory for the Research department, what Active
Directory domain structure decisions must be made?
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2.

Assuming that the Mary wants a separate forest for the Research department, what
DNS decisions should be made before you install Active Directory?

If the ITS department decides to manage the Research department’s namespace,
what requirements will their UNIX DNS servers need to meet?

If the ITS department decides that it will manage the Research department’s name-
space, but it won’t allow dynamic DNS updates, what must be done manually?
How often must this be done?

If the Research department is expected to support the DNS records required by
Active Directory, what options would you have?

If the Research department decides to handle its own DNS namespace and they
want the most secure dynamic DNS configuration possible, what would you
expect to configure?

If the Research department wants to allow non-domain members or even non-
Microsoft computers to update Windows Server 2003 computers configured as
DNS servers, what type of updates must you allow?

Troubleshooting Lab -

You are troubleshooting connectivity problems reported by the network administrator
for the Research department, which has two Windows Server 2003 computers and 100
Windows XP Professional client computers. One of the administrators for Research
reports that he sees DNS registration errors in the Event Viewer and also sees errors
when he runs the Netdiag utility.
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In this section, you’ll troubleshoot this problem using the DNS console and the Netdiag
utility. To make this lab more realistic, you’'ll actually create a problem by deleting the
PDC emulator DNS record. You'll learn the significance of the PDC emulator in Chapter 4.

To delete the PDC emulator DNS record, perform the following steps:

1. On Serverl, log on as Administrator to the contoso.com domain.

2. Open the DNS console. (You can do this in one of two ways: Click Start, select
Administrative Tools, and then click DNS; or Click Start, then Run, and type
dnsmgmt.msc in the Open dialog box. Click OK.)

3. Expand the SERVERI object. Expand the following objects: Forward lookup
Zones, _msdcs.contoso.com, pdc, and then the tcp object.

4. Select the _ldap record in the right-hand pane. Right-click the record and then
select Delete. Click Yes to confirm the deletion.

5. Right-click _msdcs.contoso.com object and click Properties on the resulting con-
text menu. You'll see the _msdcs.contoso.com Properties dialog box General tab
appear.

6. Change the Dynamic Updates option box to read None.
7. Click OK.
8. Close the DNS console.

9. Restart Serverl.

At this point you've purposely created a connectivity issue and deleted a significant
DNS record. Typically, an administrator wouldn’t purposely cause such a problem.
However, DNS problems due to mistakes, lack of administrator knowledge, and net-
work connectivity issues are quite common. For example, changing the domain mem-
bership of a domain controller could potentially result in a DNS configuration error as
documented in Microsoft Knowledge Base Article 311354: “Event 5781 Occurs After DC
Changes Domain.”

To fix such a problem, perform the following steps:

1. On Serverl, log on as Administrator.

2. Open the Event Viewer application. (You can do this in one of two ways: Click Start,
click All Programs, Administrative Tools, and then click Event Viewer; or Click Start,
click Run, and then type eventvwr.msc in the Open dialog box. Click OK.)

3. Click on the System log. You should see some Warning events in the right-hand
pane that display a source of Netlogon. The time on these events should be the
time you restarted Serverl. There should be at least two unique messages, but
there could be four or more of these events in a row. The Event IDs are 5773 and
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5781, which you can see by double-clicking each Warning event. Review the infor-
mation inside each Warning event and then close it. Once you've reviewed all of
these messages, close the Event Viewer.

Open a command prompt.

5. In the Command Prompt window, type netdiag and press Enter. Remember, the

10.

11.

12.

13.

Windows Support Tools must be installed in order for this command to work.

Once this utility has finished running, scroll up in the Command Prompt window
until you see the DNS test section. Notice that the DNS test shows a failure. Read
that message.

Now, you’ll attempt to repair this issue by typing netdiag /fix and then pressing
Enter. Scroll up in the Command Prompt window until you see the DNS test sec-
tion. Notice all of the [FATAL] messages.

Your attempt to fix the issue at this point fails because your DNS server is not
accepting dynamic updates. Now you’ll switch your DNS server back to allowing
dynamic updates in order to correct this issue. Remember, if you don’t allow
dynamic updates, the only way to correct this issue is to enter the records manu-
ally in DNS based on the contents of the Netlogon.dns file (as described earlier in
this chapter).

Open the DNS console and expand the SERVER1 object, Forward Lookup Zones
object, and the _msdcs.contoso.com object.

Right-click _msdcs.contoso.com object and click Properties on the resulting con-
text menu. You'll see the _msdcs.contoso.com Properties dialog box General tab
appear.

Change the Dynamic Updates option box to read Secure Only. Leave the DNS
console open.

Now, you'll use the Netdiag utility to fix this issue. Return to the Command Prompt
window and type netdiag /fix and press Enter. Once this utility has finished run-
ning, scroll up until you see the DNS test section. Notice that Netdiag has repaired
the problem. The utility may still report one failure, but that issue is actually
solved. You'll see this if you run the utility one more time.

Type netdiag and press Enter. Scroll up to the DNS test and notice that the DNS
test is entirely successful.

You can also verify the fix by checking the DNS console. Return to the DNS con-
sole and press the F5 key to refresh the screen. Notice that the _Idap record
appears on the right-hand pane.

The Windows Support Tools are invaluable when troubleshooting configuration issues.
Netdiag is one of the first troubleshooting tools experienced administrators use
because it can diagnose and even correct several issues.



Chapter 2 Installing and Configuring Active Directory 2-59

Chapter Summary

m To prepare for Active Directory installation, you must determine the domain struc-
ture, domain names, storage location of the database and log files, location of the
shared system volume folder, and the DNS configuration method.

[Begin your domain structure with a single domain, called the forest root
domain. Add domains to meet required security policy settings, which are
linked to domains; to meet special administrative requirements, such as legal
or privacy concerns; to optimize replication traffic; to retain Windows NT
domains; or to establish a distinct namespace.

—Trhe default location for the database and the database log files is %Systemroot%\
Ntds, although you can specify a different location during Active Directory installa-
tion. For best performance and fault tolerance, place the database and the
log file on separate hard disks that are NTFS drives.

[The default location for the shared system volume is %Systemroot%\Sysvol,
although you can specify a different location during Active Directory installa-
tion. The shared system volume must be located on a partition or volume for-
matted with NTFS.

[—IYou can configure a Windows Server 2003 DNS server manually or you can
allow it to be configured automatically during Active Directory installation.
Manual configuration of DNS to support Active Directory is required if you
are using a non-Windows Server 2003 DNS server or if you want to set up a
configuration other than the default configuration set up automatically during
Active Directory installation.

m You can install Active Directory using the Active Directory Installation Wizard by
using an answer file to perform an unattended installation, by using the network
or backup media, or by using the Configure Your Server Wizard.

[Irhe Active Directory Installation Wizard is the main tool used to install Active
Directory. You use the dcpromo command to start the Active Directory Instal-
lation Wizard.

[—You can create an answer file to run the Active Directory Installation Wizard.
The answer file can be a part of the answer file used to install Windows Server
2003, or it can install only Active Directory and run after Windows Server 2003
Setup is complete. You can use the network or backup media to install Active
Directory on additional domain controllers for an existing domain.

[You can remove Active Directory from an existing domain controller and
demote it to either a stand-alone server or a member server by using the
dcpromo command.
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m Troubleshooting Active Directory installation and removal involves using the
directory service log; the Netdiag, Dcdiag, and Ntdsutil command-line tools; and
the Dcpromoxex.log files to solve Active Directory installation and removal-related
problems.

Exam Highlights

Before taking the exam, review the key points and terms that are presented in this
chapter. You need to know this information.

Key Points

m Before you can install Active Directory, you must determine the domain structure,
domain names, storage location of the database and log files, location of the
shared system volume folder, and the DNS configuration method.

m You can install Active Directory using the Configure Your Server Wizard or the
Active Directory Installation Wizard, by using an answer file to perform an unat-
tended installation, or by using the network or backup media.

m You can remove Active Directory from an existing domain controller and
demote it to either a stand-alone server or a member server by using the
Dcpromo command.

m  You can troubleshoot Active Directory installation and removal by using the Direc-
tory Service log; the Netdiag, Dcdiag, and Ntdsutil command-line tools; and the
Dcpromoxex.log files.

Key Terms

Active Directory Installation Wizard The tool that is used to install and remove
Active Directory.

Configure Your Server Wizard The tool that helps assign roles to a server, includ-
ing the role of domain controller.

domain name The name given by an administrator to a collection of networked
computers that share a common directory. Part of the DNS naming structure,
domain names consist of a sequence of name labels separated by periods.

forest root domain The first domain created in a new forest.
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Questions and Answers

Page Lesson 1 Review

215
1.

What are the reasons to create more than one child domain under a dedicated root
domain?

The reasons to create more than one child domain under the dedicated root are to meet
required security policy settings, which are linked to domains; to meet special administrative
requirements, such as legal or privacy concerns; to optimize replication traffic; to retain
Windows NT domains; and to establish a distinct namespace.

What is a forest root domain?

A forest root domain is the first domain you create in an Active Directory forest. The forest root
domain must be centrally managed by an IT organization that is responsible for making domain
hierarchy, naming, and policy decisions.

For best performance and fault tolerance, where should you store the database
and log files?

For best performance and fault tolerance, it’s recommended that you place the database and
the log file on separate hard disks that are NTFS drives, although NTFS is not required.

What is the function of the shared system volume folder and where is the default
storage location of the folder?

The shared system volume folder stores public files that must be replicated to other domain
controllers, such as logon scripts and some of the GPOs, for both the current domain and the
enterprise. The default location for the shared system volume folder is %Systemroot%\Sysvol.
The shared system folder must be placed on an NTFS drive.

Which of the following is not a valid reason for creating an additional domain?
a. To meet SAM size limitations
b. To meet required security policy settings, which are linked to domains
c. To meet special administrative requirements, such as legal or privacy concerns
d. To optimize replication traffic

The correct answer is a. In Windows NT, the SAM database had a limitation of about 40,000
objects per domain. In Windows Server 2003, each domain can contain more than 1 million
objects, so it is no longer necessary to define a new domain just to handle more objects.

Page Lesson 2 Review
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1.

What command must you use to install Active Directory using the Active Directory
Installation Wizard?

Use the Dcpromo command to install Active Directory using the Active Directory Installation
Wizard.
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2. What items are installed when you use the Active Directory Installation Wizard to

install Active Directory?

The Active Directory Installation Wizard installs Active Directory, creates the full domain name,
assigns the NetBIOS name for the domain, sets the Active Directory database and log folder
location, sets the shared system volume folder location, and installs DNS and a preferred DNS
server if you requested DNS installation.

. Explain the two ways you can use an answer file to install Active Directory.

An answer file that is used to install Windows Server 2003 can also include the installation of
Active Directory. Or, you can create an answer file that installs only Active Directory and is run
after Windows Server 2003 Setup is complete and you have logged on to the system.

. What command must you use to install Active Directory using the network or

backup media?

Use the Dcpromo /adv command to install Active Directory using the network or backup media.

5. Which of the following commands is used to demote a domain controller?

a. Dcdemote
b. Dcinstall

¢. Dcpromo
d. Dcremove

The correct answer is c¢. You use the Dcpromo command to demote a domain controller.

Lesson 3 Review

1. After Active Directory has been installed, how can you verify the domain configuration?

You can verify the domain configuration in three steps by using the Active Directory Users And
Computers console. First, you verify that your domain is correctly named by finding it in the con-
sole tree. Second, you double-click the domain, click the Domain Controllers container, and ver-
ify that your domain controller appears and is correctly named by finding it in the details pane.
Third, you double-click the server and verify that all information is correct on the tabs in the
Properties dialog box for the server.

. After Active Directory has been installed, how can you verify the DNS configuration?

You can verify DNS configuration by viewing the set of default SRV resource records on the DNS
server in the DNS console.

. After Active Directory has been installed, how can you verify DNS integration with

Active Directory?

You can verify DNS integration by viewing the Type setting and the Dynamic Updates setting in
the General tab in the Properties dialog box for the DNS zone and the Load Zone Data On
Startup setting in the Advanced tab in the Properties dialog box for the DNS server.
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4. After Active Directory has been installed, how can you verify installation of the
shared system volume?

You can verify installation of the shared system volume by opening %Systemroot%\Sysvol or the
location you specified during Active Directory installation and verifying that the Sysvol folder
contains a shared Sysvol folder and that the shared Sysvol folder contains a folder for the
domain, which contains a shared Scripts and a Policies folder.

Page Lesson 4 Review
2-53
1. What information is recorded in the directory service log?

Active Directory records events, including errors, warnings, and information that it generates, in
the directory service log in Event Viewer.

2. How can you fix data left behind after an unsuccessful removal of Active Directory?

First, you must remove the orphaned metadata—NTDS Settings objects—using Ntdsutil. Then
you must remove the domain controller object in the Active Directory Sites And Services con-
sole. You can safely delete the domain controller object only after all services have been
removed and no child objects exist.

3. Which of the following tools are best used to evaluate network connectivity?
Choose all that apply.

a. Dcpromoui.log file
b. Dcpromo.log file
Ntdsutil

d. Netdiag

g

e. Dcdiag

The correct answers are d and e. Netdiag and Dcdiag are the tools best suited to evaluate net-
work connectivity. The Dcpromoui and Dcpromo log files log events during the installation pro-
cess, and Ntdsutil provides management facilities for Active Directory.

Page Case Scenario Exercise
2-55

1. Before you install Active Directory for the Research department, what Active
Directory domain structure decisions must be made?

Mary must decide whether they want to install a completely new forest, install a domain tree,
or become part of an existing domain. For example, the Research department could become
part of the Windows 2000 Administrative domain, using their Windows Server 2003 domain
controllers as replica servers. Given what Laura told you, the decision will probably be to install
a new forest root.

2. Assuming that Mary wants a separate forest for the Research department, what
DNS decisions should be made before you install Active Directory?
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You must determine whether Research or the ITS department will manage that namespace. You
also need to know what namespace the new Research domain will use. For example, does
Mary want the new domain known as research.graphicdesigninstitute.com or something else?

. If the ITS department decides to manage the Research department’s namespace,

what requirements will their UNIX DNS servers need to meet?

The UNIX DNS servers must be able to support SRV records.

. If the ITS department decides that it will manage the Research department’s name-

space, but it won’t allow dynamic DNS updates, what must be done manually?
How often must this be done?

The SRV records must be entered manually from each domain controller’s Netlogon.dns file.
This will have to be done each time there is an infrastructure change to domain or any domain
controller. For example, if the IP address or server name of a domain controller changes, you’ll
have to update the DNS SRV records as well as the DNS A (Host) Records. If you add or remove
a site or global catalog server, the SRV records will also require an update.

. If the Research department is expected to support the DNS records required by

Active Directory, what options would you have?

Probably the most obvious and certainly the most simple, is to ask the ITS department to del-
egate the domain name research.graphicdesigninstitute.com namespace to the Research
department. The other option would be to have the Research department manage those por-
tions of the namespace that include SRV records. Those portions begin with _msdcs, _sites,
tcp, and _udp. Delegation is only necessary if other departments and/or users from the Inter-
net need to be able to contact the Research domain resources and hosts using host names.

. If the Research department decides to handle its own DNS namespace and they

want the most secure dynamic DNS configuration possible, what would you
expect to configure?

Set the Research department’s DNS servers to support Secure Only updates. This will work as
long as all Research department computers are members of the Active Directory domain.

. If the Research department wants to allow non-domain members or even non-

Microsoft computers to update Windows Server 2003 computers configured as
DNS servers, what type of updates must you allow?

Secure and non-secure.
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Exam Objectives in this Chapter:

m Set an Active Directory forest and domain functional level based upon
requirements

m Manage schema modifications

m Add or remove a UPN suffix

m  Restore Active Directory directory service
m Perform an authoritative restore

m Perform a nonauthoritative restore

m Diagnose and resolve issues related to the Active Directory database

Why This Chapter Matters

The information in this chapter shows you how to use various tools to administer
Active Directory. Both graphical and command-line tools are available. The
graphical tools are typically easier to use, especially for simple and unique tasks.
Many of the command line tools are quite useful when troubleshooting or auto-
mating processes. No matter how you decide to administer Active Directory, you
should be sure to back up your Active Directory database routinely. Despite
many technological advances, people still make mistakes and equipment some-
times fails. If someone accidentally deletes an Active Directory container object,
or if a server crashes, you might need to restore from backup.

The Active Directory Domains And Trusts console, the Active Directory Sites And
Services Console, and the Active Directory Users And Computers console are the
main tools for handling Active Directory—it’s important to know what function
each console serves. Windows Support Tools are also available; you must know
how to install them to be able to administer the fine points of Active Directory.
Microsoft Management Consoles (MMCs) allow you to administer Active Directory
from remote locations or to allow other administrators to manage Active Direc-
tory. This chapter shows you how to create and work with MMCs. Finally, you
use the Backup Or Restore Wizard to create backups of Active Directory and per-
form a restore. Being able to maintain effective backups and having the ability to
restore Active Directory from backup is vital for effective system administration.



32 Chapter 3 Administering Active Directory

Lessons in this Chapter:

Lesson 1: Using Active Directory Administration Tools. . . . .. ... ... ... 3-3
Lesson 2: Customizing MMCs . . . . . .. .. . . 3-17
Lesson 3: Backing Up Active Directory . . . . . . . . . ... 3-29
Lesson 4: Restoring Active Directory . . ... .. .. ... ... ... 3-44

Before You Begin

To complete the lessons in this chapter, you must:

Prepare your test environment according to the descriptions given in the “Getting
Started” section of “About This Book”

Complete the practices for installing and configuring Active Directory as discussed
in Chapter 2, “Installing and Configuring Active Directory”
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Lesson 1: Using Active Directory Administration Tools

The powerful and flexible Active Directory administration tools that are included with
Windows Server 2003 simplifies directory service administration. The Active Directory
administrative consoles enable you to administer Active Directory directory service. A
number of additional Active Directory administration tools are available in the
Windows Support Tools. This lesson introduces the Active Directory administrative
consoles and Windows Support Tools that are used to configure, manage, and debug
Active Directory.

After this lesson, you will be able to
m Describe the functions of the Active Directory Users And Computers administrative console
m Describe the functions of the Active Directory Sites And Services administrative console
m Describe the functions of the Active Directory Domains And Trusts administrative console
m Describe the functions of the Active Directory Schema snap-in
m Change the domain functional level
m Change the forest functional level
m Add or remove a UPN suffix
m Explain the purpose of each of the Windows Support Tools that pertain to Active Directory

Estimated lesson time: 20 minutes

Active Directory Administration Tools
Two main tools are used to administer Active Directory:

m Active Directory administrative consoles

m Active Directory—specific tools in Windows Support Tools

Active Directory Administrative Consoles

The Active Directory administrative consoles are installed automatically on computers
configured as Windows Server 2003 domain controllers when Active Directory is
installed. The administrative consoles can also be installed on other servers running
Windows Server 2003 using the optional Administrative Tools package. This enables
you to administer Active Directory from a computer that is not a domain controller. The
following administrative consoles are available on the Administrative Tools menu of all
Windows Server 2003 domain controllers:

m Active Directory Domains And Trusts console
m Active Directory Sites And Services console

m Active Directory Users And Computers console
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The Active Directory Schema snap-in is also available on a computer configured as a
domain controller, but must be installed manually.

Active Directory Domains And Trusts Console The Active Directory Domains And
Trusts console provides the interface to manage domains and manage trust relationships
between forests and domains. Using Active Directory Domains And Trusts, you can:

Provide interoperability with other domains (such as pre—Microsoft Windows 2000
domains or domains in other Windows Server 2003 forests) by managing explicit
domain trusts. Trusts are discussed in detail in Chapter 4, “Installing and Managing
Domains, Trees, and Forests.”

Change the domain functional level (formerly known as a domain mode) of a
Windows Server 2003 domain from Windows 2000 mixed to the Windows 2000
native or Windows Server 2003 functional level.

Change the forest functional level from Windows 2000 to Windows Server 2003
functional level.

Add and remove alternate user principal name (UPN) suffixes used to create user
logon names.

Transfer the domain naming operations master role from one domain controller to
another. Operations master roles are discussed in detail in Chapter 4, “Installing
and Managing Domains, Trees, and Forests.”

Domain Functional Levels As you learned in Chapter 1, domain functional levels
(formerly known as domain modes) provide a way to enable domain-wide Active
Directory features within your network environment. Four domain functional levels are
available: Windows 2000 mixed (default), Windows 2000 native, Windows Server 2003
interim, and Windows Server 2003.

Windows 2000 mixed When you first install or upgrade a domain controller to
a Windows Server 2003 operating system, the domain controller is set to run in
Windows 2000 mixed functionality. The Windows 2000 mixed functional level allows
a Windows Server 2003 domain controller to interact with domain controllers in the
domain running Microsoft Windows NT 4, Windows 2000, or Windows Server 2003.

Windows 2000 native The Windows 2000 native functional level allows a
domain controller running the Windows Server 2003 operating system to interact
with domain controllers in the domain running Windows 2000 or Windows Server
2003. You can raise the functional level of a domain to Windows 2000 native if the
domain controllers in the domain are all running Windows 2000 Server or later.

Windows Server 2003 interim The Windows Server 2003 interim functional
level allows a domain controller running the Windows Server 2003 operating sys-
tem to interact with domain controllers in the domain running Windows NT 4 or
Windows Server 2003. The Windows Server 2003 interim functional level is an
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option only when upgrading the first Windows NT domain to a new forest and
can be manually configured after the upgrade. This functional level does not sup-
port domain controllers running Windows 2000.

Windows Server 2003 The Windows Server 2003 functional level allows a
domain controller running the Windows Server 2003 operating system to interact
only with domain controllers in the domain running Windows Server 2003. You
can raise the functional level of a domain to Windows Server 2003 only if all

domain controllers in the domain are running Windows Server 2003.

Real World Integrating Windows Server 2003

into Existing Domains

If you plan to install Windows Server 2003 servers configured as domain con-
trollers into an existing Windows 2000 domain, you’ll have to run the
Adprep.exe command line utility. This utility is located in the 1386 directory of
the Windows 2003 Server installation CD-ROM. You’ll have to run the com-
mand adprep /forestprep on your existing Windows 2000 Server domain
controller holding the schema operations master role. You’ll have to run
adprep /domainprep on the Windows 2000 Server domain controller holding
Infrastructure Operations Master role. Be sure to search for articles concerning
ADPREP at bitp.//support.microsoft.com before you actually run these commands.

When you convert from Windows 2000 mixed or Windows Server 2003 interim func-
tional level to the Windows 2000 native or Windows Server 2003 functional level, keep
in mind the following:

Table 3-1 describes the domain-wide features that are enabled for their corresponding

Support for pre—Windows 2000 replication ceases. Because pre—Windows 2000
replication is gone, you can no longer have any domain controllers in your
domain that are not running Windows 2000 Server or later.

You can no longer add new pre—Windows 2000 domain controllers to the domain.

The server that served as the primary domain controller during migration is no
longer the domain master; all domain controllers begin acting as peers.

Note The change in domain functional level is one-way only; you cannot change from the
Windows 2000 native or Windows Server 2003 functional level to the Windows 2000 mixed
or Windows Server 2003 interim functional level.

domain functional level.
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Table 3-1 Features Enabled by Domain Functional Level

Windows 2000

Windows 2000

Domain Feature Mixed Native Windows Server 2003
Domain controller Disabled Disabled Enabled

rename tool

Update logon Disabled Disabled Enabled

timestamp

User password on Disabled Disabled Enabled

InetOrgPerson object

Universal Groups

Group Nesting

Converting Groups

SID History

Disabled for security
groups. Enabled for
distribution groups.
Enabled for distribu-
tion groups. Disabled
for security groups,
except for domain local
security groups that can
have global groups as
members.

Disabled. No group
conversions allowed.

Disabled

Enabled. Allows
security and distribu-
tion groups.
Enabled. Allows full
group nesting.

Enabled. Allows con-

version between
security groups and
distribution groups.
Enabled. Allows
migration of security
principals from one
domain to another.

Enabled. Allows secu-
rity and distribution
groups.

Enabled. Allows full
group nesting.

Enabled. Allows con-
version between secu-
rity groups and
distribution groups.
Enabled. Allows migra-
tion of security princi-
pals from one domain
to another.

@ \ Exam Tip Be able to distinguish between the domain functional levels.

To change the domain functional level to Windows 2000 native or Windows Server
2003, complete the following steps:

1. Click Start, select Administrative Tools, and then click Active Directory Domains

And Trusts.

2. Right click the domain and then click Raise Domain Functional Level.

3. On the Raise Domain Functional Level dialog box, in the Select An Available Domain
Functional Level list, select the domain functionality you want. Click Raise.

4. In the Raise Domain Functional Level message box, click OK.



Lesson 1 Using Active Directory Administration Tools 37

Forest Functional Levels Forest functional levels provide a way to enable forest-
wide Active Directory features within your network environment. Three forest func-
tional levels are available: Windows 2000 (default) and Windows Server 2003 interim,
and Windows Server 2003.

Windows 2000 When you first install or upgrade a domain controller to a
Windows Server 2003 operating system, the forest is set to run in the Windows
2000 functional level. The Windows 2000 functional level allows a Windows
Server 2003 domain controller to interact with domain controllers in the forest run-
ning Windows NT 4, Windows 2000, or Windows Server 2003.

Windows Server 2003 interim The Windows Server 2003 interim functional
level allows a domain controller running the Windows Server 2003 operating sys-
tem to interact with domain controllers in the domain running Windows NT 4 or
Windows Server 2003. The Windows Server 2003 interim functional level is an
option only when upgrading the first Windows NT domain to a new forest and
can be manually configured after the upgrade. This functional level does not sup-
port domain controllers running Windows 2000.

Windows Server 2003 The Windows Server 2003 functional level allows a
domain controller running the Windows Server 2003 operating system to interact
only with domain controllers in the domain running Windows Server 2003. You
can raise the functional level of a forest to Windows Server 2003 only if all domain
controllers in the forest are running Windows Server 2003 and all domain func-
tional levels in the forest have been raised to Windows Server 2003.

Once the forest functional level has been raised, domain controllers running earlier
operating systems cannot be introduced into the forest. Table 3-2 describes the forest-
wide features that are enabled for their corresponding functional levels.

Table 3-2 Features Enabled by Forest Functional Levels

Forest Feature Windows 2000 Windows Server 2003
Global catalog replication Enabled if both replication partners Enabled
improvements are running Windows Server 2003.

Otherwise, disabled.
Defunct schema objects Disabled Enabled
Forest trusts Disabled Enabled
Linked value replication Disabled Enabled
Domain rename Disabled Enabled
Improved Active Directory ~ Disabled Enabled
replication algorithms
Dynamic auxiliary classes Disabled Enabled
InetOrgPerson objectClass ~ Disabled Enabled

change
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@ \ Exam Tip Be able to distinguish between the forest functional levels.

To change the forest functional level to Windows Server 2003, complete the follow-
ing steps:

1. Click Start, select Administrative Tools, and then click Active Directory Domains
And Trusts.

2. Right click the Active Directory Domains And Trusts node and then click Raise
Forest Functional Level.

3. On the Raise Forest Functional Level dialog box, click Raise.

4. In the Raise Forest Functional Level message box, click OK.

UPN Suffixes A UPN suffix is the part of a UPN to the right of the @ character. The
default UPN suffix for a user account is the Domain Name System (DNS) domain name
of the domain that contains the user account. You can add alternative UPN suffixes to
simplify administration and user logon processes by providing a single UPN suffix for
all users. The UPN suffix is only used within the Active Directory forest and is not
required to be a valid DNS domain name.

Using alternative domain names as the UPN suffix can provide additional logon secu-
rity and simplify the names used to log on to another domain in the forest. For exam-
ple, if your organization uses a deep domain tree, such as one organized by
department and region, the domain name can be long. The default user UPN for a user
in such a domain might be sales.chi.contoso.com. Creating a UPN suffix of “contoso”
would allow the user to log on using the much simpler logon name of user@contoso.
If you create an alternative UPN, the UPN is then available when you create users by
using Active Directory Users And Computers.

To add or remove UPN suffixes, complete the following steps:

1. Click Start, select Administrative Tools, and then click Active Directory Domains
And Trusts.
2. Right click the Active Directory Domains And Trusts node and then click Properties.

3. On the Active Directory Domains And Trusts dialog box, in the UPN Suffixes tab,
shown in Figure 3-1, do one of the following:

[lo add a UPN suffix, type an alternative UPN suffix in the Alternative UPN
Suffixes box, and then click Add.

[l'o remove a UPN suffix, select the suffix from the Alternative UPN Suffixes
box, and then click Remove. On the Active Directory Domains and Trusts
message box, click Yes.

4. Click OK.
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Active Directory Domains and Trusks Prope 2=l

LIPN Suffises |

The names of the current domain and the root domain are the default user
principal name [UPH] suffixes. Adding alternative domain names provides
additional logon security and simplifies uzer logon names.

If you want alternative UPM suffizes to appear during uzer creation, add
them to the following list.

Alternative UPH suffises:

Al

Bemove |

QK I Cancel Lpply

Figure 3-1 UPN Suffixes tab

Active Directory Sites And Services Console You provide information about the
physical structure of your network by publishing sites to Active Directory using the
Active Directory Sites And Services console. Active Directory uses this information to
determine how to replicate directory information and handle service requests. Sites are
discussed in more detail in Chapter 5, “Configuring Sites and Managing Replication.”

Active Directory Users And Computers Console The Active Directory Users And Com-
puters console allows you to add, modify, delete, and organize Windows Server 2003
user accounts, computer accounts, security and distribution groups, and published
resources in your organization’s directory. It also allows you to manage domain con-
trollers and organizational units (OUs).

Active Directory Schema Snap-In  The Active Directory Schema snap-in is available so
you can view and modify Active Directory schema. By default, the snap-in is not avail-
able on the Administrative Tools menu. You must install it using the command line and
by creating an MMC for it. This action is required to ensure that the schema cannot be
modified by accident.

To install the Active Directory Schema snap-in, complete the following steps:

1. Log on as an Administrator.

2. Click Start, and then click Command Prompt.
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3. Type regsvr32 schmmgmt.dll

Click Start, and then click Run.

In the Run box, type mmc and then click OK.

On the File menu, click Add/Remove Snap-In.

In the Add/Remove Snap-In dialog box, click Add.

S A

In the Add Standalone Snap-In dialog box, in the Snap-In column, double-click
Active Directory Schema, then click Close.

9. In the Add/Remove Snap-In dialog box, click OK.

10. To save this console, on the File menu, click Save. In the Save As dialog box,
ensure that Administrative Tools is shown in the Save In box. Then type Active
Directory Schema in the File Name box and click Save. The Active Directory
Schema snap-in is now available from the Administrative Tools menu.

11. Close the Active Directory Schema snap-in.

See Also Modifying the Active Directory schema is an advanced operation that is best per-
formed by experienced programmers or system administrators. For detailed information about

modifying the Active Directory schema, see the Microsoft Windows Server 2003 Resource Kit,

located on the Microsoft Web site at http;//www.microsoft.com/windowsserver2003/techinfo/
reskit/resourcekit.mspx.

For further information about using MMCs, refer to Lesson 2.

Active Directory-Specific Windows Support Tools

In Chapter 2, you installed the Windows Support Tools to assist you in troubleshooting
Active Directory installation. In addition, several tools that can be used to configure,
manage, and debug Active Directory are available in the Windows Support Tools. The
Windows Support Tools are included on the Windows Server 2003 CD in the \Sup-
port\Tools folder. These tools are intended for use by Microsoft support personnel and
experienced users.

Table 3-3 describes the Windows Support Tools that pertain to Active Directory.
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Table 3-3 Active Directory—Specific Windows Support Tools

Tool

Used to

Acldiag.exe: ACL

Diagnostics1

Adsiedit.msc: ADSI Edit?

Dcdiag.exe: Domain
Controller Diagnostic Tool
Dfsutil.exe: Distributed File
System Utility1

Dsacls.exe!

Dsastat.exe: Directory

Services Utility'

Ldifde!

Ldp.exe: LDP Tool?

Movetree.exe: Active Direc-

tory Object Manager!

Netdom.exe: Windows
Domain Manager1

Nltest.exel

Ntfrsutl!

Repadmin.exe: Replication

Diagnostics Tool!

Replmon.exe: Active Direc-

tory Replication Monitor”

Determine whether a user has been granted or denied access to
an Active Directory object. It can also be used to reset access con-
trol lists (ACLs) to their default state.

Add, delete, and move objects in the directory (including schema
and configuration naming contexts). Object attributes can be
viewed, modified, and deleted.

Analyze the state of domain controllers in a forest or enterprise
and report any problems.

Manage all aspects of Distributed File System (DFS), check the
configuration concurrency of DFS servers, and display the
DFS topology.

View or modify the ACLs of objects in Active Directory.

Compare naming contexts on domain controllers and detect
differences.

Create, modify, and delete directory objects on computers run-
ning Windows Server 2003 or Microsoft Windows XP Professional.

Allow Lightweight Directory Access Protocol (LDAP) operations,
such as connect, bind, search, modify, add, and delete, to be per-
formed against Active Directory.

Move Active Directory objects such as OUs and users between
domains in a single forest to support domain consolidation or
organizational restructuring operations.

Manage Windows Server 2003 domains and trust relationships
from the command line.

Provide a list of primary domain controllers, force a remote shut-
down, provide information about trusts and replication.

Dump internal tables, thread, and memory information for the NT
File Replication Service (NTFRS). It runs against local and remote
servers.

Diagnose replication problems between domain controllers. See
Chapter 5, “Configuring Sites and Managing Replication,” for more
information about using Repadmin.

Graphically display replication topology, monitor replication sta-
tus, force synchronization between domain controllers. See
Chapter 5, “Configuring Sites and Managing Replication,” for more
information about using Replmon.
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Table 3-3 Active Directory-Specific Windows Support Tools (Continued)

Tool Used to
Sdcheck.exe: Security Display the security descriptor for any object stored in Active
Descriptor Check Utility Directory. This tool enables an administrator to determine if ACLs

are being inherited correctly and if ACL changes are being repli-
cated from one domain controller to another.

Search.vbs: Active Directory Perform searches against an LDAP server to get information from
Search Tool! Active Directory.

Setspn.exe: Manipulate Ser- Read, modify, and delete the Service Principal Names (SPN) direc-
vice Principal Names for tory property for an Active Directory service account.

Accounts!

SIDwalker Security Adminis- Manage access control policies on Windows Server 2003 and

tration Tools Windows NT systems. SIDwalker consists of three separate
programs: Showaccs.exe! and Sidwalk.exe! for examining and
changing access control entries, and Security Migration Editor for
editing mapping between old and new security identifiers (SIDs).

1 command-line tool
2 MMC snap-in
3 GUI tool

See Windows Support Tools help for more information about using the Windows Sup-
port Tools that pertain to Active Directory.

Active Directory Service Interfaces (ADSI) provides a simple, powerful, object-oriented
interface to Active Directory. ADSI makes it easy for programmers and administrators
to create programs utilizing directory services by using high-level tools such as
Microsoft Visual Basic, Java, C, C# or Visual C++ as well as scripted languages such as
VBScript, JScript, or PerlScript without having to worry about the underlying differ-
ences between the different namespaces. ADSI is a fully programmable Automation
object for use by administrators.

ADSI enables you to build or buy programs that give you a single point of access to
multiple directories in your network environment, whether those directories are based
on LDAP or another protocol.

Note A detailed discussion of ADSI is beyond the scope of this training kit. For further
information about ADSI, refer to the Microsoft Windows Server 2003 Resource Kit located on
the Microsoft Web site at http;//www.microsoft.com/windowsserver2003/techinfo/reskit/
resourcekit.mspx.
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Viewing Active Directory Administration Tools

In this practice, you view the Active Directory administrative consoles and some of the
Active Directory support tools.

Exercise 1: Viewing Active Directory Administrative Consoles

In this exercise, you view the Active Directory administrative consoles.

» To view Active Directory administrative consoles

1.
2.

Log on to Server01 as Administrator.

Click Start, point to Administrative Tools, and then click Active Directory Domains
And Trusts.

In the console tree, right-click the contoso.com domain and then select Properties.
In the Properties dialog box for the contoso.com domain, click the Trusts tab.
Notice the trust information boxes that would contain information about trusts if
there were other domains in the forest. Click Cancel.

In the console tree, right-click the contoso.com domain and then select Raise
Domain Functional Level. On the Raise Domain Functional Level dialog box,
notice the list in which you can raise domain functionality. Click Cancel. In the
console tree, right-click the Active Directory Domains And Trusts node and then
select Raise Forest Functional Level. On the Raise Forest Functional Level dialog
box, notice that you cannot raise forest functionality until you have raised the
domain functional level to Windows Server 2003. Click OK.

In the console tree, right-click the Active Directory Domains And Trusts node and
then select Properties. On the UPN Suffixes tab, notice where you can enter alter-
nate UPN suffixes. Click OK and then close the Active Directory Domains And
Trusts console.

Click Start, point to Administrative Tools, and then click Active Directory Sites And
Services. In the console tree, double-click the Sites folder. Notice that a site called
Default-First-Site is present. This site is created automatically when Active Direc-
tory is installed. Close the Active Directory Sites And Services console.

Click Start, point to Administrative Tools, and then click Active Directory Users
And Computers. In the console tree, double-click the Builtin folder and examine
all the default groups. Double-click the Users folder and examine all the default
users. Close the Active Directory Users And Computers console.
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Exercise 2: Installing and Viewing the Active Directory Schema Snap-In
In this exercise, you install the Active Directory Schema snap-in and view its contents.

To install and view the Active Directory Schema snap-in

1. Use the procedure provided earlier in this lesson to install the Active Directory
Schema snap-in.

2. Open the Active Directory Schema snap-in. In the console tree, double-click
Active Directory Schema. Double-click the Classes folder. Notice the list of classes
provided in the details pane.

3. In the console tree, double-click any class. Notice the list of attributes for that class
provided in the Details pane. Close the Active Directory Schema snap-in.

4. On the Microsoft Management Console message box, click No.

Exercise 3: Installing and Viewing the Active Directory-Specific
Windows Support Tools

In this exercise, you install Windows Support Tools and view some of the Active
Directory—specific support tools.
To install and view the Active Directory—specific Windows Support Tools

1. If you haven'’t already installed the Windows Support Tools, use the procedure
provided in Chapter 2 to install them.

2. Click Start, point to All Programs, point to Windows Support Tools, then click Sup-
port Tools Help.

3. Access the Dsacls.exe tool in the alphabetical list of tools by file name. View Help
for this tool.

4. In help, click Open Command Prompt. At the command prompt, type dsacls
\\server1\DC=contoso,DC=com and press Enter. The output shows the access
control list for Active Directory on Server0O1.

5. Close the command prompt. Close Dsacls Help.
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Lesson Review

The following questions are intended to reinforce key information presented in this
lesson. If you are unable to answer a question, review the lesson and then try the ques-
tion again. Answers to the questions can be found in the “Questions and Answers” sec-
tion at the end of this chapter.

1. What is the purpose of the Active Directory Domains And Trusts console?

2. What is the purpose of the Active Directory Sites And Services console?

3. What is the purpose of the Active Directory Users And Computers console?

4. Why isn’'t the Active Directory Schema snap-in provided automatically on the
Administrative Tools menu after you install Active Directory?

5. Which Active Directory-specific Windows Support Tool enables you to manage
Windows Server 2003 domains and trust relationships?

a. Ntdsutl.exe
b. Netdom.exe

. Active Directory Domains And Trusts console

¢]

d. Nltest.exe
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Lesson Summary

Three Active Directory administrative consoles are available on the Administrative
Tools menu of all Windows Server 2003 domain controllers. The Active Directory
Schema snap-in is also available on a domain controller, but must be installed
manually to ensure the schema is not modified by accident.

Domain functional level (formerly known as the domain mode) provides a way to
enable domain-wide Active Directory features within your network environment.
Four domain functional levels are available: Windows 2000 mixed (default),
Windows 2000 native, Windows Server 2003 interim, and Windows Server 2003.
The change in domain functional level is one-way only.

Forest functional level provides a way to enable forest-wide Active Directory
features within your network environment. Three forest functional levels are
available: Windows 2000 (default), Windows Server 2003 interim, and Windows
Server 2003. You can raise the functional level of a forest to Windows Server 2003
only if all domain controllers in the forest are running Windows Server 2003.

You can add alternative UPN suffixes to simplify administration and user logon
processes by providing a single UPN suffix for all users. Using alternative domain
names as the UPN suffix can provide additional logon security and simplify the
names used to log on to another domain in the forest.

Several additional tools that can be used to configure, manage, and debug Active
Directory are available in the Windows Support Tools. To use these tools you
must first install the Windows Support Tools on your computer.
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Lesson 2: Customizing MIMCs

In the previous lesson, you learned how to use the standard administrative consoles
provided when you install Active Directory. You can also create custom consoles that
focus on management tasks you specify by using the MMC. This lesson explains how
you can create, use, and modify custom consoles.

After this lesson, you will be able to
m Create customized MMCs
m  Modify customized MMCs

Estimated lesson time: 25 minutes

The MMC

The MMC is a tool used to create, save, and open collections of administrative tools,
which are called consoles. When you access the Active Directory administrative con-
soles discussed in Lesson 1, you are accessing the MMC for that tool. The Active Direc-
tory Domains And Trusts, Active Directory Sites And Services, and Active Directory
Users And Computers administrative tools are each a console. The console does not
provide management functions itself, but is the program that hosts management appli-
cations called snap-ins. Snap-ins are programs used by administrators to manage net-
work services.

There are two types of MMCs: preconfigured and custom. Preconfigured MMCs contain
commonly used snap-ins, and they appear on the Administrative Tools menu. You cre-
ate custom MMCs to perform a unique set of administrative tasks, such as the MMC for
the Active Directory schema discussed in the previous lesson. You can use both pre-
configured and custom MMCs for remote administration.

Preconfigured MMCs

Preconfigured MMCs contain snap-ins that you use to perform the most common
administrative tasks. The Windows Server 2003 family installs a number of preconfigured
MMCs during installation. The following are characteristics of preconfigured MMCs:

m They contain a stand-alone snap-in that provides the functionality to perform a
related set of administrative tasks.

m They function in user mode. Because preconfigured MMCs are in user mode, you
cannot modify them, save them, or add additional snap-ins. However, when you
create custom consoles, you can add as many preconfigured consoles as you want
as snap-ins to your custom console.
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m They might be added by Windows Server 2003 when you install additional com-
ponents. Optional Windows Server 2003 components might include additional
preconfigured MMCs that Windows Server 2003 adds when you install a compo-
nent. For example, when you install the DNS service, Windows Server 2003 also
installs the DNS Management console.

Custom MMCs

You can use many of the preconfigured MMCs for administrative tasks. However, there
will be times when you need to create your own custom MMCs. Although you can’t
modify preconfigured consoles, you can combine multiple preconfigured snap-ins
with third-party snap-ins provided by independent software vendors that perform
related tasks to create custom MMCs. You can then do the following:

m Save the custom MMCs to use again.
m Distribute the custom MMCs to other administrators.

m Use the custom MMCs from any computer to centralize and unify administra-
tive tasks.

Creating custom MMCs allows you to meet your administrative requirements by com-
bining snap-ins that you use to perform common administrative tasks. By creating a
custom MMC, you do not have to switch between different programs or different pre-
configured MMCs because all of the snap-ins that you need to perform your job are
located in the custom MMC.

Consoles are saved as files and have an .msc extension. All the settings for the snap-ins
contained in the console are saved and restored when the file is opened, even if the
console file is opened on a different computer or network.

Console Tree and Details Pane

Every MMC has a console tree, which displays the hierarchical organization of its asso-
ciated snap-ins. The MMC in Figure 3-2, for example, contains Device Manager on the
local computer and the Disk Defragmenter snap-ins.
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"Hi Console1 - [Console Root] ] 59
Bﬁ] File | Action VWiew Favorites ‘Window  Help | _|ﬁ||1|
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Mame I
?Vite Manager on local computer Device Manager on local computer
isk Defragmenter @Disk Defragmenter

Snap-ins Snap-ins

Console < Details
tree pane

\ J
|

Figure 3-2 A sample MMC

The console tree organizes snap-ins that are part of an MMC. This allows you to easily
locate a specific snap-in. Items that you add to the console tree appear under the con-
sole root. The details pane lists the contents of the active snap-in.

Every MMC contains an Action menu and a View menu. The choices on these menus
vary, depending on the current selection in the console tree.

Snap-ins

Snap-ins are applications that are designed to work in an MMC. Use snap-ins to per-
form administrative tasks. There are two types of snap-ins: stand-alone snap-ins and
extension snap-ins.

Stand-alone snap-ins are usually referred to simply as snap-ins. Use stand-alone snap-
ins to perform Windows Server 2003 administrative tasks. Each snap-in provides one
function or a related set of functions. Windows Server 2003 comes with many standard
snap-ins.

Extension snap-ins are usually referred to simply as extensions. They are snap-ins that
provide additional administrative functionality to another snap-in. The following are
characteristics of extensions.

m Extensions are designed to work with one or more stand-alone snap-ins, based on
the function of the stand-alone snap-in. For example, the Group Policy extension
is available in the Active Directory Users And Computers console; however, it is
not available in the Disk Defragmenter snap-in, because Group Policy does not
relate to the administrative task of disk defragmentation.
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m When you add an extension, Windows Server 2003 displays only extensions that
are compatible with the stand-alone snap-in. Windows Server 2003 places the
extensions into the appropriate location within the stand-alone snap-in.

m When you add a snap-in to a console, MMC adds all available extensions by
default. You can remove any extension from the snap-in.

m  You can add an extension to multiple snap-ins.

Figure 3-3 demonstrates the concept of snap-ins and extensions. A toolbox (an MMC)
holds a drill (a snap-in). You can use a drill with its standard drill bit, and you can per-
form additional functions with different drill bits (extensions). Extensions are pre-
assigned to snap-ins, and multiple snap-ins can use the same extension.

B |Console root | |Extensions\

Computer Manager
p g

Event Viewer
Device Manager

Figure 3-3 Snap-ins and extensions

Some stand-alone snap-ins can use extensions that provide additional functionality, for
example, Computer Management. However, some snap-ins, like Event Viewer, can act
as either a snap-in or an extension.

Console Options

Use console options to determine how each MMC operates by selecting the appropri-
ate console mode. The console mode determines the MMC functionality for the person
who is using a saved MMC. The two available console modes are author mode and
user mode.

Note Additional console options can be set using Group Policy. For information on setting
group policies, see Chapter 11, “Administering Group Policy.”

When you save an MMC in author mode, you enable full access to all MMC function-
ality, which includes modifying the MMC. Save the MMC using author mode to allow
those using it to do the following:

m  Add or remove snap-ins.

m Create new windows.
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m View all portions of the console tree.

m Save MMCs.
$ Note By default, all new MMCs are saved in author mode.

Usually, if you plan to distribute an MMC to other administrators, you save the MMC in
user mode. When you set an MMC to user mode, users cannot add snap-ins to, remove
snap-ins from, or save the MMC.

There are three types of user modes that allow different levels of access and function-
ality. Table 3-4 describes when to use each type of user mode.

Table 3-4 MMC User Mode Types

User mode Use when

Full access You want to allow users to navigate between snap-ins,
open new windows, and gain access to all portions of the
console tree.

Limited access, multiple windows  You do not want to allow users to open new windows or
gain access to a portion of the console tree. You want to
allow users to view multiple windows in the console.

Limited access, single window You do not want to allow users to open new windows or
gain access to a portion of the console tree. You want to
allow users to view only one window in the console.

Using MMCs for Remote Administration

When you create custom MMCs, you can set up a snap-in for remote administration.
Remote administration allows you to perform administrative tasks from any location.
For example, you can use a computer running Windows XP Professional with Service
Pack 1 or the 329357 hotfix applied to perform administrative tasks on a computer run-
ning Windows Server 2003. You cannot use all snap-ins for remote administration; the
design of each snap-in dictates whether or not you can use it for remote administration.

To perform remote administration:

m  You can use snap-ins from computers running different editions of the Windows
Server 2003 family.

m  You must use specific snap-ins designed for remote administration. If the snap-in
is available for remote administration, Windows Server 2003 prompts you to
choose the target computer to administer.



3-22

Chapter 3 Administering Active Directory

Suppose you need to administer Windows Server 2003 from a Windows XP Profes-
sional desktop. Because Windows XP Professional does not provide the same level of
administrative tools as Windows Server 2003, you will need to install a more complete
set of tools on the Professional desktop. By accessing the server and executing the
Adminpak.msi file located at %Systemroot%\System32, you can copy the administrative
tools onto the Professional desktop. Then configure each tool for use with the server.
One benefit of installing the entire package is that it includes the Active Directory Man-
agement MMC, which contains the three major Active Directory MMCs and the DNS
MMC. Note that some tools may be installed that are not actually running on the server;
the Windows Server 2003 Administration Tools Setup Wizard is simply a means for
loading administrative tools to a remote machine.

Off the Record The Adminpak.msi can be used to repair console issues related to file cor-
ruption. For example, if you find that you can no longer open a console, such as the DNS con-
sole, you should try reinstalling Adminpak.msi.

Creating Custom MMCs

To create a custom MMC, you must open an empty console and then add the snap-ins
needed to perform the desired administrative tasks.

To create a custom MMC, complete the following steps:

1. Click Start and point to Run.

N

Type mmc in the Run box, and then click OK. An MMC window opens, titled
Consolel and containing a window titled Console Root. This is an empty MMC.

Maximize the Consolel and Console Root windows.
On the File menu, click Add/Remove Snap-In.
In the Standalone tab in the Add/Remove Snap-In dialog box, click Add.

A AN

In the Add Standalone Snap-In dialog box, shown in Figure 3-4, select the snap-
in you want to add and click Add. In some instances, the snap-in is simply added
to the MMC. In other cases, MMC requires you to specify additional details for the
snap-in in a dialog box or through a wizard.
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Add Standalone Snap-in 2=l
Awailable Standalone Snap-ins:
Snhap-in | Wendor | -
C#% NET Framework 1.1 Configuration Microzoft Corporation

e’@Active Diirectory Domaing and Trusts  Microsoft Corporation
B3 Active Directory Schema Microzoft Corporation
@Active Directory Sites and Services  Microsoft Corporation
@Active Diirectory Users and Comput...  Microsoft Corporation

gﬁlActiveX Contral Microzoft Corporation

@ADSI Edit Microsoft Corporation

Authorization M anager Microzoft Corporation

= Backup Microzoft Corporation

Certificate Templates Microzoft Corporation LI
r~ Description

Allows pou to configure the MET Framewaork 1.1

Figure 3-4 Add Standalone Snap-In dialog box

7. Enter additional details for the snap-in as needed.

8. If the snap-in supports remote administration, a dialog box for the snap-in
appears, as shown in Figure 3-5. Do one of the following:

Belect Local Computer to manage the computer on which the console is running.

Belect Another Computer to manage a remote computer. Then click Browse.

In the Select Computer dialog box, type the name of the remote computer,
then click OK.

Computer Management ﬂ

Select the computer you want this shap-in to manage.

Thiz snap-in will always manage:

& { ocal computer: [the computer this conzole iz running ong

" Another computer: I Browse... |

[ Allow the selected computer to be changed when launching from the command line. This
only applies if you zave the conzale.

< Back I Finizh I Cancel |

Figure 3-5 Dialog box indicating type of management for the Computer Management snap-in
9. Click Finish.
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10.

11.

12,
13.

14.
15.
16.

17.

When you are finished adding snap-ins, click Close in the Add Standalone Snap-
In dialog box. The snap-ins you have added appear in the list in the Add/Remove
Snap-In dialog box.

In the Add/Remove Snap-In dialog box, click OK. MMC displays the snap-ins you
have added in the console tree below Console Root.

Select the Console Root.

On the File menu, click Options. MMC displays the Options dialog box with the
Console tab active, as shown in Figure 3-6.

I (x|

Console | Disk Eleanupl

Change |con... |

These options take effect the next time you open the kT,

LCongole mode: Author mode j

Drescription

Grants uzers full access to all MM functionality, including the ability to
add or remove shap-ing, create new windows, create taskpad views
and tasks, and view all portions of the console tree.

™| Doinot save changes to this console

¥ &l the user b customize visws

QK I Cancel Lpply

Figure 3-6 Options dialog box
Select the console mode in the Console Mode box, and then click OK.
On the File menu, click Save As.

In the File Name box in the Save As dialog box, type the name for your custom-
ized MMC and then click Save. The name of your console appears in the MMC title
bar.

On the File menu, click Exit. The customized console has been created and saved
and can now be accessed on the Administrative Tools menu.

Modifying Custom MMCs

You can modify a custom MMC by adding or removing snap-ins or extensions. Not all
snap-ins have extensions. You can add or remove extensions from a console when you
need to expand or limit administrative tasks. This allows you to include only those
extensions that are relevant to the computer being administered.
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To add a snap-in to an existing MMC, complete the following steps:

1.

Click Start, point to All Programs, point to Administrative Tools, and then click the
name of the custom MMC.

On the File menu, click Add/Remove Snap-In.
In the Standalone tab in the Add/Remove Snap-In dialog box, click Add.

In the Add Standalone Snap-In dialog box, select the snap-in you want to add to
the existing MMC and click Add.

Enter additional details for the snap-in as described in the previous procedure.

6. When you are finished adding snap-ins, click Close in the Add Standalone Snap-

In dialog box. The snap-ins you have added appear in the list in the Add/Remove
Snap-In dialog box.

In the Add/Remove Snap-In dialog box, click OK. MMC displays the snap-ins you
have added in the console tree below Console Root.

To remove a snap-in from an existing MMC, complete the following steps:

1.

Click Start, point to All Programs, point to Administrative Tools, then click the
name of the custom MMC.

2. On the File menu, click Add/Remove Snap-In.

In the Standalone tab in the Add/Remove Snap-In dialog box, select the snap-in
you want to delete and click Remove. Then click OK. The snap-in is removed
from the console.

To add or remove an extension to a snap-in on an existing MMC, complete the follow-
ing steps:

1.

Click Start, point to All Programs, point to Administrative Tools, and then click the
name of the custom MMC.

On the File menu, click Add/Remove Snap-In.

In the Standalone tab in the Add/Remove Snap-In dialog box, select the snap-in
for which you want to add or remove an extension. Then click the Extensions tab.
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4. In the Extensions tab, shown in Figure 3-7, indicate the extension(s) you want to
add or delete, as follows:
[l'o add an extension, click the desired extension.

[Il'o remove an extension, clear the Add All Extensions check box and then in
the Available Extensions box, clear the check box for the desired extension.

2]
Standalone  Extensions |
Use this page to enable snap-in extensions. To add a particular extension
select the checkbox next to it.
Shapins that can be extended:
=
¥ Add all extensions
Awailable extersions:
2 Device Manager estension -
5 Disk Dafragmenter
35 Disk Management Extension
Event Viewer Etension
# Local Users and Graups
Performanca Logs and Alerts Extension |
Deseription
Aot Download
Cancel
Figure 3-7 Add/Remove Snap-In dialog box, Extensions tab
5. Click OK.
6. Expand the snap-in to confirm that the desired extension has been added or
removed.

Practice: Customizing an MMC

In this practice, you customize an MMC.

Exercise 1: Creating a Custom MMC
In this exercise, you create a custom MMC.

» To create a custom MMC
1. Log on to Serverl as Administrator.

2. Use the procedure provided earlier in this lesson to create a custom MMC. Add the
Computer Management snap-in to the MMC. Although the Computer Management
snap-in supports remote administration, set up the snap-in to manage the local
computer. Set the console mode to author mode. Save the MMC with the name
Administrator A.

Do not use any of the tools at this point.
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Exercise 2: Adding a Snap-In to an Existing MMC
In this exercise, you add a snap-in to an existing MMC.
» To add a snap-in to an existing MMC

1. Use the procedure provided earlier in this lesson to add the Event Viewer snap-in
to the Administrator A MMC. Set this snap-in to manage the local computer. Con-
firm that the Event Viewer snap-in has been added to the Administrator A MMC.

Exercise 3: Removing an Extension to a Snap-In on an Existing MMC
In this exercise, you remove an extension to a snap-in on an existing MMC.

P> To remove an extension to a snap-in on an existing MMC

1. Use the procedure provided earlier in this lesson to remove the Disk Management
extension from the Computer Management snap-in on the Administrator A MMC.
Confirm that the Disk Management extension has been removed from the Com-
puter Management snap-in.

Lesson Review

The following questions are intended to reinforce key information presented in this
lesson. If you are unable to answer a question, review the lesson and then try the ques-
tion again. Answers to the questions can be found in the “Questions and Answers” sec-
tion at the end of this chapter.

1. What is the function of an MMC? Why is it necessary to create customized MMCs?

2. What is a snap-in?

3. What is the function of a console tree?

4. What are extensions?
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5.

Which of the following console mode types allows users to create new windows
in the console?

. Author mode

a
b. User mode—full access

¢]

. User mode—limited access, multiple window

d. User mode—Ilimited access, single window

Lesson Summary

There are two types of MMCs: preconfigured and custom. Preconfigured MMCs
contain commonly used snap-ins and appear on the Administrative Tools menu.
You create custom MMCs to perform a unique set of administrative tasks.

Snap-ins are applications that work within an MMC and are used to perform
administrative tasks. There are two types of snap-ins: stand-alone and extension.
Stand-alone snap-ins are referred to simply as snap-ins, and provide one function
or a related set of functions. Extension snap-ins are referred to as extensions, and
provide additional administrative functionality to another snap-in.

The console mode determines how an MMC is used. There are two console
modes: author and user. Author mode provides full access to all MMC functional-
ity, which includes modifying the MMC. In user mode, users cannot add snap-ins
to, remove snap-ins from, or save the MMC.

For custom MMCs, you can set up a snap-in for remote administration, allowing
you to perform administrative tasks from any location. Not all snap-ins are avail-
able for remote administration.
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Lesson 3: Backing Up Active Directory

This lesson guides you through the steps required to back up Active Directory data.
When you create a backup, you need to conduct several preliminary tasks, and then
perform a number of tasks using the Backup Or Restore Wizard. In this lesson you will
learn how to back up Active Directory data, how to schedule and run an unattended
backup, and how to delete an unattended backup.

After this lesson, you will be able to
m Back up Active Directory data at a local computer
m Schedule and run an unattended backup of Active Directory data
m Delete an unattended backup of Active Directory data

Estimated lesson time: 25 minutes

Preliminary Backup Tasks

An important part of backing up Active Directory data is performing the preliminary
tasks. You must prepare the files that you want to back up, and, if you are using a
removable media device, you must prepare the device. If you use a removable media
device, you must ensure that:

m The backup device is attached to a computer on the network and is turned on. If
you are backing up to tape, you must attach the tape device to the computer on
which you run Windows Backup.

m The media device is listed on the Windows Server 2003 Hardware Compatibility
List (HCL).

m The medium is loaded in the media device. For example, if you are using a tape
drive, ensure that a tape is loaded in the tape drive.

You must be a member of the Administrators or the Backup Operators groups to per-
form a backup.

Creating an Active Directory Backup

After you have completed the preliminary tasks, you can perform the Active Directory
backup using the Backup Or Restore Wizard. When you back up Active Directory, the
Backup Or Restore Wizard automatically backs up all the system components and all
the distributed services that Active Directory requires. Collectively, these components
and services are known as system state data.
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For Windows Server 2003, the system state data comprises the registry, COM+ Class
Registration database, system boot files, files under Windows File Protection, and the
Certificate Services database (if the server is a certificate server). If the server is a
domain controller, Active Directory and the Sysvol directory are also contained in the
system state data. When you choose to back up system state data, all of the system
state data that is relevant to your computer is backed up; you cannot choose to back
up individual components of the system state data. This is due to dependencies among
the system state components. You can back up only the system state data on a local
computer. You cannot back up the system state data on a remote computer.

To create an Active Directory backup, complete the following steps:

1. Log on to your domain as Administrator, point to Start, point to All Programs, point
to Accessories, point to System Tools, and select Backup.

2. On the Welcome To The Backup Or Restore Wizard page, click Next.

3. On the Backup Or Restore page, shown in Figure 3-8, select Backup Files And Set-
tings, and then click Next.

Backup or Restore Wizard x|
Backup or Restore
“You can back up files and seftings, or restore them from a previous backup.
"

‘what do you want to do’?

" Restore files and settings

< Back I Mest » I Cancel

Figure 3-8 Backup Or Restore page

4. On the What To Back Up page, shown in Figure 3-9, select Let Me Choose What
To Back Up, and then click Next.
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Backup or Restore Wizard x|
What to Back Up
*Y'ou can specify the items you want to back up.
"

‘what do you want to back up?

" &llinformation on this computer

Includes all data on this computer, and creates a system recovery disk that
can be uged to restore Windows in the caze of a major failure.

' [ et me choose what to back up

< Back I Mest » I Cancel

Figure 3-9 What To Back Up page

5. On the Items To Back Up page, shown in Figure 3-10, expand the My Computer
item, and then select System State. Click Next.

Backup or Restore Wizard x|
Items to Back Up
*Y'ou can back up any combination of drives, folders, or files.
"

| ¢ Double-click an itern on the left to see its contents on the right. Then select the check
% i box nest to any drive, folder, or file that you want to back up.

Items to back up:

. Marne | Comment |
B[] % My Computer ] ¢ My Computer

{5 3 Floppy (4] | O )My Dacuments

[J=e WINIB[C) [C] 93 My Metwark Places

e WinNET [F:)
== RIS [G)
Dé CD Drive [E:]
=D Spstem State
) My Documents
B0 \.3 My Network Places

< Back I Mest » I Cancel

Figure 3-10 Items To Back Up page
6. On the Backup Type, Destination, And Name page, shown in Figure 3-11, com-
plete the following steps:

[ Belect Tape in the Select The Backup Type list if you are using tape; other-
wise this option defaults to File.
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[—In the Choose A Place To Save Your Backup list, choose the location where
Windows Backup will store the data. If you are saving to a tape, select the
tape name. If you are saving to a file, browse to the path for the backup file
location.

[In the Type A Name For This Backup box, enter a name for the backup you
are going to do.

[ Click Next.
Backup or Restore Wizard x|
Backup Type, Destination, and Hame
“Y'our files and settings are stored in the destination you specify.
"

Select the backup type:
|Fil |

Chooze a place to save your backup:

IHemovabIe Disk [D:] j Browse... |

Type a name for thiz backup:

IWeek Orne Backup|

< Back I Mest » I Cancel |

Figure 3-11 Backup Type, Destination, And Name page
7. On the Completing The Backup Or Restore Wizard page, click Advanced.

8. On the Type Of Backup page, shown in Figure 3-12, select Normal as the backup
type used for this backup job. Normal is the only backup type supported by Active
Directory. If the Hierarchical Storage Manager (HSM) has moved data to remote
storage and you want to back it up, select the Backup Migrated Remote Storage
Data check box. Click Next.
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Type of Backup
*Y'ou can chooge the type of backup that fits your needs.
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Select the lype of backup:
A -

Drescription
Backs up selected files, and marks each file as backed up.

Specify whether to back up contents of files which have
migrated to Remote Storage.

" Backup migrated Remote Storage data

< Back I Mest » I

Cancel

Figure 3-12 Type Of Backup page
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On the How To Back Up page, shown in Figure 3-13, select the Verify Data After
Backup check box. This option causes the backup process to take longer but it
confirms that files are correctly backed up. If you are using a tape device and it
supports hardware compression, select the Use Hardware Compression, If Avail-
able check box to enable hardware compression. It's recommended that you do
not select the Disable Volume Shadow Copy check box. By default, Backup cre-
ates a volume shadow copy of your data to create an accurate copy of the contents
of the hard drive, including open files or files in use by the system. Click Next.

Backup or Restore Wizard

How to Back Up
“Y'ou can specify verification, compression, and shadow copy options.

x|

=

Select the options pou want to uze.

Werification reads the backed-up data to verify itz integrity. This
step takes extra time, but verification helps ensure that vour
backup iz successful.

I~ Use hardware compression, if available
Hardware compression increases the available storage space

on the backup media, which reduces storage costs.
™| Disable valume shadow copy

A volume shadow copy allows files to be backed up even
though they are in the process of being written to.

< Back I Mest » I

Cancel

Figure 3-13 How To Back Up page
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10. On the Backup Options page, shown in Figure 3-14, select the Replace The Exist-
ing Backups option, then select the Allow Only The Owner And The Administra-
tor Access To The Backup Data And To Any Backups Appended To This Medium
check box. This action saves only the most recent copy of Active Directory and
allows you to restrict who can gain access to the completed backup file or tape.
Click Next.

Backup or Restore Wizard x|

Backup Options
“You can specify whether to ovenwrite data, and whether to restrict access to your
data. il o

If the mediurm you are uzing to back up your data already
containg backups, choose one of the following options:

" append this backup to the existing backups
' Replace the existing backups

The following option iz available only if you are replacing the
existing backups.

v llow only the awner and the Administratar access ta the
thackup data and to any backups appended to this mediurg

< Back I Mest » I Cancel

Figure 3-14 Backup Options page
11. On the When To Back Up page, shown in Figure 3-15, select Now. Click Next.

Backup or Restore Wizard x|
When to Back Up
*Y'ou can mn the backup now or schedule it for later.
"

‘when do pou want to run the backup?

" Later

Schedule ety

Jobname: I

Start date: I

Set Schedule,.. |

< Back I Mest » I Cancel

Figure 3-15 When To Back Up page



Lesson 3 Backing Up Active Directory

3-35

12. On the Completing The Backup Or Restore Wizard page, click Finish to start the

backup operation.

13. The Backup Progress window shows the progress of the backup.

14. When the backup operation is complete, the Backup Progress window, shown in
Figure 3-16, shows that the backup is complete. You can click the Report button
to see a report about the backup operation, as shown in Figure 3-17. The report
is stored on the hard disk of the computer on which you are running the backup.

Backup Progress

The backup completed, but some files were
skipped.

2|

Beport... |

To zee detailed information, click Report.

Drive: |S_|,lstem State
Label: IWeek One Backup.bkf created 1/17/2003 at 3
Statusz: IEompIeted with Skipped Files

Elapsed: E stimated remaining:
Time: | 8 min., 21 zec. I

Processed:
Files: I

E stimated:
2416 | 2416

Bytes: | 450,313,933 I 433,439 657

Figure 3-16 Backup Progress window showing completed backup

B backupos.log - Notepad

Fle Edt Format Wew Help

=T

Backup Status

operation: Backup

inctive backup destination: File
Media name:

Backup (via shadow cnpyj of "sSystem state”

Backup set #1 on madia #

Backup descr1pt1nn “set created 171742003 at 3:24 pm"

Madia name: "week One Backup.bkf created 1,/17/2003 at 3:24 PM"

Backup Type: Copy

Backup started on 1,/17/2003 at 3:25 PM.
Backup cnmmatad on 1/17/2003 at 4:03 PM.
Directories: 187

Files: 2414

Bytas: 450,319,933

Tima: 16 minutes and 26 seconds

verify status

operation: werify after Backu?

active hackup destination a

lactive backup destination: D:i\week one Backup. bkf

verify of "system state”
4

‘week one Backup.bkf created 141742003 at 3:24 Pm"

Figure 3-17 Backup operation report

15. Close the report when you have finished viewing it and then click Close to close

the backup operation.
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Scheduling Active Directory Backup Operations

Scheduling an Active Directory backup operation means that you can have an unat-
tended backup job occur later when users are not at work and files are closed. You can
also schedule Active Directory backup operations to occur at regular intervals. To
enable this, Windows Server 2003 integrates the backup operation with the Task
Scheduler service. To schedule a backup operation, you must access the advanced
backup settings as described in the following procedure.

To schedule an Active Directory backup operation, complete the following steps:

1. Follow steps 1-10 in the previous section, “Creating an Active Directory Backup.”
2. On the When To Back Up page, shown in Figure 3-18, select Later. Then type the
job name in the Job Name box and click Set Schedule.
zl

When to Back Up
*Y'ou can mn the backup now or schedule it for later.
=

‘when do pou want to run the backup?
 Now
& Later

Schedule entry

Job name: IWeek Orne Backup|

Start date: IMonda}l, January 20, 2003 at 3:56 A

Set Schedule... |

< Back I Mest » I Cancel

Figure 3-18 When To Back Up page

3. In the Schedule tab in the Schedule Job dialog box, shown in Figure 3-19, select
the frequency of the backup operation: Daily, Weekly, Monthly, Once, At System
Startup, At Logon, or When Idle from the Schedule Task list. Indicate the time the
backup operation will begin in the Start Time list. Indicate when the task will
occur in the Schedule Task box for the selected frequency. Click Advanced.



Lesson 3 Backing Up Active Directory 337

Schedule Job 2=l

Schedule | Settings I

@t‘; At 11:45 PM every day, starting 1/20/2003

Schedule Task: Stant time:

| Daily clnfEPM = Advanced. |
Schedule Tazk Daily

’7 Every |1 _|:;' day(z]

™ Show multiple schedules.

()8 I Cancel |

Figure 3-19 Schedule Job dialog box, Schedule tab

4. In the Advanced Schedule Options dialog box, shown in Figure 3-20, you can
specify when the backup operations should begin, end, or how often they should
be repeated in the Start Date, End Date, and Repeat Task boxes respectively. Enter
information as necessary and click OK.

Advanced Schedule Options 2=l
Start Date: | Mondsy . [EGNER 20,2003 = |
[ EndDate: I j
Bepeat task
Eweny: I ﬁ I j
Until: €7 Time: I =
€ Duration: I ﬁ hour[s]l ﬁ mirute(s]
™| 1f the task is still running, stop it &t this me,
()8 I Cancel |

Figure 3-20 Advanced Schedule Options dialog box

5. In the Schedule tab in the Schedule Job dialog box, select the Show Multiple
Schedules check box if you wish to set up more than one schedule for the backup
operation. Repeat steps 1-4 for each schedule. Click the Settings tab when you are
finished setting up schedules.

6. In the Settings tab in the Schedule Job dialog box, shown in Figure 3-21, specify
whether to delete the task file from your computer’s hard disk after the backup
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operation has finished running and is not scheduled to run again in the Scheduled
Task Completed box. Specify whether to start or stop the backup operation based
on the computer’s idle time in the Idle Time box. Specify whether to start or stop
the backup operation based on the computer’s power status in the Power Manage-

ment box. Click OK.

Schedule Job

Schedule  Settings |

2|

r— Scheduled Tazk Completed

[ Delete the tazk If it 1z not scheduled to rn again

¥ Stop the task if it runs for:l?2 _|:: bour[s]IU _,::' minute(s).

r~ Idle Time

I _I; minute(s]
I _I; minute(s]

[~ Orly start the task if the computer has been idle for at least:

If the computer haz not been idle that long, retry for up to:

[~ Stop the task if the computer ceaszes to be idle.

r~ Power Management

[~ Stop the task i battery mode begins.

[~ Wake the computer to run this task.

[~ Daon't start the task if the computer is running on batteries.

()8 I Cancel |

Figure 3-21 Schedule Job dialog box, Settings tab

7. On the When To Back Up page, click Next.

8. In the Set Account Information dialog box, shown in Figure 3-22, type the pass-
word for the account shown in the Password box and confirm the password in the
Confirm Password box. Click OK.

Set Account Information

2|

Fiun as: IEDNTDSD\Administrator

Password: ||

LConfirm pazsword: I

()8 I Cancel |

Figure 3-22 Set Account Information dialog box

9. Confirm your selections on the Completing The Backup Or Restore Wizard page,
then click Finish to schedule the backup.
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Deleting Scheduled Active Directory Backup Operations

To delete a scheduled Active Directory backup operation, you must access the
advanced backup settings as described in the following procedure.

To delete a scheduled Active Directory backup operation, complete the following
steps:
1. Log on to your domain as Administrator, point to Start, point to All Programs, point
to Accessories, point to System Tools, and select Backup.

2. On the Welcome To The Backup Or Restore Wizard page click the Advanced
Mode link.

3. On the Welcome To The Backup Utility Advanced Mode page, shown in Figure 3-23,
click the Schedule Jobs tab.

2 Backup Utility - [Untitled] =10 x|

Job Edit Wew Ioos Help

| Backup | Restore and Mansgs Media | Schedule Jobs |

Welcome to the Backup Utility Advanced Mode

IF you prefer, you can switch to Wwizard Mode ta use simpified settings for backup of 1estare.

... | Backup Wizard [Advanced)
The Backup wizard helps you create a backup of pour progiams and files.

... | Restore Wizard (Advanced)
=N The: Restore wizard helps you restore pour data from a backup.

Automated System Recovery Wizard
The ASR Preparation wizard helps you create a two-part backup of pour spstem: a floppy disk that has
your system settings, and otier media that contains & backup of your local system partition

Figure 3-23 Welcome To The Backup Utility Advanced Mode page

4. In the Schedule Jobs tab, shown in Figure 3-24, icons for the scheduled backup
operation(s) appear on the schedule for the date(s) the operation is specified to be
performed. In this example, a backup operation is scheduled daily. Click the
backup operation you want to delete.
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2 Backup Utility - [Schedule Tobs] =10 x|

Job Edit View Tools Help

Welcame | Backup | Restore and Manage Media Schedile Jobs |

o | Tadw January, 2003 >
Sun Mon Tue Wed Thu Fri Sat

29 30 n 1 2 3 4

5 ] 7 8 9 10 1

12 13 14 15 16 17 18

19 22 23 24 25
= =
26 29 30 El 1
N Ha
2 5 6 7 System Event

AddJob

Figure 3-24 Schedule Jobs tab
5. In the Scheduled Job Options dialog box that appears, shown in Figure 3-25,

ensure that the job you want to delete appears in the Job Name box. Click Delete.

Scheduled Job Options 2=l

Schedule data | Backup details I

Job name: | EETTEET AR Delete |

Start Date: IMonday, January 20, 2003 at 12:00 AM

Froperties... |

()8 I Cancel |

Figure 3-25 Scheduled Job Options dialog box

6. In the Removing a Scheduled Job message box that appears, click Yes. The backup
operation has been deleted from the schedule.
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Practice: Backing Up Active Directory

In this practice, you back up Active Directory and perform tasks related to backup
scheduling.

Exercise 1: Creating an Active Directory Backup
In this exercise, you create an Active Directory backup.
»  To create an Active Directory backup

1. Log on to Serverl as Administrator.

2. Open the Active Directory Users And Computers console. Create a new, empty
OU by right-clicking the domain in the console tree, pointing to New, and then
clicking Organizational Unit. In the New Object—Organizational Unit dialog box,
type TEST1 in the Name box, then click OK. Verify that the TEST1 OU appears in
the console tree.

3. Use the procedure provided earlier in this lesson to create an Active Directory
backup. Name this backup Active Directory Backupl. Check with your adminis-
trator to ensure the availability of disks or tapes for backup storage.

4. When you have finished the backup operation for Active Directory Backupl,
return to Active Directory Users And Computers and delete the TEST1 OU you cre-
ated in step 2.

$ Note In this exercise, you backed up Active Directory when it contained the TEST1 OU and then
deleted the TEST1 OU. In the next lesson you will restore Active Directory to contain the TEST1 OU.
Exercise 2: Scheduling an Active Directory Backup Operation

In this exercise, you schedule an Active Directory backup operation.

»  To schedule an Active Directory backup operation

1. Use the procedure provided earlier in this lesson to schedule an Active Directory
backup operation. Name this backup Active Directory Backup2. Schedule this
backup to occur daily at 12:00 A.M. Check with your administrator to ensure the
availability of disks or tapes for backup storage at the specified time.
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Exercise 3: Deleting a Scheduled Active Directory Backup Operation
In this exercise, you delete a scheduled Active Directory backup operation.

»  To delete a scheduled Active Directory backup operation

Use the procedure provided earlier in this lesson to delete Active Directory Backup2
after you have completed the exercise and the backup operation runs.

Lesson Review

The following questions are intended to reinforce key information presented in this
lesson. If you are unable to answer a question, review the lesson and then try the ques-
tion again. Answers to the questions can be found in the “Questions and Answers” sec-
tion at the end of this chapter.

1. What tasks should you complete before attempting to back up Active Directory
data?

2. What is system state data and why is it significant to backing up Active Directory?

3. Can you restrict who can gain access to a completed backup file or tape? If
so, how?

4. When you specify the items you want to back up in the Backup Or Restore Wiz-
ard, which of the following should you select to successfully back up Active Direc-
tory data?

a. System state data
b. Shared system volume folder
c. Database and log files

d. Registry
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Lesson Summary

m Before you can back up Active Directory data, you must prepare the files that you
want to back up, and, if you are using a removable media device, you must pre-
pare the device.

m Active Directory and the Sysvol directory are also contained in the system state
data. Therefore, when you back up Active Directory data, you must specify that
you want to back up only system state data.

m  You can perform a backup of Active Directory data on demand, or you can sched-
ule the backup operation to occur daily, weekly, monthly, once, at system startup,
at logon, or when idle.
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Lesson 4: Restoring Active Directory

There are two ways to restore Active Directory: nonauthoritatively and authoritatively.
This lesson shows you how to perform both methods of restoring Active Directory.

After this lesson, you will be able to
m Explain the difference between nonauthoritative and authoritative restore
m Restore Active Directory

Estimated lesson time: 35 minutes

Restoring Active Directory

Like the backup process, when you choose to restore Active Directory, you can only
restore all of the system state data that was backed up, including the registry, the
COM+ Class Registration database, system boot files, files under Windows File Protec-
tion; the Sysvol directory and Active Directory (if the server is a domain controller); and
the Certificate Services database (if the server is a certificate server). You cannot choose
to restore individual components (for example, only the Active Directory) of the sys-
tem state data.

If you are restoring the system state data to a domain controller, you must choose
whether you want to perform a nonauthoritative restore or an authoritative restore. The
default method of restoring the system state data to a domain controller is nonauthor-
itative. You must be a member of the Administrators or the Backup Operators groups
to perform a restore.

Nonauthoritative Restore

In nonauthoritative restore, the distributed services on a domain controller are restored
from backup media and the restored data is then updated through normal replication.
Each restored directory partition is updated with that of its replication partners by rep-
lication after you restore the data. For example, if the last backup was performed a
week ago, and the system state is restored nonauthoritatively, any changes made sub-
sequent to the backup operation will be replicated from the other domain controllers.
The Active Directory replication system will update the restored data with newer data
from your other servers. Nonauthoritative restore is typically performed when a
domain controller has completely failed due to hardware or software problems.
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Authoritative Restore

An authoritative restore brings a domain or a container back to the state it was in at the
time of backup and overwrites all changes made since the backup. If you do not want
to replicate the changes that have been made subsequent to the last backup operation,
you must perform an authoritative restore. For example, you must perform an author-
itative restore if you inadvertently delete users, groups, or OUs from Active Directory
and you want to restore the system so that the deleted objects are recovered and rep-
licated. Authoritative restore is typically used to restore a system to a previously known
state, for example before Active Directory objects were erroneously deleted.

To authoritatively restore Active Directory data, you must run the Ntdsutil utility after
you have performed a nonauthoritative restore of the system state data but before you
restart the server. The Ntdsutil utility allows you to mark objects as authoritative. Mark-
ing objects as authoritative changes the update sequence number of an object so it is
higher than any other update sequence number in the Active Directory replication sys-
tem. This ensures that any replicated or distributed data that you have restored is prop-
erly replicated or distributed throughout your organization. The Ntdsutil utility can be
found in the %Systemroot%\System32 directory and accompanying documentation
within the Windows Server 2003 Help files (available from the Start menu).

For example, suppose you back up the system on Monday, and then create a new user
called Ben Smith on Tuesday, which replicates to other domain controllers in the
domain, but on Wednesday, another user, Nancy Anderson, is accidentally deleted. To
authoritatively restore Nancy Anderson without reentering information, you can non-
authoritatively restore the domain controller with the backup created on Monday.
Then, using Ntdsutil you can mark the Nancy Anderson object as authoritative. The
result is that Nancy Anderson is restored without any effect on Ben Smith.

@ \ Exam Tip Know when to use authoritative or nonauthoritative restore.

Preliminary Restore Tasks

Like the backup process, an important part of restoring Active Directory data is per-
forming the preliminary tasks. Before you can restore Active Directory, you must per-
form the following tasks:

m Ensure that you can access all locations that require the restoration of files.

m Ensure that the appropriate device for the storage medium containing the data to
be restored is attached to a computer on the network and is turned on.

m Ensure that the medium containing the data to be restored is loaded in the device.
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Performing a Nonauthoritative Restore

To restore the system state data on a domain controller, you must first start your com-
puter in a special safe mode called directory services restore mode. This allows you to
restore the Sysvol directory and Active Directory directory services database. You can
only restore system state data on a local computer. You cannot restore the system state
data on a remote computer.

However, you can restore backed up system state data to an alternate location—a
folder you designate. By restoring to an alternate location, you preserve the file and
folder structure of the backed up data—all folders and subfolders appear in the alter-
nate folder you specify.

Note If you restore the system state data and you do not designate an alternate location for
the restored data, Backup will erase the system state data that is currently on your computer
and replace it with the system state data you are restoring. Also, if you restore the system state
data to an alternate location, only the registry files, Sysvol directory files, Cluster database
information files (if applicable) and system boot files are restored to the alternate location. The
Active Directory database, Certificate Services database (if applicable), and COM+ Class Regis-
tration database are not restored if you designate an alternate location.

To nonauthoritatively restore Active Directory, complete the following steps:

. Restart the computer.
. During the phase of startup where the operating system is normally selected, press F8.

On the Windows Advanced Options Menu, select Directory Services Restore Mode
and press Enter. This ensures that the domain controller is offline and is not con-
nected to the network.

4. At the Please Select The Operating System To Start prompt, select the appropriate

Microsoft Windows Server 2003 operating system and press Enter.

. Log on to your domain as Administrator.

Note When you restart the computer in directory services restore mode, you must log on
as an Administrator by using a valid Security Accounts Manager (SAM) account name and
password, not the Active Directory Administrator's name and password. This is because
Active Directory is offline, and account verification cannot occur. Rather, the SAM accounts
database is used to control access to Active Directory while it is offline. You specified this
password when you set up Active Directory.
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6. In the Desktop message box that warns you that Windows is running in safe
mode, click OK.

7. Point to Start, point to All Programs, point to Accessories, point to System Tools,
and then select Backup.

8. On the Welcome To The Backup Or Restore Wizard page, click Next.

9. On the Backup Or Restore page, shown previously in Figure 3-8, select Restore
Files And Settings. Click Next.

10. On the What To Restore page, shown in Figure 3-26, expand the media type that
contains the data that you want to restore in the Items To Restore box or click
Browse. The media can be either tape or file. Expand the appropriate media set
until the data that you want to restore is visible. Select the data you want to
restore, such as system state, then click Next.

Backup or Restore Wizard x|
What to Restore
“Y'ou can restore any combination of drives, folders, or files.
"

Double click an item on the left to see its contents. Then select the
i check box nest to any drive, folder, or file that you want to restore.

Browse... |

B ackup |dentification Label | e
[] = week One Backup.bkf created 141742, Dy

I — L2 | K [S— i

< Back I Mest » I Cancel |

Figure 3-26 Backup Or Restore Wizard, What To Restore page with system state data
selected for restore

11. Ensure that media containing the backup file is in the correct location.
12. On the Completing The Backup Or Restore Wizard page, do one of the following:

[Click Finish to start the restore process. The Backup Or Restore Wizard
requests verification for the source of the restore data and then performs the
restore. During the restore, the Backup Or Restore Wizard displays status
information about the restore.

[Click Advanced to specify advanced restore options. Refer to the next section,
“Specifying Advanced Restore Settings for a Nonauthoritative Restore” for
details.
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13.

14.

15.

16.

In the Warning message box that warns you that restoring system state will always
overwrite current system state, click OK.

The Restore Progress dialog box displays status information about the restore process.
As with the backup process, when the restore is complete, you can choose to view the
report of the restore. The report contains information about the restore, such as the
number of files that have been restored and the duration of the restore process.

Close the report when you have finished viewing it and then click Close to close
the restore operation.

When prompted to restart the computer, click Yes.

Real World Shutdown Event Tracker

You've probably noticed that Windows Server 2003 has a new feature that
requests a shutdown reason each time you restart the server. This feature is called
the Shutdown Event Tracker. If you are working in a test environment, you might
choose to disable this feature to avoid the hassle of typing in a reason each time
you restart. To disable this feature, you can perform the following steps:

1. Click Start, click Run, and type gpedit.msc and press Enter.

2. Expand the Computer Configuration and then Administrative Templates
objects. Click on the System object. In the right-hand pane you’ll see several
settings appear.

3. Locate and double-click that Display Shutdown Event Tracker setting. The
Display Shutdown Event Tracker Properties dialog box opens.

4. Click the Disabled radio button to disable the Shutdown Event Tracker. Click
OK. Close the Group Policy Editor console.

Now when you shut down this server, you won’t be asked to enter a reason.

Specifying Advanced Restore Settings for a Nonauthoritative Restore

Th
of

To

e Advanced settings in the Backup Or Restore Wizard vary, depending on the type
backup media from which you are restoring.

specify advanced restore settings for a nonauthoritative Active Directory restore,

complete the following steps:

1

. On the Where to Restore page, in the Restore Files To list, select the target location
for the data that you are restoring. The choices in the list are the following:

[ Original Location—Replaces corrupted or lost data. This is the default and
must be selected to restore Active Directory.

[ Witernate Location—Restores an older version of a file to a folder you
designate.
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—1Single Folder—Consolidates the files from a tree structure into a single folder.
For example, use this option if you want copies of specific files but do not
want to restore the hierarchical structure of the files.

$ Note If you select either an alternate location or a single folder, you must also provide the
path to the location or folder.

2. Click Next.

3. On the How to Restore page, select how you want to restore the system state data
from the following:

Veave Existing Files (Recommended)—Prevents accidental overwriting of
existing data. This is the default.

[Replace Existing Files If They Are Older Than The Backup Files—Verifies that
the most recent copy exists on the computer.

[Replace Existing Files—Windows Backup does not provide a confirmation
message if it encounters a duplicate file name during the restore operation.

4. Click Next.

5. On the Advanced Restore Options page, select whether or not to restore security
or special system files from the following:

[ Restore Security Settings—Applies the original permissions to files that you
are restoring to a Windows NTFS file service volume. Security settings include
access permissions, audit entries, and ownership. This option is available only
if you have backed up data from an NFTS volume and are restoring to an NTFS
volume.

[Restore Junction Points, But Not The Folders And File Data They Reference—
Restores junction points on your hard disk but not the data to which the junc-
tion points refer. If you have any mounted drives and you want to restore the
data that mounted drives point to, you should 7ot select this check box.

—Preserve Existing Volume Mount Points—Prevents the restore operation from
writing over any volume mount points on the destination volume. If you are
restoring data to a replacement drive, and you have partitioned and formatted
the drive and restored volume mount points, you should select this option so
your volume mount points are not restored. If you are restoring data to a par-
tition or drive that you have just reformatted, and you want to restore the old
volume mount points, you should not select this option.
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[—Restore The Cluster Registry To The Quorum Disk and All Other Nodes—Makes

certain that the cluster quorum database is restored and replicated on all
nodes in a server cluster. If selected, the Backup Or Restore Wizard will stop
the Cluster service on all other nodes of the server cluster after the node that
was restored reboots.

[ When Restoring Replicated Data Sets, Mark The Restored Data As The Primary

Data For All Replicas—Ensures that restored File Replication service (FRS)
data is replicated to your other servers. If you are restoring FRS data, you
should choose this option. If you do not choose this option, the FRS data that
you are restoring may not be replicated to other servers because the restored
data will appear to be older than the data already on the servers. This will
cause the other servers to overwrite the restored data, preventing you from
restoring the FRS data.

6. Click Next.

7. On the Completing The Backup Or Restore Wizard page, click Finish to start the

restore process. The Backup Or Restore Wizard requests verification for the source
of the restore data and then performs the restore. During the restore, the Backup
Or Restore Wizard displays status information about the restore.

Performing an Authoritative Restore

An authoritative restore occurs after a nonauthoritative restore and designates the
entire directory, a subtree, or individual objects to be recognized as authoritative with
respect to replica domain controllers in the forest. The Ntdsutil utility allows you to
mark objects as authoritative so that they are propagated through replication, thereby
updating existing copies of those objects throughout the forest.

To authoritatively restore Active Directory, complete the following steps:

1.
2.
3.
4

Perform a nonauthoritative restore as described previously.
Restart the computer.
During the phase of startup where the operating system is normally selected, press F8.

On the Windows Advanced Startup Options Menu, select Directory Services
Restore Mode and press Enter. This ensures that the domain controller is offline
and is not connected to the network.

At the Please Select The Operating System To Start prompt, select the appropriate
Microsoft Windows Server 2003 operating system and press Enter.

Log on as Administrator.
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Note When you restart the computer in directory services restore mode, you must log on
as an Administrator by using a valid SAM account name and password, not the Active Direc-
tory Administrator’s name and password. This is because Active Directory is offline and
account verification cannot occur. Rather, the SAM accounts database is used to control
access to Active Directory while it is offline.

In the Desktop message box that warns you that Windows is running in safe
mode, click OK.

8. Point to Start, then select Command Prompt.

9. At the command prompt, type ntdsutil and press Enter.

10.
11.

12.

13.

At the Ntdsutil prompt, type authoritative restore and press Enter.
At the authoritative restore prompt, do the following:

[lo authoritatively restore the entire directory, type restore database and
press Enter.

[l'o authoritatively restore a portion or subtree of the directory, such as
an OU, use the OU’s distinguished name, type restore subtree
subtree_distinguishbed_name and press Enter.

For example, to restore the Securityl OU in the microsoft.com domain, the
commands would be

ntdsutil
authoritative restore
restore subtree OU=Securityl,DC=Microsoft,DC=COM

[lo authoritatively restore the entire directory and override the version
increase, type restore database verinc version_increase and press Enter.

[l'o authoritatively restore a subtree of the directory and override the version
increase, type restore subtree subtree_distinguished_name verinc
version_increase and press Enter.

The authoritative restore opens the Ntds.dit file, increases version numbers, counts
the records that need updating, verifies the number of records updated, and
reports completion. If a version number increase is not specified, one is automat-
ically calculated.

Type quit and press Enter to exit the Ntdsutil utility and close the Command
Prompt window.

Restart the domain controller in normal mode and connect the restored domain
controller to the network. When the restored domain controller is online and con-
nected to the network, normal replication brings the restored domain controller
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up to date with any changes from the additional domain controllers that were not
overridden by the authoritative restore. Replication also propagates the authorita-
tively restored object(s) to other domain controllers in the forest. The deleted
objects that were marked as authoritative are replicated from the restored domain
controller to the additional domain controllers. Because the objects that are
restored have the same object globally unique identifier (GUID) and object SID,
security remains intact, and object dependencies are maintained.

14. Ensure the integrity of the computer’s Group Policy by performing one of the
following:

—If you authoritatively restored the entire Active Directory database, copy the
Sysvol directory on the alternate location over the existing one after the Sys-
vol share is published.

[If you authoritatively restored specific Active Directory objects, copy only the
policy folders (identified by the GUID) corresponding to the restored policy
objects from the alternate location affer the Sysvol share is published. Then,
copy them over the existing ones.

When authoritatively restoring either the entire Active Directory database or selected
objects, it is important that you copy the Sysvol and policy data from the alternate loca-
tion after the Sysvol share is published. If the computer is in a replicated domain, it
may take several minutes before the Sysvol share is published because it needs to syn-
chronize with its replication partners. If all computers in the domain are authoritatively
restored and restarted at the same time, then each will be waiting (indefinitely) to syn-
chronize with each other. In this case, restore one of the domain controllers first so that
its Sysvol share can be published; then restore the other computers nonauthoritatively.

Impact of Authoritative Restore on Trust Relationships and Network Connections

Both parent and child trust relationships in Windows domains and Kerberos and NTLM
trust relationships to other Windows domains reside in the domain directory partition.
Because trust relationship and computer account passwords are renegotiated at a spec-
ified interval, if you authoritatively restore an entire domain directory partition, com-
puter passwords and trust relationship passwords are restored to the values at the time
of the backup. If the password values are different from the current values, trust rela-
tionships and computer accounts might be invalidated. For trust relationships, domain
controllers may no longer be able to communicate with domain controllers from other
domains. If an older computer account password is restored, the member’s workstation
may no longer be able to communicate with the server and the domain controller. If
you authoritatively restore objects that affect trust relationships or computer account
passwords, you must reset the passwords. Therefore, you should restore only those
portions of the domain directory partition that are absolutely necessary. The more of
the domain hierarchy included in the restore, the greater chance that trust relationships
are affected.
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$ Note By default, passwords are reset every seven days; except for computer accounts. The
previous password is also maintained. Therefore, performing authoritative restore with a

backup that is older than 14 days can affect the trust relationships.

To minimize the effort involved with resetting trusts and rejoining computers, you must
perform regular backups.

Practice: Restoring Active Directory

In this practice, you restore Active Directory from the backup you made in Lesson 3.

Note To complete this practice, you must have successfully completed the practice in
Lesson 3.

Exercise 1: Restoring Active Directory
In this exercise, you perform an authoritative restore to restore Active Directory.

P To restore Active Directory

1. Use the procedure provided earlier in this lesson to authoritatively restore Active
Directory using Active Directory Backupl. Hint: Use the restore subtree com-
mand parameter with OU=TEST1,DC=contoso,DC=com as the subtree distin-
guished name.

2. Verify that the TEST1 OU you created, backed up, and deleted in Lesson 3 has
been restored in the Active Directory Users And Computers console.

Lesson Review

The following questions are intended to reinforce key information presented in this les-
son. If you are unable to answer a question, review the lesson and then try the question
again. Answers to the questions can be found in the “Questions and Answers” section
at the end of this chapter.

1. Describe what happens in a nonauthoritative restore.

2. Describe what happens in an authoritative restore.
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3. Which method of restore should you use if you accidentally delete an OU?

4. Which method of restore should you use if a domain controller has completely
failed due to hardware or software problems?

5. Which of the following Ntdsutil command parameters should you use if you want
to restore the entire directory?

a. Restore database
b. Restore subtree

. Database restore

¢]

d. Subtree restore

Lesson Summary

m (lYou restore Active Directory data by performing a nonauthoritative restore
(default) or an authoritative restore.

m [In nonauthoritative restore, the distributed services on a domain controller are
restored from backup media and the restored data is then updated through normal
replication. Each restored directory partition is updated with that of its replication
partners.

m [An authoritative restore brings a domain or a container back to the state it was in
at the time of backup and overwrites all changes made since the backup.

m [(Before you can restore Active Directory, you must ensure that you can access all
locations that require the restoration of files, the appropriate device for the storage
medium containing the data to be restored is attached to a computer on the net-
work and is turned on, and the medium containing the data to be restored is
loaded in the device.

m [0 restore the system state data on a domain controller, you must start your com-
puter in directory services restore mode. To perform a nonauthoritative restore,
use the Backup Or Restore Wizard. To perform an authoritative restore, use the
Backup Or Restore Wizard and the Ntdsutil command.
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Case Scenario Exercise -

You are a network consultant. You are consulting for an educational institution called
Graphic Design Institute as described in Chapter 2. You've just finished installing the
Research department’s forest root domain controller. The Research department is using
a server running Windows Server 2003 configured as a domain controller. You've
installed a primary DNS server and configured those records to be stored in Active
Directory.

As you are working, Laura Steele, the director of the institute, asks you to discuss
potential upgrades for the Administrative and Marketing departments. The following
list describes significant details about the departments and network environment of the
Graphic Design Institute:

m CInformation Technology Services (ITS) This department utilizes UNIX client
and server operating systems. The ITS department maintains DNS servers and
Internet access for the entire institute. There are 10 users and 25 computers in this
department. The ITS department also maintains the institute’s physical network
infrastructure which includes 100 Mbps and gigabit Ethernet capable cables, hubs,
switches, and routers.

m CAdministration department This department has a Windows 2000 Active
Directory domain structure. The operating systems in use include Windows 2000
Advanced Server, Windows 2000 Professional, and Windows XP Professional.
There are 12 domain controllers, eight file servers, and 5,000 users in this
department. Ten of those domain controllers are also hosting the domain’s Active
Directory-integrated DNS zone. The ITS department delegated the
admin.graphicdesigninstitute.com namespace to the Administration department.

m (Marketing department This department has a Windows NT 4 domain that
includes one primary domain controller (PDC) and one backup domain controller
(BDCO). The operating systems in use are Windows NT 4 Server, Windows NT 4
Workstation, and Windows 2000 Professional. The department has 15 users and 20
computers.

m [Research department At this time the Research department has 25 employees
and 30 computers. You've installed a forest root domain controller and DNS server
on one computer. Most of the employees haven’t yet been issued computers. They
are still putting together their office furniture. However, you've suggested install-
ing a Remote Installation Services (RIS) server to deploy Windows XP Professional.
Steve Masters, the newly hired network manager for Research, plans to install the
client computers once you are finished configuring the directory structure.
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Given this information, answer the following questions:

1.

Before you move on to upgrading the other departments, what should you do to
ensure the Research department’s Active Directory data is protected? What should
you ensure that Steve will continue to do in order to protect the Research depart-
ment’s data?

What similarities exist between the implementation of Active Directory in the
Research and Marketing departments?

If you must install an additional Windows Server 2003 domain controller in the
existing Administration domain, what must you first do to the Administration
domain?

If you're asked to upgrade the PDC of the Marketing domain, but hold off on the
upgrade of the BDC, what functional level should you use on the new Windows
2003 Server domain?

. The network administrators of the Marketing domain want to know what the

equivalent of the User Manager for Domains and the Server Manager applications
are on Windows Server 2003 domain controller. What would you tell them?

Troubleshooting Lab -

You are a network administrator for Contoso Pharmaceuticals. You recently lost one of
your domain controllers, named Server2, due to a hardware failure. This domain con-
troller cannot be repaired and there was no recent backup. You notice many replica-
tion errors start to appear in the Directory Service log of the Event Viewer on your
other domain controller. You need to install a new server to replace Server2. You
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attempt to install a new domain controller named Server2, but the installation fails,
reporting Server2 already exists. You must resolve this issue.

You'll begin this lab by installing Server2 as a domain controller. Then, you’ll pretend
that Server2 has experienced an unrecoverable error by reinstalling the entire operating
system without first demoting Server2.

1. Install Active Directory on Server2. You can do this manually or by using the
Server2dc.txt answer file on the Supplemental CD-ROM. Place the companion
CD-ROM in your CD-ROM drive. To use the answer file, run the command
dcpromo /answer:d:\70-294\labs\chapter03\Server2dc.txt (this command
makes the assumption that your CD-ROM drive is D, if not substitute the drive let-
ter of your CD-ROM drive). If you’d prefer to install Active Directory manually,
use the written steps in Chapter 2 to install an additional domain controller for
the contoso.com domain.

Caution What you are about to do is not the recommended method for removing a domain
controller from your Active Directory infrastructure. The recommended method is to run
DCPROMO to uninstall the domain controller first. You are performing these steps to simulate
an unexpected failure of your domain controller.

2. Ensure that you allow Server?2 to fully compl