LOINOIDAU

Ngay nay v6i su xuat hién cua may tinh, cac tai liéu vin ban gidy to va
cac thong tin quan trong déu duoc s hda va xtr Iy trén may tinh, duoc truyén di
trong mot moi truong ma mic dinh la khong an toan. Do d6 yéu cau vé viéc co
mot co ché, giai phap dé bao vé sy an toan va bi mat cua cac thong tin nhay cam,
quan trong ngay cang trd nén cap thiét. Mat ma hoc chinh la nganh khoa hoc ¢am
bao cho myc dich nay. Khé co thé thady mot ung dung Tin hoc ¢6 ich nao lai khong

str dung cac thuat toan ma hoa thong tin.

Chinh vi nhu cau can thiét cua ma hoa théng tin, véi sy gitp d& cua thay
gido TS. Ngo Quéc Diing — khoa Cong nghé va An ninh thong tin, em da tién
hanh tim hiéu vé “Hé ma hod truyén thong va bat doi xing — cdc diém manh va

yéu Ciia ching” dé thuc hién bao céo két qua mon hoc “Ly thuyét mdt ma”.

Chén thanh cam on su giup d& cua thay da gitp em hoan thanh bai béo

cao nay!
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CHUONG I: TONG QUAN VE MA HOA

1.1 Cac khai niém
1.1.1 Md hoa, gidi ma

Mat ma la mot linh vuc khoa hoc chuyén nghién ctiu Vé cac phuong phéap
va k¥ thuat dam bao an toan va bao mat trong truyén tin lién lac véi gia thiét su
ton tai cua cac thé huec thu dich, nhitng ké mudn an cip thong tin dé loi dung va
pha hoai. Tén goi trong tiéng Anh, Cryptology duoc dan giai ngudn goc tir tiéng
Hy lap, trong d6 kryptos nghia 14 “che dau”, logos nghia 1a “tir ngi”.

Cu thé hon, cic nha nghién ctu inh vuc ndy quan tim xay dung hoic
phan tich (dé chi ra diém yéu) cac giao thirc mat mé (cryptographic protocol),
tuc la cac phuong thirc giao dich c6 dam bao muc ti€éu an toan cho cac bén tham
gia (V6i gia thiét moi truong co ké ddi dich, pha hoai).

Nganh Mat ma (cryptology) thudng duoc quan niém nhu su két hop cua 2

linh vuc con:

1. Sinh, ché ma mat (cryptography): nghién ctru cac Ky thuat toan hoc

nhim cung cip céc cong cu hay dich vu dam bao an toan thong tin

2. Pha giai ma (cryptanalysis): nghién ctru cac ky thuat toan hoc phuc vu
phan tich pha mat ma va/hoac tao ra cac doan ma gian nham danh Iira bén nhan

tin.

Hai linh vuc con ndy ton tai nhu hai mit d6i lap, “d4u tranh dé cung phat
trien” ctia mot thé thong nhat 1a nganh khoa hoc mat ma (cryptology). Tuy nhién,
do Ilinh vyc thir hai (cryptanalysis) it duoc phd bién quang dai nén dan dan, cach
hiéu chung hién nay 1a danh dong hai thuat ngir cryptography va cryptology. Theo
théi quen chung ndy, hai thuat ngir ndy co6 thé dung thay thé nhau. Tham chi
cryptography 1a thuat ngir wa dung, phd bién trong moi sach vé phd bién khoa
hoc, con cryptology thi xuét hién trong mot pham vi hep cua cac nha nghién ctu
hoc thuat thuan tay.
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Mic du trude day hau nhu mat mi va tng dung cta né chi phd bién trong
pham vi hep, nhung vé6i sy phat trién vii bio cua cong nghé thong tin va dic biét
14 sy phé bién ctia mang Internet, cac giao dich ¢6 str dung mat mi da tré nén rat
phd bién. Chang han, vi du dién hinh 13 céc giao dich ngan hang truc tuyén hau
hét déu duoc thuc hién qua mat ma. Ngay nay, kién thirc nganh mat ma 1a can
thiét cho cac co quan chinh phii, cac khdi doanh nghiép va ca cho ca nhan. Mot

cach khai quat, ta c6 thé thdy mat ma c6 cac tng dung nhu sau:

> V6i cac chinh phu: bao vé truyén tin mat trong quén su va ngoai giao,
bao vé thong tin céc linh vuc tim ¢4 loi ich qudc gia.

> Trong cac hoat dong kinh té: bao vé cac thong tin nhay cam trong
giao dich nhu hd so phap 1y hay y té, cac giao dich tai chinh hay cac danh gia
tin dung...

» V61 cac ca nhan: bao v¢ cac thong tin nhay cam, riéng tu trong lién
lac véi thé giéi qua cac giao dich sir dung may tinh va/hoac két ndi mang

Vay ma hoa, gidi ma la gi?

Mdt ma héa 1a qua trinh chuyén d6i cac thong tin thong thuong (vin ban
thuong hay van bdn ré hay vin ban tron) thanh dang khong doc truc tiép duoc, la
van ban md héa. Giai mat ma hay giai ma 13 qua trinh nguoc lai, phuc hdi lai vin
ban thuong tir vin ban md. Mat ma 13 thuét toan dé mat ma hoa va giai mat ma.
Hoat dong chinh xac cua mat mi thong thuong dugc kiém soat boi cac khoa —

mot doan thong tin bi mat nao d6 cho phép tiry bién cach thic tao ra vin ban ma.
Trong mot hé thong mat ma khai quét s& co cac thanh phan sau:
> Vanban ré (plaintext): thong diép nguyén gbc chua duoc ma hoa.
» Van bdn md hoa (ciphertext): thong di€p da dugc ma hoa.

» Thudt toan ma hoa (enciphering algorithm) Ia cac giao thuc hoac

huéng dan cé tac dung chuyén d6ivan ban rd thanh vin ban ma hoa.
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Mé6 hinh md héa, gidi md trong qud trinh truyén, nhdn théng tin mat

> Khéa md héa (enciphering key) 1a mot hozc nhidu ddi twong (thuong

14 céc conso hay 1a cac hudng dan quan trong ndo d6) duoc dung trong viéc

ma hda van ban ro.

» Thudt toan giai ma (deciphering algorithm) Ia céc giao thuc hoac

huéng dan c6 tac dung chuyén do6ivan ban mi héa trd vé van ban rd.

> Khéa gidi md (deciphering key) 1a mot hoac nhiéu ddi twong (thuong

14 céc con s hay 1a cac hudng dan quan trong ndo do) duoc dung trong viée

giai ma van ban bi ma hoa.

1.1.2 Danhgida tinh baomdtciua cac hé matma

Céc thuat toan, hé thdng mat ma duoc biét dén trén thé gioi 1a khong it.

Lam sao dé ta c6 thé danh gia dugc tinh an toan, hay tinh bao mat ciia mdi mot he

mé dit ra? Trén co sé ndo ching ta ¢ thé thiét 1ap niém tin nhiéu hoic khong

nhiéu vao mot hé ma nao d6?

Ta c6 thé két luan mot hé ma mat 13 khong an toan (insecure), bang viéc

chi ra cach pha n6 trong mot mé hinh tan cong pho bién, trong déta chi rd duoc

cac muyc tiéu vé an toan bao mat (security) khong duoc dam bao dtng. Tuy nhién

dé két luan rang mot hé ma Ia an toan cao thi cong viéc phuc tap hon nhidu. Thong

thuong, ngudi ta phai danh gia hé mat mi ndy trong nhidu mo hinh tin cong khac

nhau, véi tinh thach thuc ting dan.
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Muc tiéu cta tham ma (pha ma) Ia tim nhimg diém yéu hozc khong an
toan trong phuong thac mat ma hoa. Tham mi cé thé dugc thuc hién bai nhiing
ké tAn cong ac ¥, nham lam hong hé théng; hoic boi nhimg ngudi thiét ké ra hé

thong (hoic nhitmg ngudi khac) véi ¥ dinh danh gia d6 an toan cua hé théng.

C6 rat nhiéu loai hinh tan céng thim ma, va chiing c6 thé duoc phén loai
theo nhiéu cach khac nhau. Mot trong nhiing dic diém lién quan 1a nhiing nguoi
tAn cong c6 thé biét va 1dm nhimg gi dé hiéu dugc théng tin bi mat. Vi dy, nhitng
ngudi tham ma chi truy cap dugc ban mi hay khong? hay anh ta c6 biét hay doan
duoc mot phan ndo d6 cua ban rd? hodc tham chi: Anh ta c6 chon lya cac banrd
ngau nhién dé mat ma hoa? Cac kich ban nay tuong @ng véi tan céng ban md, tan

cong biét ban ré va tan cong chon lua ban ro.

Trong khi cong viéc tham mi thuan tay st dung cac diém yéu trong céc
thuat toan mat ma hoa, nhitng cudc tin cong khac lai dya trén sy thi hanh, duoc
biét dén nhu 1a cac tAn cong kénh bén. Néu nguoi tham ma biét luong thoi gian
ma thudt toan can dé md héa mot lwong ban & nao do, anh ta c6 thé sir dung
phuong thirc tin cong thoi gian dé pha mat ma. Nguoi tan cong cling ¢ thé nghién
clru cac mau va d6 dai ciia thong diép dé rat ra cac thong tin hitu ich cho viéc pha

ma; diéu nay duoc biét dén nhu 1 tham ma luu thong,
1.2 Lich s&

Thoiky tien khoa hoc: Tinh tir thwong ¢6 cho dén 1949. Trong thoi ky nay,
khoa mat mé hoc dugc coild mdt nganh mang nhiéu tinh tha cong, nghé thuat hon
la tinh khoa hoc. Cac hé mat ma duogc phat minh va st dung trong thoi ky nay
duoc goi [ cac hé mat mi cd dién. Sau day ta 1dm quen véi hai vi du hé ma rat
noi tiéng cua thoi ky nay.

1. Mot phép ma hoa (cipher) trong thoi Ky nay la ctia Xe-da (Caesar's
cipher), cach day 2000 nim: cac chir cai dugc thay thé bang cac chir cai cach

chung 3 vi tri vé bén phai trong ban alphabet:
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DASEAR - FDHVDU

2. Vernam cipher (1926): ngudi ta dem thuc hién phép XOR vin ban géc
(plaintext) voi mot chudi nhi phan ngau nhién c6 d6 dai bang do dai ciia vin ban
gdc (chudi nay 1 chinh 1a khoa cua phép ma hoa). Trong cipher loai nay, khoa
chi duwoc dung dung mot 1an duy nhat. Vernam tin rang cipher cta éng 1a khong
thé pha dugc nhung khong thé chimg minh duoc.

Ky nguyén mdt ma dwoc coi la nganh khoa hoc: duge danh dau bai bai
béo noi tiéng cua Claude Shannon “Commication theory of secretcy systems”,
duoc cong bd ndm 1949. Cong trinh nay dua trén mot bai béo trude d6 ciia ong
ma trong d6 6ng ciing da khai sang ra nganh khoa hoc quan trong khac, 1y thuyét
thong tin (inforrmation theory). Bai bao nim 1949 ctia Shannon d nén méng cho
viéc ap dung cong cu toan, cu thé 1a xac suét, trong xay dung mo hinh va danh gia

tinh mat cua cac hé ma mat.

Céc nghién cttu rong rai co tinh hoc thuat vé mat ma hoa hién dai a tuong
d6i gan day — n6 chi duoc bat dau trong cong dong mé ké tir nhimg nam thap
nién 1970 voi cac chi tiét ki thuat cua DES (viét tat trong tiéng Anh cua Data
Encryption Standard tac Tiéu chuan Mat md héa Dit liéu) va su phat minh ra
RSA. Ké tir d6, mat mi hoa da tré thanh cong cu duoc st dung rong rai trong lién

lac va bao mat may tinh.

Su bung no thyc su trong Iy thuyét vé mat ma (Cryptology) chi bat dau tur
bai bao cua hai nha bac hoc Diffie va Hellman, “New directions in cryptography”,
duoc cong bd vao nam 1976. Trong d6, cac ong ndy di chirng to rang trong truyén
tin bi mat, khong nhat thiét 1a ca hai bén déu phai nim khoa bi mat (téc bén gui
phai 1dm cach nao d6 chuyén dugc khoa mét cho bén nhan). Hon nira ho d3 1an

dau tién gioi thiéu khai niém vé chix ky dién tir (digital signature).
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CHUONG II: MA HOA POI XUNG

2.1 Gigi thiéu
2.1.1 Hé ma héa doi ximg

Loai hé théng nay con goi 1a hé mat mi khoa bi mat (Secret Key
Crytosystem). Trong mé hinh cua hé thdng nay, khoa cua hai thut toan sinh ma
va giai ma 3 gidng nhau va bi mat di véi tat ca nhimg ngudi khac; noi cach khac,
hai bén gri va nhan tin chia sé chung mot khéa bi mat duy nhat. Vai tro cua hai
phia tham gia 14 giong nhau va c6 thé danh d6i vai tro, giri va nhan tin, cho nén
hé théng duoc goi 13 “ma héa doi ximg” (symmetric-key algorithms). Chung ta s&
str dung ky hiéu viét tat theo tiéng Anh 1a SKC.

Khoa d6i ximg c6 thé nhoém thanh mdt ma khoi va mdtma luong. Mat ma
lubng mat ma héa 1 bit tai mot thoi diém, nguoc lai voi mat ma khdi 1 phuong
thirc cho phép thuc hién trén mot nhom cac bit ("khdi") voi do dai nao d6 trong
mot lan. Phu thudc vao phuong thic thuc hién, mat ma khoi co thé duoc thuc hién
nhu 13 mat mi ludng ty dong bo (ché do CFB). Tuong tw, mat ma ludng co thé
lam dé nd hoat dong trén céc khdi riéng r& cua van ban thuong tai mot thoi diém.
Vi thé, & day ton tai sy d6i ngau gira hai cach thirc ndy. Cac mat ma khéi nhu
DES, IDEA va AES, va mit ma ludng nhu RC4, 1a nhitng loai mat mi khoa ddi

xing ndi tiéng nhat.
Uu va nhuge diém?

Céc thuat toan d6i xtng ndi chung doi hoi cong sudt tinh toan it hon cac
thuat toan khoa bat dbi xang (asymmetric key algorithms). Trén thuc té, mot thuat
toan khoa bat ddi ximg c6 khédi lwong tinh toan nhiéu hon gip hang trim, hang
ngan lan mot thuat toan khoa d6i xtimg (symmetric key algorithm) c6 chat lugng

tuong duong.

Bang dudi day liét ké mot sb vi du vé thoi gian pha mi trung binh twong
ung vot kichthude cua khoa.
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Kich thuée khéa | So6 lwgng khoa Thoi gian thue hién Thoi gian thue hién
(bit) (tde dd thir: 10° Khéa/gidy) |(toc dd thir: 10° khoa/giay)
32 22 ~43x10° 358 phit 2.15 mili gidy
56 256~=7.2x10% 11142 nim 10.01 gio
128 218~ 3.4x10% |54 %1024 nam 5.4 x 1018 nam
168 2168 ~ 3,7x 1050 | 5.9 x 1036 nam 5.9x 1030 nam
hoanvi 26 ky tw| 26!~4x1026 |6.4x 1012 nam 6.4 x 106 nam

Hé théng mat ma khoa bi mat d6i xting cé nhitng nhuge diém I6n trén
phuong dién quan Iy va Iuu trix, dac biét boc 16 16 trong thé gisi hién dai khi lién
lac qua Internet da rat phat trién. Néu nhu trong thé gidi trude kia lién lac mat ma
chi han ché trong linh vuc quan suhoic ngoai giao thi ngdy nay cac ddi tac doanh
nghiép khi giao dich qua Internet déu mong muén bao mat cac thong tin quan
trong. Véi hé thdng khoa bi mat, sé lugng khda bi mat ma mdi cong ty hay cé
nhan can thiét 1ap véi cac ddi tac khac c6 thé kha 16n va do d6 rit kho quan I luu
trit an toan cac thong tin khoa riéng biét nay.

Mot khé khin dic thu khac nira 13 van dé xac lap va phan phdi khoa bi
mat ndy giita hai bén, thuong 13 dang & xa nhau va chi ¢ thé lién lac véi nhau
qua mot kénh truyén tin thong thuong, khong dam bao tranh duoc nghe trom. Vai
hai ngudi ¢ xa cachnhau va tham chi chua ting biét nhau tir trudc thi 1dm sao c6
thé ¢ thé thiét lap dugc mot bi mat chung (tic 13 khoa) néu khong c6 mot kénh
bi mat tir trudc (ma diéu nay dong nghia vai t6n tai khoa bi mat chung)? C6 vé
nhu chang c6 cach nao ngoai sir dung “than giao cach cam” d¢ hai nguoi nay c6

thé trao doi, thiét lap mot thong tin bi mat chung?

Pay 13 mot thach thuc I6n ddi véi hé thdng mat ma khoéa ddi xing. Tuy
nhién $& thay cau hoi ndy c6 thé duoc tra 10i bang giao thirc mat ma thiét lap khoa.
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2.1.2 M6 hinh ma héa déi ximg
bg sinh khéa

kénh an toan

H

v Y

kénh thudng

e a P
Giaima [——— pginhan

Y

C

R

, N T
Pha ma
—

Mb hinh gdm 5 yéu t6:
» Ban 10 P (plaintext)
» Thuat toan ma hoa E (encrypt algorithm)
» Khoa bi mat K (secret key)

» Ban ma C (ciphertext)
» Thuat toan giai ma D (decrypt algorithm)

Trongdo: C=E (P, K)
P=D(C, K)

Thuat toan ma hoa va giai ma st dung chung mot khoa, thuat toan giai ma

1a phép toan nguoc cua thuat toan ma hoa.

2.2 Mot s6 hé ma déi xing
2.2.1 Caesar cipher
2.2.1.1Gigi thigu
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Thé ky thtr 3 truée cong nguyén, nha quan su ngudi La M3 Julius Ceasar
d4 nghi ra phuong phip ma héa mot ban tin nhu sau: thay thé mdi chit trong ban
tin bang chir dtng sau nd k vi tri trong bang chit cai. Gia st chonk = 3, ta c6 bang

chuyén d6inhu sau:

Chitbandiu: abcdefghijklmnopgqrstuvwxyz
Chﬁthythé: DEFGHIJKLMNOPQRSTUVWXYZABC

(sauZsévonglailaA,dodox >A,y >Bvaz— Q)
Gia stcoban 10 : HOM NAY TROI DEP KINH Y
Ban ma s€ 1a : KRP QDB WURL GHS NLQK B
Thay vi giri truc tiép ban rd cho cac cap dudi, Caesar giri ban ma. Khi cap
dudi nhan duoc ban mi, tién hanh giai ma theo quy trinh nguoc lai dé c6 duoc

ban rd. Nhu vay néu ddi thu cua Caesar c6 lay duoc ban mé, thi ciling khong hiéu

duoc y nghia cua ban ma.
Chung ta hiy gan cho mdi chit cai mot consd nguyén tir 0 ¢én 25:

ABCDEFGHI JKLMNOPQRSTUVWXY Z
012 3 45 6 7 8 910111213 14 1516 17 18 19 20 21 22 23 24 25

Phuong phap Ceasar duoc biéu dién nhu sau: véi mdi chir cai p thay bang

chir ma hoa C, trong do:
C = (p + k) mod 26 (trong d6 mod 14 phép chia 1iy sé du)
Va qua trinh gidi ma don gian la:
p = (C —k) mod 26

k duoc goi 1a khoa. Di nhién la Caesar va cp dudi phai ciing ding chung

mot gia tri khoa k, néu khong ban tin giai ma s& khong gibng ban 1 ban dau.
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2.2.1.2 Tham ma Caesar

Phuong phép ma hoa Caesar 14 1 phuong phap md héa c6 dién, vo cing
don gian. Ngay nay phuong phap ma hda cua Ceasar khong dugc xem la an toan.
Gia sir d6i tha cua Ceasar c6 duoc ban ma KRP QDB WURL GHS NLQK B va
biét dugc phuong phap ma hoa va giai mi la phép cong trir modulo 26. Péi thu
c6 thé thir tat ca 25 truong hop cua khoa k. Sau khi thir, dé dang tim duoc khoa
da st dung.

k = 19 : DKI JWU PNKE ZAL GEJD U
k = 20 : ELJ KXV QOLF ABM HFKE V
k =21 : FMK LYW RPMG BCN IGLF W
k = 22 : GNL MZX SQNH CDO JHMG X

k = 23 : HOM NAY TROI DEP KINH Y

k = 24 : IPN OBZ USPJ EFQ LJOI Z

2.2.1.3 Chuong trinh vi du
Chuong trinh cai dat thuat toan Caesar co ban, st dung ngoén ngir python :

abc = "ABCDEFGHIJKLMNOPQRSTUVWXYZ"

def caesar(plaintext, key):
ciphertext = ""
for letter in plaintext:
if letter != " ":
pos = abc.index(letter) + key
pos %= 26
ciphertext += abc[pos]
else:
ciphertext += " "
return ciphertext

plainText = "KRP QDB WURL GHS NLQK B"
for key in range(1, 26):

print("k =", key, ": ", caesar(plainText, key))

10
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2.2.2Vigenere
Mat mi Vigenére la mot phuong phap ma hoa van ban bang cach sir dung
xen k& mot sb phép ma héa Caesar khac nhau dya trén céac chir cai cua mot tu

khoa. N6 1a mot dang don gian ctia mat ma thay thé dung nhiéu bang chit céi.

Trong phép ma hoa Caesar, moi ky tu ctia bang chit cai duoc dich di mot
khoang nhat dinh, vi du véi budc dich 1a 3, A tré thanh D, B tro thanh E... Mat
mi Vigenére 13 sukét hop xen k& vai phép ma hoa Caesar véi cac budc dich khac

nhau.

Klartext-Alphabet

BEBH 1 ok LONO

G|H|I|J[K
B|C FIG[H[T|[J[K|L
c[D G I [J[K[L[M
D|E 3 JIK[L[M[N
E[F ] K[L[M[N|O
F|G J L[M[N[O[P
G[H K[L[M[N[O[P|Q
HI1 L[M[N[O[P[Q|R
[J M|N|O[P|Q[R[S
JIK N|[O|P|Q[R[S[T

o|Z|Z|r| & | —| || n|m|o| o m| 2| N| < x| S| <|c|=|v| x| 0| Tk
T|0|Z|Z| | K| | —| | 6| n|m|o| 0| || »| Nl <| x| S| <|c|—| v | o)
p|1|o|zZ|ZE|r| & «|—|x|6| M o o|m| 2| N|<| x| =| <| || v Tk
2|01 o|zZ|Z|r| x| ||| 1| m|o| o] m| BN <| x| S| <|c| 4| ]
»|A 0| v o Z|Z|r|&|«|—|T|e|nmo|o|wm| 2 N < x| = <|c| &
—|»|3 0| | o|Z|Z|r| & «|—|x|6| 1| m|o| 0| m| | N| <| x| S| <| CES
cl|H| w1 |0 Z|Z|r| &< —| |6 Mmoo m| = N < x| = <ES
<|c|H| oo p|v|o|Z|Z|r| X | —| | e n|m|o|o|m| 2| N|<| x| S S

s|<|c|H| v x| o|1|o|Z| 2| r| & | —| | e | m|o| 0| m| | N| < <k

<|x|=|<|c|H| v o|To|Z| = r| = | —| x| m o|o|m| 2| N
ey sy e

x| =S| <|c|4| v x|o|v|lo|Z|2| | = «|—| |6 n|m|o| o] m| BN < B

A L N|O
B E G M Q|P
C F H N PlQ
D G | 0O QR
E H J P R|S
7 | K Q S|T
G J L R T|U
H K M S ujv
| L N T VW
J M 0 U WX
K WiX|Y
SILM[N|O[P[Q[R[S[T|U|V|W[X]|Y]|Z
UIM|N[O[P[Q|R|S|T|U[V|W|X|Y[Z]A
\N|C[P|Q|R[S|T|U|V[W[X|[Y|Z[A[B
SHO|P[Q[R[S|T|U|V[W|X|Y|Z[A|B]|C
SIPIQ[R[S|T|UVWI[X]|Y|Z|A[B[C]|D
*HQR[S|T|U|VW|X|[Y|Z|A|B|C|D|E
RIS[T|U|V[W[X][Y|Z|A|[B|[C|D|E]|F
NS | TIU[VIW|X|Y|Z|A|B|[C|D|E|F|G
[ T|U[V[W[X|Y|Z][A|B|C|D|E|F|G]|H
SHUIVIW|X]|Y|Z]|A|B|C|D|E[F|G|H]|I
AV IW[X]|Y[Z|A|B|C[D|E|F|G[H[I]|J
VW X[Y|Z[A|B[C|D|E|[F|G[H]|I[J][K
A X[ Y[Z|A|B|C|D|E|F|G[H|I[J[K]|L
Y| Z|A|B|C|D|E|F|G|H|I[J[K]L M
"A|Z|A|B|C|D|E|F|G|H|I|J|K|L|M|N

Schilssel:

Klartext:

Geheimtext:

Vidu mad hoa Vigenere

2.2.3 Data Encryption Standard (DES)
2.2.3.1 Ma héa déi xumg hién dai

Céac hé mat ma co dién duoc gioi thidu trong chuong trude déu thudc loai
mat ma dong (stream cipher), trong d6 phép bién d6i mat ma thuc hién trén ting
ky tu doc lap. Tuy nhién ngdy nay dugc wa chudng sir dung hon 1d mot kieu mat

ma khac — mat ma khéi (block cipher) - trong d6 tirng khéi nhidu ky tu duoc ma
11
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hoa ctng mot lic. Trong mat mi khéi, cac tham sb quan trong 13 kich thudc (do
dai khdi) va kich thude khoa.
> Kich thuéc khoi phai da lon dé chong lai cac loai tan cong pha hoai
bang phuong phap théng ké. Tuy nhién can luu y rang kich thudc khdi lon s&
lam thoi gian tré lon.
> Khéng gian khéa phai da 16n (tac 13 chidu dai khoa phai du I6n) dé
chdng lai tim kiém vét can. Tuy nhién mat khac, khoa can phai du ngén dé viéc

lam khoa, phan phdi va luu trir duoc hidu qua.

R[] R"
—
ki
F
L[] L:'

Mot cach phd bién, cac hé ma khdi thuong duoc thiét ké theo cau trac
nhiéu vong 1ip véi mdi vong 1ap lai goi thyc hién mot ham f co sé (nhung véi cac
tham sb khac nhau). Theo d6, dau vao cta mot vong lip 1a dau ra cua vong 1p
trude va mot khda con phat sinh tir khoa day da dya trén mot thuat toan 1ap lich

khoa (key scheduler), hay cling goi 1a thuat toan sinh khoa con.

Chung ta & tim hiéu mot hé ma khéi dién hinh, d6 1a chuan mat ma DES
(Data Encryption Standard); chuan nay ra doi vao nam 1977 va da thong trj tng
dung mat ma sudt 2 thap ky sau d6. Tuy nhién chuan mat ma nay di trd nén lac
hau, kém an toan va duogc thay thé bai chuan méi AES (Advanced Encryption
Standard).

2.2.3.2 Lich sir cua DES
Nam 1973, Cuc quan Iy cac chuan qudc gia ctia My di c6 vin ban co dong
cho viéc tao lap cac hé mat mi chuan & co quan ding ky lién bang cua My. Piéu

ndy da din dén sy cong bd vao nam 1977 cua cuc An ninh Qudc gia My (NSA) vé

12
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Data Encryption Standard, viét tit 1a DES. Thuc chat, DES dugc phat trién boi
IBM nhu 13 su stra d6i cua mot hé mé trude kia dugc biét voi cai tén Lucipher,
Trong khoang 2 thap ky tiép theo, DES 1a hé mi duoc dung rong rii nhat va ciing
14 gy ra nhiéu nghi ngo, tranh ci trong inh vuc ndy: xung quanh cac nguyén tic
thiét ké dam bao tinh mat, chiéu dai khoa twong doi ngan va kha niang NSA con
che gidu ctra sau (backdoor) dé cé thé bé khoa, pha ma it ton kém hon thong

thuong.

2.2.3.3Thudt todn va luu dé hoat déng

INPUT
| 64 Bits ‘

=

]
i

L 32 Bits 32 Bits Rﬂ

K

1

|

k]
|

=L, ® f(R,,K))

-~

b~

I

=~

=

o

(]
Il =1l
| gl | |
! ||
[ ||

"

Fa

=)

o

=+

L-r [E5] &, - 1,6 /(R,.K.)
Lid f4 : i
L =RL4E'£| _ Ry=L,®f(R,,K)
P @1 K]ﬁ
L,=L, +f(Rls,Km)|E{E R, =R,

| 64 Bits |

OUTPUT

16 vong lap cua DES cung goi thuc hién f nhung véi céc tham so khoa
khac nhau. Tat ca 16 khoa khac nhau ndy, duoc goi 1a khéa con, cung sinh ra tir
khoa chinh cua DES bang mot thudt todn sinh khéa con.
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Thudt todn gidi ma DES dugc xay dung gibng hét nhu thuat toan sinh ma
nhung c6 cac khoa con dugc sur dung theo thir tw nguoc lai, tic la dung khoa K16
cho vong lap 1, khoa K15 cho vong 1ap 2 ...

2.2.3.4D¢ an toan cua DES
Ta hiy xem xét tinh an toan ctia DES truéc mot vai phuong phép tin cong
pha ma.
> Tan cong vét can khéa (Brute Force Attack)

Vi khéa ctia ma DES c6 chiéu dai la 56 bitnén dé tién hanh brute-force
attack, can kiém tra 2% khoa khac nhau. Hién nay véi nhiing thiét bi pho dung,
thoi gian gian dé thir khoa 1 rat I6n nén viéc pha ma 13 khong kha thi. Tuy nhién
vao nam 1998, t6 chic Electronic Frontier Foundation (EFF) thong bao d3 xay
dung dugc mot thiét bi pha ma DES gom nhiéu may tinh chay song song, tri gia
khoang 250.000$. Thoi gian thir khoa 1a 3 ngay.

Hién nay ma DES van con dugc st dung trong thuong mai, tuy nhién
ngudi ta d3 bt dau ap dung nhitng phuong phap ma hoa khac c6 chiéu dai khoa
I6n hon (128 bit hay 256 bit).

» Pha ma DES theo phwong phap vi sai (differential cryptanalysis)

Nam 1990 Biham va Shamir da giéi thi¢u phuong phap pha ma vi sai.
Phuong phép vi sai tim khoa it tén thoi gian hon brute-force. Tuy nhién phuong
phap pha ma nay lai do1hoi phai co 247 cap ban r6 - ban ma duoc hya chon (chosen-
plaintext). Vi vay phuong phap nay 1a bat kha thi du rang sé lan thir c6 thé it hon
phuong phap brute-force.

> Phi ma DES theo phwong phap thir tuyén tinh (linear
cryptanalysis)

Nam 1997 Matsui dua ra phuong phap pha mé tuyén tinh. Trong phuong

phap ndy, can phai biét truéc 243 cap ban rd-ban ma (known-plaintext). Tuy nhién

14
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243 ciing 13 mot con s6 I6n nén pha ma tuyén tinh cling khéng phai la mot phuong
phap kha thi.

2.2.4TripleDES & AES

Triple DES

Mot trong nhimg cach dé khic phuc yéu diém kich thudc khéa ngin cua
mi hoa DES 14 str dung ma héa DES nhiéu lan véi cac khoa khac nhau cho cung
mot ban tin. Pon gian nhat 1a dung DES hai 1an véi hai khéa khac nhau, cach
thirc nay duoc goi la Double DES:

C=E(E(P, K1), Ky)

Piéu nay giéng nhu 1a Double DES dung mot khéa cé kich thudc 1a 112
byte, chi c6 mot han ché 14 tbc d6 cham hon DES vi phai dung DES hai lan. Tuy
nhién nguoi ta da tim dugc mot phuong phap tan cong Double DES c6 tén goi la
gap-nhau-o-gitta (meet-in-the-middle). Pay la mot phuong phap tan cong chosen-
plaintext.

Vi vy ngudi ta chon dung DES ba lan véi ba khoa khac nhau, céch thic
nay duoc goila Triple DES:

C = E( E( E(P, Kl), Kz), K3)
Chiéu dai khoa la 168 bitsé& gay phuc tap hon nhiéu cho viéc pha ma bang
phuong phap tan cong gap-nhau-o-gitta. Trong thyc té nguoi ta chi dung Triple
DES véi hai khoa K1, K2 ma van dam bao do an toan can thiét. Cong thirc nhu

sau:
C =E(D(E(P,Ky), Kz),Ky)

Nguyén nhan cua viéc dung EDE thay cho EEE 14 néu véi K1 = K2 = K
thi

C =E(D(E(P,K),K),K) =E(P,K)

Nghia la Triple DES suy giam thanh mot DES don.
15



HOC VIEN AN NINH NHAN DAN TIEU LUAN MON HOC

Advanced Encryption Standard (AES)

Vio nhitng ndm 1990, nhan thiy nguy co ctia ma héa DES 14 kich thudc
khéa ngan, c6 thé bi pha mé trong twong lai gan, Cuc tiéu chuan qudc gia Hoa Ky
da kéu goi xay dung mot phuong phap ma héa méi. Cubi cting mot thuat toan co
tén 13 Rijndael duoc chon va ddi tén thanh Andvanced Encryption Standard hay
AES. C6 thé noi rang ma hda AES véi khoa co kich thude 256 bit 13 “an toan méi
mai” bat ké nhitng tién bo trong nganh ki thuat may tinh.

AES duoc xdy dung trén nguyén 1y thiét ké ludi giao hoan — thay thé
(substitution-permutation network). Pay 1a mot hé ma co toc do tot trong ca cai
dat phan mém ciing nhu phan cung. Khac véi DES, AES khong theo mau thiét ké
mang Feistel. Thay vao do cac thao tac co ban dugc thuc hién trén cac khdi ma
tran dit lisu 4*4 (bytes), dugc goi 1 cac trang thai (state). S6 vong lip cua AES
14 mot tham sé xac dinh trén co s kich thude khoa: 10 vong lip cho khoa 128 bit,
12 cho 192 bit, 14 cho 256 bit.

Do an toan cua AES lam cho AES duoc strdung ngay cang nhiéu va trong

tuong lai s& chiém vai tro cua DES va Triple DES.

16
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CHUONG III: MA HOA BAT DPOI XUNG
3.1 Gioi thiéu
3.1.1 Ma héa bit déi ximg
M3 hoa dbixing du ring da phat trién tir cd dién dén hién dai, van ton tai
hai diém yéu sau:
> Van dé trao d6i khoa giita ngudi gui va ngudi nhan: Can phai c6 mot
kénh an toan dé trao d6i khoa sao cho khoa phai duoc giir bi mat chi ¢ nguoi
giri va ngudi nhan biét. Picu nay t6 ra khong hop 1y khi ma ngay nay, khoi
lwgng thong tin luan chuyén trén khap thé gigi 1a rat I6n. Viéc thiét lap mot
kénh an toan nhu vay s& tén kém vé& mit chi phi va cham tré vé& mit thoi gian.
> Tinh bi mat cua khoa: khong c6 co s& quy trach nhiém néu khoa bi
tiét 15.

Y tudng vé cac hé thong mat ma loai nay mai chi ra doi vao giita nhitng
nam bay muoi cta thé ky 20. Khic co ban véi ma hoa ddi ximg, trong md hinh
ma&i nay 2 khoa cua thuat toan sinh ma va giai ma la khac nhau va tir thong tin
khoa sinh m3, mic du trén Iy thuyét 3 c6 thé tim dugc khoa giai mi (c6 thé thir
vét can) nhung kha ning thuc té cua viéc nay 1a hau nhu bang khong (bét kha thi
vé khdi Iugng tinh toan).

blic key private key

encryption decryption
plaintext ciphertext plaintext

Y tudng méi nay cho phép mdi thuc thé cdnhan congty chi can tao racho
minh mot cip khoa, voi hai thanh phan:

17
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> Thanh phan khda cong khai, c6 thé ding ky phd bién rong khap, dung
dé sinh ma hodc dé xac thuc chirky dién ti.
> Thanh phan khda bi mdt, chi danh riéng cho ban than, dung dé giai

ma hoac tao ra chit ky dién t.

Chi vé6i cip khoa nay, thuc thé chu c6 thé giao dich bao mat véi quang dai
x3 hoi, trong d6 viéc quan Iy va luu trir c6 thé duoc td chirc chat ché ma viéc phai
tu nhé thong tin mat 13 t&i thiéu (gidng nhu viéc chi nhd 1 mat khau hay mot sb

PIN tai khodn ngan hang).

Thong thuong, cac k¥ thuat mat ma hoa khoa cong khai doihoi khdi lugng
tinh toan nhiéu hon cac k¥ thuat ma hoa khoa ddi xting nhung nhiing loi ich ma
chung mang lai khién cho chiing dugc ap dung trong nhiéu ung dung.

C6 nhiéu phuong phap ma hoa thudc loai mi hoa khoa cong khai. Po 1a
cac phuong phap Knapsack, RSA, Elgamal, va phuwong phdp dwong cong elliptic
ECC... Mdi phuong phap c6 cach thirc ing dung ham mot chiéu khac nhau.

3.1.2Lichsw

Thuat toan mat md hoa khoa cong khai dugc thiét ké dau tién boi James
H. Ellis, Clifford Cocks, va Malcolm Williamson tai GCHQ (Anh) vao dau thap
ky 1970. Thuat toan sau ndy dugc phat trién va biét dén dudi tén Diffie-Hellman,
va la mot truong hop dac biét ctia RSA. Tuy nhién nhiing thong tin nay chi dugc
tiét 16 vao nam 1997. Trao doi khoa Diffie-Hellman 13 phuong phap c6 thé ap
dung trén thuc té dau tién dé phan phdikhoa bi mat thong qua mot kénh thong tin

khong an toan.

Thuat toan dau tién cting duoc Rivest, Shamirva Adleman tim ra vao nam
1977 tai MIT. Cong trinh nay duogc cong b6 vao ndm 1978 va thuét toan duoc dit
tén 13 RSA. RSA sir dung phép toan tinh ham mii médun (mddun duoc tinh bang

tich s6 cua 2 s6 nguyén to I6n) dé mi hoa va giai mi ciing nhu tao chit ky sé.

18
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Ké tir thap ky 1970, di c6 rat nhiéu thuat toan ma hoa, tao chix ky s, thoa
thuan khoa. .. dugc phat trién. Cac thuat toan nhu EIGamal (mét ma) do Netscape
phat trién hay DSA do NSA va NIST ciing dua trén cac bai toan 16garit roi rac
turong ty nhu RSA. Vao gitra thap ky 1980, Neal Koblitz bit dau cho mot dong
thuat toan mdi: marma dwong cong elliptic va ciing tao ra nhiéu thuat toan tuong
tu. Mac du co so toan hoc cua dong thuat toan nay phuc tap hon nhung lai giap
lam giam khéi lwong tinh toan dic biét khi khoa c6 do dai 16n.

3.1.3 D¢ an toan

Vé khia canh an toan, cac thuit toan mat md hoa khoa bat ddi xing ciing
khong khéc nhiéu Vi cac thuat toan ma hoa khoa ddixang. C6 nhitng thuat toan
duoc dung rong rii, co thuat toan chil yéu trén Iy thuyét; c6 thudt toan van duoc
xem la an toan, c6 thuat toan da bi pha v&... Cling can luu y 14 nhiing thuat toan
duoc dung rong rai khong phai lic ndo ciing dam bao an toan. Mot s thuat toan
¢ nhitng ching minh vé do an toan voi nhitng tiéu chuan khac nhau. Nhiéu ching
minh gan viéc pha v& thuat toan véi nhitng bai toan ndi tiéng van duge cho 1a
khong co 101 giai trong thoi gian da thic. Nhin chung, chua c6 thudt toan nao dugc
ching minh 13 an toan tuyét ddi. Vi vay, ciing gidng nhu tat ca cac thuit toan mat
mi n6i chung, cac thuit toan mi hoa khoa cong khai can phai duoc sir dung mot

céach than trong.

Cac thuat toan khoa cong khai thong thuong dua trén cac véan dé toan hoc
v6i @0 kho NP. Vi du RSA, dua trén d6 kho (udc doan) cua bai toan phdn tich ra
thera s6 nguyén té. Vi Iy do thuan tién, cac hé thdng mat mi hoa lai ghép duoc st
dung trong thuc té; khoa dugc trao d6i thdong qua mat ma khoa cong khai, va phan
con lai cua thong tin dwgc mat ma hoa bang cach str dung thuat toan khoa doi

ximg (diéu ndy vé co ban Ia nhanh hon).
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3.1.4 Ungdung
Ung dung 16 rang nhat cua mat ma hoa khoa cong khai 1d bdo mat: mot
vin ban duge mi héa bang khoa cong khai ctia mot ngudi sir dung thi chi c6 thé

giai ma véi khda bi mat cua nguoi do.

Mat m3 hoa bat dbixtng ciing cung cap co ché cho chizky 54, 1a cach thic
dé xac minh v&i d6 bao mat cao rang thong diép ma ngudi nhan di nhan dugc 1
chinh x4c duoc gui di tir phia ngudi giri ma ho yéu cau. St dung hop thirc cac
thiét ké co chit luong cao va cac bo sung khac tao ra kha ning c6 duoc d6 an toan
cao, 1am cho chir ky dién tir vuot qua phan I6n céac chit ky that can than nhat vé
muc d6 thuc cta nd (khod bi gia mao hon). Céc vi du Vé cac giao thuc chir ky sd
hoa bao gom DSAva chit ky EIGamal. Cac chit ky s6 hoa Ia trung tam trong céc
hoat dong cuia ha ting khoa cong cong (PKI) va rat nhiéu hé thong an ninh mang
(vi du Kerberos, phan lén cac mang riéng 40 (VPN)...).

Mat ma khoa bat dbi xtmg ciing cung cip nén tang cho cac ky thuat khoa
thoa thuan xac thuc mat khau (PAKA) va khong k¥ ning kiém ching mat khau
(ZKPP). Diéu nay I3 quan trong khi xét theo phuong dién cua cac chimg minh Iy
thuyét va kinh nghiém rang viéc xac thuc chi bang mat khau s& khong dam bao

an toan trén mang chi véi khoa mat ma doi xing va cac ham bam.

3.2 Mot so6 hé mi héa bat doi xing
3.2.1 Md héa RSA
3.2.1.1Gigi thiéu

Phuong phap RS A 1a mot phuong phap ma hoakhoa congkhai. RSA duoc
xay dung boi cac tac gia Ron Rivest, Adi Shamirva Len Adleman tai hoc vién MIT
vao nam 1977, va ngay nay dang duoc stir dung rong rai. Vé mit tong quat RSA
1 mot phuong phép ma hoa theo khoi.

Co s thuat toan RSA duya trén tinh kho ctia bai toan phan tich cac sé 1on
ra thira s6 nguyén t6: khong ton tai thuat toan thoi gian da thire (theo do dai cua
biéu dign nhi phan cua sb d6) cho bai toan nay. Chang han, viéc phan tich mot
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hop s6 14 tich cua 2 s6 nguyén t6 1on hang trdim chit s6 $& mat hang ngan ndm tinh
toan voi mot may PC trung binh ¢6 CPU khoang trén 2Ghz.

3.2.1.2Thuat toan
Pé thuc hién ma hoa va giai ma, RSA dung phép liy thira modulo cua Iy

thuyét s6. Cac budc thuc hién nhu sau:
1) Chon hai s6 nguyén t6 l6n p va q va tinh N = pq. Can chon p va q sao cho:
M < 2t < N <2, Véii=1024 thi N la mot s6 nguyén dai khoang 309 chir so.
2) Tinhn=(p - 1)(q -1)
3) Tim mot s6 e sao cho e nguyén 16 ciing nhau Véin
4) Timmot s6 d sao cho e. d = 1 mod n (d langhich dao cuae trong phép modulo
n)
5) Huy bon, p va q. Chon khoa cong khai Ky 1a cap (e, N), khoa riéng Kg la cap
(d, N)
6) Viéc ma hoa thuc hién theo congthicc: € = E(M,K,;) = M® mod N
7) Viéc giai ma thuc hién theo cong thuc: M = D(M, K,) = M®* mod N
Ban rd M c6 kichthudc i-1 bit, ban ma C co kich thudce i bit.

DPé minh hoa ta s&thuc hién mot vi du vé ma hoa RSA véi kich thude khoa
la 6 bit.

1) Chonp=11vaq=3, doddo N=pq=33

2)n=(p-1)(0-1) =20

3) Chon e = 3 nguyén t6 cliing nhau vai n

4) Tinh nghich dao cua e trong phép modulo n dugcd =7 (3x7 = 21)

5) Khoa cong khai Ky = (e, N) = (3, 33). Khoa bi mat Kg = (d, N) = (7, 33)
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6) Ma hoabanro M = 15:

C=EM,K,;) =M modN = 15°mod33 =9
7) Giai ma banma C =9:

M = D(M,Kz) = M* mod N = 97 mod 33 = 15

3.2.1.3Danh gia RSA
So sanh voi DES thi RSA

+ C6 tbe dd cham hon rat nhidu. Thuong thi, RSA cham it nhat 14 100 lan khi cai
dat bang phan mém, va co thé chdm hon tir 1000 dén 10,000 lan khi cai dat bang
phan ctmg (con tiy cach cai dat)

+ Kich thudc cua khoa mat lén hon rét nhidu.

Néu nhu p va q can biéu dién ¢& 300 bits thi n can 600 bits. Phép nang lén
luy thira 13 kha cham so véi n 16n, dic biét 1 néu st dung phan mém (chuong
trinh).

Vian dé di tim s6 nguyén t6 lon

Mot thuat toan dé tao ra tt ca céac sb nguyén t6 1a khong tdn tai, tuy nhién
c6 nhitng thuat toan kha hiéu qua dé kiém tra xem mot sé cho trude c6 phai 1a

nguyén té hay khong (bai toan kiém tra tinh nguyén td).

Nhiing thuat toan tat dinh dé kiém tra tinh nguyén t6 1a kha t6n thoi gian
va doi hoi dugc thuc hién trén may tinh co toc 6 cao. Tuy nhién ngudi ta ciing
con st dung cac thudt toan xac suét, ¢6 kha nang ‘doan’ rat nhanh xem mot s6 co
phai nguyén t6 khong. Cac thuat toan xac suét ndy khong dua ra quyét dinh dung
tuyét dbi, nhung ciing gan nhu tuyét doi; tic 1 xac suat bao sai c6 thé lam nho
tuy v, chi phu thuc vao thoi gian bo ra.

Panh gia vé an toan ciia thuit toan RSA
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Su an toan ctia thanh phan khoa mat (private key) phu thugc vao tinh khé
ctia Viéc phan tich thanh thira 6 nguyén t6 cac s I6n.

Sau day ta s& xem xét mot S6 cac tan cong phuong phap RSA.

1) Vét can khoa: cach tAn cong ndy thir tit ca cac khoa d c6 thé co détim
ra ban giai mi co y nghia, twong ty nhu cach thir khéa K ctia mi hoa ddi xang.
V&i N I6n, viée tan cong la bat kha thi.

2) Phan tich N thanh thira s6 nguyén t6 N = pq: Chung ta da n6i rang viéc
phan tich phai 1a bat kha thi thi méi 13 ham mot chiéu, 14 nguyén tic hoat dong
ctia RSA. Tuy nhién, nhiéu thudt toan phan tich méi d3 dugc dé xuat, cung véi
téc dO xtr Iy ctia may tinh ngdy cang nhanh, d lam cho viéc phén tich N khong
con qué khé khan nhu trude day. Ngudi ta cho rang kich thudce ciaN phai khoang
1024 bit (309 chit s6) thi méi bao dam an toan that su.

3) Mot sb dang tan cong co diéu kién quan trong: d6ivai mot sé hé cai dat

roi vao mot s6 diéu kién dac biét co thé tré nén kém an toan véi nguoi st dung.

+ Common modulus attack: Khi mot nhom user sir dung cac khoa cong
khai Z=(e,n) khac nhau ¢ thanh phan e nhung giéng nhau & modul dong du n.

+ Low exponent attack: T4n cong ndy xay ra voi diéu kién 1a gia tri e da
dugc chon nhé (e ma nho thi thudt toan ma hoa trong truyén tin mat ciing nhu
kiém dinh chit ky s& nhanh hon).

+ Low decryption attack: Néu thanh phan khoa mat d ma di nho thi c6 thé

bi ké thu tim thdy duoc.

3.2.1.4 Cai dat

Trong pham vi dé tai em da xay dung chuong trinh cai dit thuat todn ma
hoéa RSA. Chuong trinh viét bang ngon ngit C# trén nén .Net Framework, co giao
dién than thién, truc quan, dé st dung.
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- Tu xay dung thu vién cdu trac dir liéu biéu dién sé I6n BigNum va cac

phép toan co ban kém theo: Luu s 16n dudi dang mang cac sd nguyén nhd, xir ly

dich bit dé ting tdc 6 cho cac phép tinh (+, -, *, /, module).

- Giai doansinh sé nguyén t I6n p, g: Sinh ngau nhién s6 I6n roi kiém tra

tinh nguyén t6 bang thuat toan Miller-Rabin.

bool CheckPrime(BigNum num)

{

foreach (var item in lowPrimes)

{

}

if (num == item)
return true;

if ((num % new BigNum(item)).GetSize == 0)
return false;

for (int i =0; 1 < 5; i++) // Miller Rabin test 5 times

{

}

BigNum a = RandomNumber(num);
if (MillerRabin(a, num - 1, num) != 1)
return false;

return true;

}
/17

/17
/17
/17
/17
/17
/17
/17

<summary>

Miller Rabin Primality Test
return a”x % m == 1?
</summary>

<param name="a"></param>

<param name="x"></param>

<param name="m"></param>
<returns></returns>

BigNum MillerRabin(BigNum a, BigNum x, BigNum m)

{

if ((x.num[@] & 1) !=1) // x is enven?

{

}

BigNum res = MillerRabin(a, x >> 1, m); // Rescursive
if (res == 1 || res ==m - 1)

return new BigNum(1);
else

return (res * res) % m;

else // x is odd

-

return Module(a, x, m);

- Xay dyng cac ham tinh module, Euclid md rong, udc chung Ion nhat. ..

public static BigNum GCD(BigNum numl, BigNum num2)

{

BigNum tmp = numl % num2;
numl = num2;
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num2 = tmp;
if (num2.GetSize == 0)
return numl;
return GCD(numl, num2);
}
/// <summary>
/// Calculate a”“x mod m
/// </summary>
/// <param name="a"></param>
/// <param name="x"></param>
/// <param name="m"></param>
/// <returns></returns>
public static BigNum Module(BigNum a, BigNum x, BigNum m)
{
if (x.GetSize == 0)
return new BigNum(1);
else if ((x.num[@] & 1) != 1) //a”2c mod n = (ac mod n)2 mod n
{
var uAux = Module(a, x >> 1, m);
return (uAux * uAux) % m;
}
else return (Module(a, x - new BigNum(1), m) * a) % m; //ac+l mod n
= (ac mod n) - a mod n
}
/// <summary>
/// Modular Inverse
/// Extend Modulo
/// </summary>
void CalculatePrivateKey()
{
BigNum u® = new BigNum(1), ul = new BigNum(@);
BigNum b = o, a = PublicKey;
BigNum tmp = new BigNum(), tmpl = new BigNum();
BigNum tmpu = new BigNum();
while (b.GetSize > @)

{

tmp = a / b;

tmpl = a % b; a = b; b= tmpl; // gcd (a, b)

tmpu = u@ - tmp * ul; u@ = ul; ul = tmpu; // Rescusive
}

if (u@.IsNegative)
ue = uo@ + o;
PrivateKey = u@;
if (PrivateKey == 1)
CalculatePrivateKey();

-

- Chuyén céc thong diép can mi hoa thanh s I6n twong tng va nguoc lai.

Giao dién chuong trinh
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=+ GENERATE NEW KEYS SAVE TO FILE

ENCRYPT / DECRYPT —>

Giao di¢én sinh khoa cia chwong trinh
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X

BACK TO KEYS DIGITAL SIGNATURE

T, ENCRYPT / DECRYPT

X

— BACK TO KEYS DIGITAL SIGNATURE

Xin chao, 13 Ngé Van Nhan
Hém nay trdi dep kinh y!!!

Ty ENCRYPT / DECRYPT

Giao dién ma hoa & giai ma
Hi¢u ning thuc té

Vi do han ché thoi gian 1am tiéu luan ciing nhu chua dugc toi vu nén phan
sinh khoa ctia chuwong trinh khi chay & may tinh ca nhan (Dell Vostro 3560 i3 4GB
Win 10 64bit) 1a mat khoang 20-25s véi khoa 1024 bit (~309 chir $6); md hoa va
giai ma 1 khdi (128 bit) mat khoang 1-2s.
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3.2.2 Ma hoa ElGamal
3.2.2.1 Giai thiéu

Hé mdt EIGamal duoc dé xuat vao nim 1984 trén co s& bai toan logarith
roi rac. Sau do, cac chuan chirky sé DSS cua My va GOST R34.10-94 cua Lién
bang Nga di dugc phat trién trén co sé thuat toan chit ky sé ctia hé mat nay, con
thuat toan mat ma khoa cong khai ElGamal da duoc strdung boi Co quan An ninh
Qudc gia My - NSA (National Security Agency).

HE¢ ma hoa véi khoa cong khai ElGamal dugc dé xuat nam 1985, dya vao

do phuc tap cua bai toan 16garit roi rac.

3.2.2.2 Thuat toan
Qua trinh sinh khoa:

1) Chonsb P 1a s nguyén t6; Q, k* ngau nhién sao cho Q <P-1,k’ < P-2
2) TinhD = Q% mod P
=> Khoa congkhai: (P, Q, D)
Khoa bi mat: k’
Qua trinh ma hoéa:
3) Chon K ngau nhién sao cho: 1 <K < P-2
4) Tinh C; = Q¥ mod P, C, = (DX .m) mod P
=>Ban ma: C=(Cy, Cy)
Qua trinh giai ma:
5) TinhR = CP~*"* mod P, M = (R.C,) mod P
1) ChonP=13,Q=10,k’=9
2)D = Q¥ modP =10°mod 13 =12
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3) ChonK=7,m=11
4)C; = Q¥mod P =10"mod 13 =10

C, = (DX .m)mod P = (127 .11) mod 13 = 2

5)R = CP~1% modP = 10'31° mod 13 = 12

M= (R.C,)modP = (12.2) mod13 =11

3.2.2.3 Cai dat
Chuong trinh cai dat thuat toan ma hoa ElGamal, sir dung cac thu vién,
ham ké thira di duge xay dung & chuong trinh mi hoa RSA. O day 1a 1 doan cua

chuong trinh, m6 phéng ham ma héa va giai ma Elgamal:

void Encrypt(string plain)

{
var byteArr = Encoding.UTF8.GetBytes(plain);

string resl = "", res2 = "";
int len = byteArr.Length;
int blocksize = 50;

int byteToCopy = blocksize;

byte[] tmp;
BigNum bitmp;

BigNum tmpk = rsa.RandomNumber(numP - 2);

for (int 1 =0, j = 1; i < len; i += blocksize, j++)
{
if (len - i < blocksize)
byteToCopy = len - 1i;
else
byteToCopy = blocksize;
tmp = new byte[byteToCopy];
Array.Copy(byteArr, i, tmp, @, byteToCopy);
bitmp = new BigNum(tmp);
/117
resl += RSACrypto.Classes.RSA.Module (numQ, tmpk, numP).ToString()
res2 += ((RSACrypto.Classes.RSA.Module(numD, tmpk, numP) * bitmp)
% numP) .ToString() + ";";

+

/111117
}
txtCipherl.Text = resl;
txtCipher2.Text = res2;

}
void Decrypt(string cipherl, string cipher2)

{
Regex.Split(cipherl, ";");

string[] blocksl
string[] blocks2 = Regex.Split(cipher2, ";"
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List<byte> lstbytes = new List<byte>();

for (int i = ©; i < blocksl.Length; i++)
{
if (blocksl1[i] == "" || blocks2[i] == "")
break;
var cl = new BigNum(blocksl[i]);
var c2 = new BigNum(blocks2[i]);
/111177
var r = Classes.RSA.Module(cl, numP - 1 - numK, numP);
var m = (r * c2) % numP;
1stbytes.AddRange(m.ToByteArray());
111117
}
txtPlain.Text = Encoding.UTF8.GetString(lstbytes.ToArray());

}

Giao dién chwong trinh

40726493632205642350674873124514108010735321 796701 2767130278806576820591518729351527484427 75060352 75204528 158554 2876
106241528966077642339350757396442072819823896983189540114026 142861

38232012026022203264387858468828215006333132546570101714384035964417681721499607107859624521677652147838252841 766068
453534950384510848625399913745660631534473532953480236623653656704

2277651875103089377423435575906392308 757270461896684391122204 737381 1695233504641167786073854732874235235923030135735
883524482253315415625674799081477810735004602445763264 331806555812

Plain

Cipher 1

Cipher 2

3353575749593410581389288099159281271519280937950872799462335752145548764134826169714148213634208166900153632415138

196408362918790456962896579874521641572897237133874018282969276654

Olcay, let’s rock
¥in chao, t6i 1a Ngé Van Mhan

|1fa?c0964361 1462580de 5 7e 9333477

I Encrypt I | Decrypt | | Sign message | | Check signature

3584070057474556867523026519320297151487753644294845315597854783781316132854870957752700072446537304521 9657096
54318809250339226425741762739468538811486096273302254610508143127700820;

1023354 705744077170453252380324 73431 8210806526234 37270520100631578723278800725405733209527123650512586134140578
78870208865273727967754623117720504025570541432545974838445 777635435403,
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